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Actors Bug IDS/AV
»>Understand decision making process e Expert

»Engage all segments
» Follow the “herds”

Technoloqgy

»ldentify attack & research trends
» Extinguish classes of issues

POC Software Botnet
Coder Vendor Herder

Economics
»Promote legitimate business models N ' Malware
i Exploit
»Change the Equation: Writer 1 y Coder
v'Increase the cost of malicious activities

v'Reduce malicious actor ROI Payload
Coder
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 Alert " ASSsess /
and and

Vielanlizes Stialaiize

#0Observe #Convene and ®Assess the ®#Provide information
environment to evaluate severity situation and' the and tools to restore
detect any potential sMobilize security technical normal operations

ISSUes L response teams and \  information L eAppropriate solution

#leverage existing \ support groups into , available \ is provided to

relationships with: Ltwo main groups: . #Start working \ customers, such as a
DA #Emergency ! on solution security update, tool

#Security Engineering Team sCommunicate or fix

researchers sEmergency ' initial guidance and ¥ &Conduct internal

and finaeig ' Communcalions ' workarounds to ' process reviews
#Monitor customer Ic=hn: T customers, partners and gather
requests and press #Start monitoring and press lessons learned
inguiries WW press interest eNotify and!inform

and customer support Microsoft sales and
INESHpiNiSSSue support fielg
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Community-based defense — Microsoft Active Protection
Program
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= International Consortium for Advancement of Security
on the Internet (ICASI)

= Drive excellence and innovation in security response
practices; and

= Enable ICASI collaboration to proactively analyze,

mitigate, and resolve multi-vendor, global security
challenges

= Five Industry Members: Cisco, IBM, Intel, Juniper, Microsoft
= QOperational Response Coordination @

= Unified Security Incident Response Plan

ICaSsI
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Continto

Information Shar:‘ng

Trustworthy Investments
Plans & Policies Resilient Operations In Innovation

‘ " Manage Practices
' Deter ‘ Research 'ngrams

Organize Recover Education

Trusted Collaboration

e —
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[ o Protection

e Continuous Risk

* Prevention Management
* Accountability * Trusted Information
Sharing
e Responsible

Disclosure

Recover ([ Respond

e Mutual Assistance
and Collaboration

e Interdependency
Aware

¢ Lessons Learned

* Effective Response
Plans

* P/P coordination
e Training and Exercise
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Your potential. Our passion.
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