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Cyber Threats are Real, Cyber|cuoesecui

Attacks Are Happening!

Bebas tapl berl:anggungjawab

Cyberspace must be part
of everyone’s life, says PM
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Chinese hackers cyber-attacking
British government networks

by Staff Woiters
London (AFF) Sept 6, 2007

Chinse computer hackers are infitrating Briish
Qoverment neworks, gving tem access fo secret [N
information, according t media reparts on /
Thursday.

UTM h|t by
virus attacks Cybercrime s Funding

Federal Prosecutor

More than 6,000 computers mfected
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Organized Crime

By MIERA VAT

cinaaes Bribned s .

TAIPEI=TIMES

Published on Taipei Times
httpwww taipeitimes.com/News/taiwan/archives/2007/07/23/2003370881

The reports in The Times and The Independert

DPP branches attacked by Chinese computer virus .
v i newspapars come a dey fer S Presient George RS

By Rich Chang
STAFF REPCORTER
Monday, Jul 23, 2007, Page 3
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in cyber secun i, say expert

sal control of formation, stealitand forward
actually re- ittoothers.
dbyhackers. ~ “They can also use bot net-
3 were about works to shut things down.
150 million - Imagine a country the size of
dwide, includ-  Malaysia having ifs computer
ies, officesand ~ systems hijacked and used for
encies, which ; :
Schmidt told the New Straits
Times Malaysia did not suffer
from a had reputation thanks
to good work by the govern-
ment through agencies such
- asCyherSecuntyMalayma

spective, he said Malaysia,

W Bush said he may bring Up the lsste of af 50 be used 0 was far ahead of many other
te Chinese cyber-atacks on the US defenc hvate informa-  countries in terms of cyber se-
slispected Chinese cybar-attacks onthe US defence deparment n a meging wi nebukingin  caiy
China's Presicert Hu Jintgo.
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Recent Incident Of Cyber
War Against A Nation

Cvber Attack on Estonia

« Occurred in May 2007

« Estoniawas under cyber attacks
for 3 weeks

« Attack targeted government,
banking, media and police
websites

« Paralyzed internet
communication.

« Attacks from 128 sources outside
Estonia

 US and European countries aided
Estonia in overcoming the cyber
attacks

Impact:

Huge economic losses incurred as online based transactions were disrupted

Securing Our Cyberspace
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Cyber Attacks on Malaysia®?

* WHAT IF OUR CRITICAL INFRASTRUCTURE
‘ ARE UNDER ATTACK ?

ARE WE READY ?

HOW DO WE DEAL WITH IT ?

!
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Introduction to The National
Cyber Security Policy

In 2006, National Cyber
Security Policy (NCSP)
was Initiated by the
Ministry of Science
Technology and
Innovation, to harness
national effort to enhance
the security of Malaysia’s
Critical National
Information
Infrastructure (CNII)
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Objective of the National Cyber Security Policy mALAY ST A

1 To address the risks to the CNII
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To ensure that critical infrastructure are 8
protected to a level that commensurate the risks <
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National Cyber Security Framework

Malaysia's Critical National Information Infrastructure will be secure,
resilient and self-reliant. Infused with a culture of security, it will promote

stability, social well being and wealth creation’

’ Défense &
1" ‘ i Sefumy. Information &

Emergency
nication

Banking & Servi
,Finance ervff-;e i

Government

Establishment
of a national
info security
coordination

centre

PT1
EFFECTIVE
GOVERNANCE

Reduction of &
increased in
success in, the
prosecution in
cyber crime.

PT 2
LEGISLATIVE
&
REGULATORY
FRAMEWORK

Hﬂlr' |

Expansion of
national
certification
scheme for
infosecmgmt &
assurance

Reduced no. of
InfoSec
incidents
through
improved
awareness &
SAREZE

Acceptance &
utilization of
local
developed info
security
products

Strengthen or
include infosec
enforcement
role in all CNII
regulatorsl

NATIONAL CYRER SECUP'TY POLICY THRUST

PT 3
CYBER
SECURITY
TECHNOLOGY
FRAMEWORK

PT 4
CULTURE OF
SECURITY &

CAPACITY
BUILDING

PT5
RESEARCH &
DEVELOPMENT
TOWARDS SELF
RELIANCE

e N

PT 6
COMPLIANCE &
ENFORCEMENT

CNIl resilience
against cyber
crime,
terrorism, info
warfare

PT 7
CYBER
SECURITY
EMERGENCY
READINESS

m

International
branding on
CNII protection
with improved
awareness &
skill level

PT 8
INTERNATIONAL
COOPERATION

RS a;%m;vgoglg lrc)ztr:;\m‘r)erlf(o? coordinator to Identify baseline emergenc LEnIAS
el IS basgline for formulatin Addressing the develo R res ?)nsey goordipate
decision making ! 9 Human element P assessment ponse: international
addressing legal Infosec roadmap for mechanism in
body ; . framework platform
issues requirement b research place
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NCSP’s Policy Thrust 4: Culture of
Security & Capacity Building

Develop, foster and maintain a national culture of security

Standardise and coordinate cyber security awareness and
education programmes across all elements of the CNII

Establish an effective mechanism for cyber security
knowledge dissemination at the national level

ldentify minimum requirements and qualifications for
Information security professionals
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Survey 2007 among CNII Organisations .
- By Sector

The Conference was targeted at participants from GLCs and CNII organisation, the
largest number of turnout is from government linked companies.  Aug 29, 2007

Total of about 100 respondents

Type of Critical Infrastructure sector/organisation respondent belong to

Government
37%
Others
34%
B Government
O IT and Telecommunication
E Banking & Finance
B Others
Banking & Finance ITand
11% Telecommunication

18%

Note: CNII - Critical National Information Infrastructure

Securing Our Cyberspace
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Survey 2007 among CNII Organisations
- Cyber Security Awareness Initiatives

Does your organisation conduct cyber security awareness

programme for all staff?
60% of respondents has conducted some form of cyber security awareness
programme for staffs.

% of organisations that have conducted security awareness
programmes for staff
No
40% B Yes
B No
Yes
60%
0000
000
0000 Securing Our Cyberspace
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Survey 2007 among CNIl Organisations
- Guidelines for Evaluation of IT Products

Do you know that there is a standard guideline (ISO/IEC 15408 Common
Criteria for IT Security Evaluation) that can be used to request, develop

and evaluate secure IT products?
One third of the respondents are aware that there is such standard guideline to

evaluate IT products.

Organisations are aware of standards for security evaluation of IT products

i Yes B Yes
37% ONo
@ Not Sure
@ Planning to have

Planning to have
6%

Not Sure
24%

No
33%

Securing Our Cyberspace
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Let’s Make

The Internet

A Safer Place &

Outreach Program

Content
Partners

International
CERT
Communities

Other
industry
partners

: Content Localization & Packaging

Road shows

Content
Channels

Target
Audience

Parents/
home users

Organizations




Competency Development

Programs
Promote various platforms for engagement sessions
« Seminars, forums & roundtable (e.g. Infosec.my conducted quarterly)

INSTITUTE

—HSACA

Serving IT Governance Professionals

 Demos and talks to specific critical sectors
* Focus group mailing lists discussions

 Encourage hands-on participation
« Hands-on Workshops

* Cyber Exercises

« Expert Lab

Promote Information Security Professional Certifications
(Nos

([ ]
PROGRAM
. the institute for
_ Authorized Provider | continuity management
V
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Portal for Critical National Information Infrastructure
(CNII)

= The CNII Portal is a security resource portal designed
specifically to meet the needs of security practitioners
(management & technical) within Critical National
Information Infrastructure organisation.

= Platform to share guidelines and best practice among CNII,
across sector

» Provide latest news on information security and security
advisories

Copyright © 2007 CyberSecurity Malaysia Slide no: 18
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Customized contents for Management & Technical
security practitioners / \

CNIlI Portal

Critical National Information Infrastructur ,

o
Information Announcement

®27 November 2007
INFOSEC my Technical Forum

. Security Outlook For Technical Information For

Managers, Cl0, CISO System administrators, @31 October 2007
Developers INFOSEC. mv Knowledae Sharing

anter antar & 23 October 2007
Launch of MSC Malaysia
CYBERCENTRE@MERU JAYA
About GNII Portal ¥ tighiignt S more>>
The COE Foflstin s Odes e W e membets IN FOS EC my Technical Forum

of critical infrastructure work together by sharing
information on security issues which affect

critical infrastructure. "In Conjunction with National Innovation CERT Announcements
Conference & Exbihition (NICE)" + Mew PodcasiReleased _ _
About Critical Mational Information CERT MetSA Group Paricipates in Anti-Ph...

-
Mew Podcast Released
Infrastructure Date And Time = S
LERT Slatistics Updated
2.00 PM - 5.30 P, 27th November 2007 *+ CERT Stafistics Undated
» New Podcast Released

Critical Mational Information Infrastructure (CMI
iz defined as those assetzs (real and virtual), Venue i st Socaity. - Himars

S b Redlions Nt an wa D e Hall 1, Dewan Tun Hussein Onn, o Offthe wire: New QuickTime bug cpens X...
nations that their incapacity or destruction would Putra World Trade Centre (PWTC), T s e
R adea-enaiRadL 41, Jalan Tun Ismail, 50480 Kuala Lumpur. Off the wire: Did Microsofts security .

Dff the wire: Security chief asks Saudi...

Off the wire: Useful securitv and priva...

Registration

‘Front page.

Securing Our Cyberspace
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& CyberIncident Qutside Malaysia Report

Security Outlook
page for Managers,
ClO, CISO.

Statistic Traffics

® NyCERT statistics
® Current Top 10 Remote Hosts

Secunty Reference

@ |nformation Guiding Principles
® Policies & Procedures

@ Tips

Home > Security Outiook > Security Reference >

/ _ Information Guiding
% » Principles page.

Banking & Financial Health Sector Water Sector Naﬁonall Defense & Transportation
Sector Security Sector Sector

ICT Sector

® Access Control

UNIX Host Access Management With CA Access Controls
A General & Flexible Access Control System For The Web
Identity Based Contral

Access Control

Account Management Policy

Best Practices in Info Lifecycle Management Security
Best Practices For Management Information Security
Implementing Application Security Policies

The Future Of secure application access management

ICT Sector

BC Guideline - A Practical Approach For Emeragency Preparedness. Crisis lanagement And Disaster Recovery
Developing A Business Continuity Plan

e EGEEESEERES
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Home >

z
® Secuity Blogs | Technical Information
& Security Advisories |
® Security Auit . page for System

& Vulnerahbilities

& Malicious Codes Administrators,
Developer.

Security Reference

@ |nformation Guiding Principles
@ Policies & Procedures

® Tips

® Clock Synchronization

File Integrity Checker
Intruder Detection System
Password Cracker & Utilities
Patch Checkers

Scanner

Sniffer

Other Tools

Home > Security Outiook > Security Reference >

Tips page.

@ Malware Informaticn
& Anti Virus Database
® Hoax Database

& Zafe Email Practises

® Home User PC Security: Know the Threats and Countermeasures
® Time Synchronization Based on Operating Systems

Securing Our Cyberspace
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Malaysian Incident Handling
Drill @MyDrill 2007

« Conducted on 22"d Nov 2007 by CyberSecurity
Malaysia

» Participated by a total of 6 teams
* 3ISPs
» 1 Antivirus Vendor

» 1 Domain Registrar High level Objectives

» CyberSecurity Malaysia
» Prepare for potential cyber-security activity related to
the Global event such as Beljing 2008 Olympic Games

* Provide different levels of exercise to suit the needs of
the various local teams

* Provide an exercise that can be effectively coordinated
by the volunteer exercise control group (EXCON)

» Meet the other high-level objectives within the short
timeframe available for the drill.

Copyright © 2007 CyberSecurity Malaysia Slide no: 23



Drill Scenario Background

~

Inject 1 — Domain Registrar received report that there’s a
C&C hosted outside Malaysia using a local domain
mylovelybot.my. Request to take down domain
Domain Inject 2 - Received report of DDoS
Registrar targeting udp/random port number
Kscen ario attacking their DNS.
/ Inject 1 — Antivirus

Malware Vendor received report

.exe from MyCERT
involving thousands of

PCs from Malaysia
infected by a new

lware. T [
MmaWare: _ Anti-virus vendor scenario /

/Inject 1 - Input

MyCERT and to produce
press release on attack

from

Press

Release

\ Public Relations |/

/ Inject 1 - Report from home user informing of
slowness in accessing Beijing Olympic website.

Inject 2 - Website no longer accessible, further
investigation shows > than 10,000 IP originating
from Malaysia accessing the website, suspected
botnet infected.

ISP
\ scenario

Inject 3 - ISP received malware analysis report
from AV vendor (malware infecting their user’s
PC - bot) containing several critical information
i.e.C&C host domain (mylovelybot.my)

ISP infected lcustomer

Internet

mylovelybot.my

Legion of Anarchy

CUPYIyIiL & Zuusr LyuerdeculiLy ividiaysia

beijing2008.com.my
(203.168.7.245)
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) F Secure Malware Information Pages: Trojan-Downloader:W32/MyDrill.A - Mozilla Firefox

File Edit Yiew History Bookmarks Tools  Help

¢| v v @ IIJ} \V hitkp: f fwav F-secure, com/v-descs/trojan-downloader_w32_mydril_a.shtml "| P’l "

Google | L l

’ Getting Starked @ Latest Headlines
Selectlanguage v || B | EfEdar ) EhaEE | Bl ) ]
F-SECURE' gege

Main Index » Security Centre » Descriptions

F-Secure Malware Information Pages:
Trojan-Downloader: W32 /MyDrill. A

[Sumrary] | [Detailed Description] Radar
Search ‘

Marne : Trojan-Downloader:W32/MyDrill. A
ety s Size: 130,708 =
G Word M S '

il Type: Trojan-Downloader

Security Alerts Cat . Mal
¥irus Statistics ~AlEYOry. alware

Platfarm: Win32

Malwrare Removal Tools e

Date of Discovery: November 22, 2007

Malware Code Glossary

Submit Malware Sample

Select local site

| Global Sites

Summary

MyDrill & is detection for files used as part of a Malaysian Cyber Security Drill that
took place during 2007,

v

MyDrill.& are harmless test files. Detection was added for the purpose of the drill.

'lﬂlﬁmm W Back to the Top

Global alert Level: Detailed Description
-Medium - On execution this trojan will download a second trojan file from:

Latest Threat:
Moo ® http://202.190[REMOVED] /gaga,/imaluare . html

It is saved as C\malware.html and then later renamed and executed as
C:ymalware2.exe. The second trojan is also detected as

Trojan-Downloadear: W32,/MyDrill, A,
I [ ¥

|

Diane

FA Micrasoft. ., &) F-Secure .., IRC - Mat,.. nat conm. .. e CHWIND. .. il Dashboar, ., 7 Microsoft,,, &8 2011 6:zopm
[ 7
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Way Forward

* |nnovate and generate materials relevant for
the target audience

« Expand partnership with key stakeholders to
reach out to target users.

* Device suitable platforms for information
sharing among ICT & Information Security
practitioners

e Assess effectiveness

Copyright © 2007 CyberSecurity Malaysia Slide no: 26



English ! Eahasa Malaysia\

H E L__]D ersSecCurir L) L1 REtp:f fvasae, cwbersecurity . org. myf

M ALAYSIA COMTACT LS SITEMAP

4 AboutUs  Services Events Knowledge Bank  Community

Home = About Us = Contact Information

Postal Address i ,
CyberSecurity Malaysia (formerly known as NISER),

Level 7, SAPURA & MINES,

7, Jdalan Tasik, The hines Resort City,
43300 Seri Kembangan,

selangor Darul Ehzan,

Malaysia.

Office Hours : Monday - Friday 08:30 - 17:30 MYT
(Mote: Mot operational every Saturday and Sunday)

Phone ¢ HA03 - B9S2 BEEE

Fax . +B03 - 8945 3250

Email . info [at] cybersecurity.org.my

Map : Click here to download CyberSecurity Malaysia location map.

Securing Our Cyberspace Copyright © 2007 CyberSecurity Malaysia




Awareness Portal — www.esecurity.org.my

| Home | Bahasa Malaysia |

eSecurity

T e R LTSN L e KIDS/ TEENAGERS | PARENTS/ ADULTS ORGANISATIONS

.....
g

Contact Uz | Stemap | Disclaimer @ 2007 CyberSecurity



Awareness Posters

'CL'D@F‘;J:HE:.: E!‘fi"'{_-‘.

MALAYSIA

(schools, public & organisations)

IDENTITY THEFT

HEWTO PROTECT YOURSELF
* Dainat et peraceml idorrution o3 snknown webtee

* D g s s sl

* s et prcy stearmant can

o campater whes act m wie!

;gﬁi!

PROTECT YOUR
PASSWORD

- B s yrns e 2 arone

= s iyt i et e o e
- Change yous paysered sequiasty

= ot Bl 10 st paere

- s b e s B ey o

Lews Make
The Interses
A Saler Pace

« Ehop it s haney o kncw ot s
 Check that the thopping mtaite i st

« st shire yous patimesed

+ s e arsd e Ther ey cirsbermation documers

P ]

O orarc iy

YOUR COMPUTER
SECURITY CHECKLIST

& bt o 3 el bl

* Lpelne yous scttwurs

* Line 1m etucnd - nckwars

* e 00 wpetucnd oty soltwars

* cam o8 e sy

* ‘cam o8 youar mermal v | s drves, marmory canty, band ik}
* ach up s fen 6t s commputer

© Crmnte e e § o phareord and dhangs thers repalicty

SAFE ONLINE BANKING

= s o om0  xde s e e e
= Chck thit e O Basking svetzste 4 socred

= Dt copep o chk o vy ks e e v
- Dt st oo s e ki for periomal iformation
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Awareness Videos

Email & Spam

Safe Internet Banking

Cyber Stalking

Back
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