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Who Are We? T,

Started in 1997 as Malaysian Computer Emergency
Response Team (MyCERT)

In 2001 assumed a larger role in protecting Malaysia’s
Cyber Space, known as National ICT Security & Emergency
Response Centre (NISER)

In 2005, Established as a Company Limited by Guarantee

under the purview of the Ministry of Science, Technology &
Innovation

In 2006, assumed role as the national cyber security agency

In 2007, given additional mandate and renamed as
CyberSecurity Malaysia
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Co-operation & |Eygersecurity|
Collaboration
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CyberSecurity Malaysia’s
Initiatives
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The N_ationa! Cyber |Cybersecurity|
Security Policy
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Focus Area - 10 Critical National |cubersecuriny|
Information Infrastructure
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The 8 Policy Thrust
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Information Security
Competency Development

To create knowledge workers through skill
development programs and professional
certification in Information Security
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Information Security
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Professional Certification

Information Security Professionals
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Other Initiatives R

 Cyberlaw
= Computer Crime Act 1997
= Digital Signature Act 1997
= Copyright Act 1997
= Communications & Multimedia Act 1998

= Telemedicine Act

Securing Our Cyberspace
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 Promotion of information security related standards
to public & private sectors for greater adoption:

= |[SO27001/1ISO17799
= BCM Standard

= Common Criteria

Securing Our Cyberspace
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CyberSecurity Malaysia
Outreach Programs

To build a culture of security through awareness

programs to target groups (kids/teenagers,
parents/professionals & organisations)

Securing Our Cyberspace
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Critical Information Infrastructure Protection Awareness Workshop
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INFOSEC.my Information Security Annual Conference
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INFOSEC.my Knowledge Sharing Session
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Awareness Portal — www.esecurity.org.my

| Home | Bahasa Malaysia |

eSecurlty
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Awareness Posters
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(schools, public & organisations)
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Awareness Messages
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Information Security

Brochures

Parental Control Tools

parental control toals can
help you to meonitor and
restrict  your  children's
online -activity, It can be
useful especially when you
are not around or the
computer in net located in
the family room. There are
many parental tools available
ity the market today which
some are free and some
you have to purchase
Please take nate that each

Make your Computer Safe

One of the practicz
safe online is to pr

s 1o help your children to stay
your computer

Installing Internet filter software
To block out certain types of content on the Intemet

Installing security software like antivirus, firewall and

ter to biock junk emalls

* Using Parental menitoring software to moniter your

Email - mycerr@mycartorg.my
Print online form and fax - 603-89453842

Surf with your Children

A Parent’s Guide to Internet Safety

| am chaiting online with sormwona | don'e know.
What should | da?

©Q Always heap your perscnl information private.
Do ot tak about tha mabas you feel
O"nm anything you

More cool info to teach your parents:

%wmmmmhmm

contiol tool determines whether materials are sdldnete iy deline 83::hl an ndtnd':t e -dd"’ID;W“P':"’ e
“inappropriate” or “safe for kids " differently. Shop around L g Pop-up Blockers to stop "pop-up” windows. e
and go thraugh each saftware to ensure it contains all ) f:ehany browse y satting Fircwall
the necessary features before plrtl“aslﬂr‘ it. Mo parental . | want to koep my mobila numbar safa.
control ol s 100% reliable therefore parents wovid ‘ ‘ R Fecpifunw tucows. com fpreviewd 21 31 50
need ta menitor their child's online s *  Update your system software Zonsalarm taach
OTHINlhhmpuund.Ynummwmdlmw I e ey
or cantrol whers I i
Q&mmmnmmmmm Anti-Virus
A
Internet Safety toals For more information: Q m'!'!" your mebils rmber ta peopls pou knos Fepltuns vaz com
Wisit our Security Awareness Portal at AVG
* Q3 Marar answar taxt massges from peaple you den't
Paramalicontil Tools www.esecurity.org.m T e T e e
htpiwe: ook for XEilter)

-Hfonve.tm.net.my - (look for XFilter) Anti Ouclook and Cuelook Expra
ttpiwwncybersitter com wunvesscurityorgmy s a portal’ developed by Someana asks for my password. -p.m#: — =
nttp:an cyberpatrol com Cybersecurity Malaysia 1o inform and  educate Whae shauld | do =
httn:/ A netnanny.c eomputer users on threats and offer safety tips for

e protecting their computer while anfine O NEVER gt your passmvond awa: f you do.charga & R

Shildrer fosedly. Soarch Engines To report incidents - contact Cyber999 ] """m Wz el

Yahoo Kitls! - httpfwwyahonligans.com 3| h’h Mlh zpam | Phizng fivars)

Kids Click - hetpsliwanw kidsclick oeq aneraiq' .Ema‘ o::lwﬁ r:ﬂ:re:! ';“{m:h[E M:l;:.{.‘:n ‘! m“ ] m ‘Hw o burdarbird

Lycos Kids - Hetpi . lycos.convKids SR espancy. espomia. SeaMNNIG i dealts v an emall or any other mezaga.

Ask ] For Kids - http -‘uklﬂl com handie incidents faced by computer/internet user. I3 e

Safe Search it e = My parsnes don't gat the nat Peepuifwnsnefrewakguis om
You can report incidents via: Whit shouid 1 dof ot - A Safety Guide for
Online - http/fwwamycert org my! {Got tharm issrolvacl tamch tham tha tricks. R
Tl 03 8992695 A Lber i e e e e st hepitwwnzucows zm World |de Websters
‘Mobile phone (24 hri) . 0192665850 L Let's Make -a “d [ i— T
M= OiS LI The Inte O Dl ssarchs o i hobbiessshoves them bt Googla.
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Parent’s Guide to Internet Safety Teenager Guide to Internet Safety

Securing Our Cyberspace
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Awareness Videos BE - abamaic]

Email & Spam Safe Chattlng

bafe Internet Bankind

Cyber Stalking

Securing Our Cyberspace
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Lessons Learnt & Conclusion Cybersect

* Information security strategies must cover all user groups

« Public-private co-operation is crucial in building a security
culture

e Security Is everyone’s responsibility and starts at the top
management

e Adoption of international standards and best practices is
crucial in creating the competitive advantage (e.g. ISO
17799)

 Awareness & education must be deployed throughout the
organisations and include all vendors & and alliances
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Thank You wAL A

Level 7, Sapura@MINES

No. 7, Jalan Tasik, The Mines Resort City

43300 Seri Kembangan, Selangor Darul Ehsan, Malaysia
Tel: +60 3 8992 6888 Fax: +60 3 8945 3205

MyCERT: Tel: +60 3 8992 6969 / Fax: +60 3 8945 3442
training[at]cybersecurity.org.my

Secuiring Owr Cyberspace
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