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Responding to Attacks

• The nature of attacks have changed and Incident 
management/response has also changed

• Nature of attacks:

• Online identity theft – (still) the number one threat to eGovernment 
and eBusiness.

• Attacks on availability – a close second…
• State sponsored attacks and Terrorism

The lines are blurred
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OECD

• A strategy for a global partnership against malware is needed 
to avoid it becoming a serious threat to the Internet 
economy and to national security in the coming years. 
Today, communities involved in fighting malware offer 
essentially a fragmented local response to a global threat. 

• Malicious software, commonly known as “malware”, is 
software inserted into an information system to cause harm 
to that system or other systems, or to subvert them for uses 
other than those intended by their owners. Over the last 20 
years, malware has evolved from occasional “exploits” to a 
global multi-million dollar criminal industry.
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Technology Drivers

• Social Networking
– MSN
– Facebook
– Myspace
– Secondlife

• P2P Networking
• Web 2.0
• Web Apps
• NGN
• Mobile Devices
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National CERT Fire Brigade
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What is AusCERT doing?
– Monitoring and providing advice 

about threats and vulnerabilities

– Incident response and mitigation 
assistance for ongoing attacks

– Performing analysis of attacks and 
malware to understand the nature 
of the threat

– Central coordination and collation 
for data in order to develop 
metrics on how the threat is 
changing 
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Risk Management Stages

IntelligenceIntelligence

Used to inform all stages of the response chain by providing assUsed to inform all stages of the response chain by providing assessments of threats and essments of threats and 
vulnerabilitiesvulnerabilities

DeterrenceDeterrence PreventionPrevention DetectionDetection ResponseResponse RecoveryRecovery
A deterrence  A deterrence  
posture makes posture makes 
the attacker the attacker 
perceive the perceive the 
rewards as low rewards as low 
and risks too and risks too 
highhigh

Preventative Preventative 
controls seek to controls seek to 
minimise risk minimise risk 
from from 
vulnerabilities vulnerabilities 
and exploitationand exploitation

Detection works Detection works 
where where 
prevention has prevention has 
failed. Early failed. Early 
detection of detection of 
high risk events high risk events 
minimises riskminimises risk

Detection has Detection has 
to be backed up to be backed up 
by rapid by rapid 
response and response and 
mitigationmitigation

Recovery seeks Recovery seeks 
to minimise to minimise 
fraud risk and fraud risk and 
repair damage repair damage 
when previous when previous 
steps have steps have 
failedfailed



Not for further distribution without AusCERT permission. 8

Challenges for managing e-
Security risks

• Low visibility of attackers, their tools, techniques, 
organisation & communications, end-to-end attack and 
response process

• Attacks can be difficult to detect, track and respond to
• Users can have little knowledge of how compromises took 

place and are often unwilling to confess to having disclosed 
information or infection

• Difficult to get comprehensive view of threats and impact of 
attacks across the enterprise

• Limited progress made in intelligence gathering and sharing 
with law enforcement

• Incident management is time consuming, isn’t core business 
& requires specialist skills
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Incident response
• To provide active support and reduce the impact for 

organisations and individuals who could not by 
themselves mitigate an attack or reduce their risk.

• Focuses on what is happening technically
– how to stop the incident often in real time
– What hosts (IP address) and domains are involved
– What is the technical functionality of the attack
– how to prevent it.

• Working with others
– Knowing who to contact
– Whether they can assist
– Having trust and credibility
– Getting them to assist
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Incident response

• Agreed systematic handling procedures
– timely
– secure (eg, encryption)
– standardised and documented, eg,
– Consistent data acquisition and recovery forensically sound (if possible)

• Automated system monitoring and analysis tools
– For dealing with large volumes of complex incidents
– For automating incident response
– For generating reports of incidents and incident status
– Monitoring up and down times
– Consistent methodology over time
– Reduces duplication and improves timeliness and efficiencies

• Centralised data collection and submission
– Eg malware submission
– Standardised incident reports (eg structured web data)
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Co-operative Response 
Structures

Banks, 
e-businesses

CERTs

Operational
Co-ordination

Academics, 
researchers

Network, 
Hosting,
Domain

Providers

Hardware
/software 
providers

Law 
enforcement

• Co-ordination

• Threat data repository

• Threat analysis

• Incident response

• Passive DNS

• Trend analysis

• Metrics

• Intelligence development

But all parties must have a common agenda, But all parties must have a common agenda, 
methods and concepts, a shared purpose and a methods and concepts, a shared purpose and a 
desire for the same outcomedesire for the same outcome
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Other 
Sectors

Other 
Sectors

Model for Domestic and 
International Co-ordination

Finance 
Sector

Finance 
Sector

Law 
Enforcement

Law 
Enforcement

National 
CERT

National 
CERT

FS

LE CERT

FS
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Key requirements

• Better detection mechanisms to identify and track 
attacks

• Shared knowledge of attack methodologies and 
trends

• Rapid cross border incident response
• Better understanding of mitigation approaches
• Better access to quality data for analysis and 

assessments
• Capacity to deal with CERTs, industry (including 

vendors and ISPs), government and law 
enforcement
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Web app vulnerabilties

• The one class of server-side vulnerability that 
is still a hot favourite

• Largest volume attacks involve off-the-shelf 
PHP web applications

• Rather than scanning, specific vulnerabilities 
are searched for (e.g. using Google) then 
exploited
– Attack often automated – bulk compromises

• Consequently, many cyber attacks are hosted 
on legitimate but compromised web sites.



Not for further distribution without AusCERT permission. 16Copyright © 2008 AusCERT



Not for further distribution without AusCERT permission. 17

On the web
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Personal data
Financial data
Business data

Crocs Case Study
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http://www.crocs.com.au/gd/images/pdmenu.php?sa=x

iframe src http://analystic.cn/in.cgi?default

meta-refresh http://analystic.in/mod/index.php

http://analystic.in/mod/file.exe (.cn and .in same)

http://qipinfo.info/inc/
tasks/AC.txt (base64)

http://frech.in/upd.exe

Personal data
Financial data
Business data

5 star hotel 
in Moscow

http://frech.in/oi.exe

http://frech.in/viola.exe

http://frech.in/img/c.php?
userid=16062008_23230

3_168078
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Response

Require initiatives that will improve cyber 
security and prevent and mitigate impact of 
cyber crime nationally and internationally, eg
– Improved detection and analysis methods and systems
– improved fraudulent domain deregistration procedures 

and timeliness
– Improved procedures for closure of bots (compromised 

machines being used to support cyber crime)
– Improved quality of security advice and awareness 

initiatives
– Need for better understanding of the nature of the cyber 

threats and vulnerabilities by those assessing risk
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Thank you.

www.auscert.org.au
auscert@auscert.org.au


