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a fast Historical Overview

0 end 1999 : Launch of a UNIT (a“Micro-CERT ") , specialized in IT Security
Objective :
-to raise awareness decision-makers and Technical  staff about security issues

&to creates afirst Task-force of Tunisian Experts in IT Security
(+ Monitoring the security of highly critical national applications and infrastructures.. )

Q From End 2002 (“ certification of the role of IT security as a pill  ar of the « Information Society ») ©
> The unit starts the establishment of a strategy and of a National Plan in IT Security
(national survey , for fixing: priorities, volume of actions, needed logistic, supporting tools, .).

Q January 2003 :
- Decision of the Council of Ministers, headed by the President, and dedicated to informatics and
IT Security , of :

Q The creation of a National Agency, specialized in IT Security

(The Tool for the execution of the national strategy and plan)
0 The Introduction of Mandatory and Periodic Security audits
(Pillar of our strategy)
Q The creation of a “body of certified Auditors” in IT Security

+ some accompanying measures (launch of masters in IT security, ...)
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In addition to previous Laws :

+ Law on Electronic Signature and e-commerce (Law N° 2000-83 )

+ Law Against Cyber-Crimes (Law N°1999-89, Art 199)

+ Law on consumer protection and respect of Intellectual property (Law N°1994-36)
« Law on protection of Privacy and Personal data (Law n°2004-63)

v February 2004 : Promulgation of an “original” LAW, related to ICT security
(Law N°5-2004 and its 3 relatives decrees ) :

> Obligation for national companies (ALL public + “big” and sensitive private ones) to do
Periodic (Now annually) Security audits ~ of their IS .

> Organization of the field of Security audits
> Audits are Made by CERTIFIED auditors _(from the private sector),
- definition of the process of certification of auditors
> definition of the auditing missions and process of follow-up (ISO 1 77 99)

> Creation and definition of the Missions of the National Agency for Computer Security
(created under the Ministry of Communication Technologies)

> Obligation to declare  security Incidents (viral, mass hacki
that could affect others IS, with guarantee of confidentiality , by law.

v" September 2005 : launch of Cert-Tcc
(Computer Emergency Response Team / Tunisian Coordination Center)
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+ Decision makers
+ Professionals

+ Teachers

+ Students

+Users -s Posters ~ Emails
+ Journalists

+ Lawyers

Diversified contents

Radio Emission Cartoon Video Spo

Attack Simulation Guide
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Information Share, Analysis & Collect (ISAC)

Development of mechanisms
for early detection of attacks
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CSIRT team Collaboration network

Reporting incident System 24/7

Cwan | [ esmr ][ mg

«Email : cert-tcc@ansi.tn *Email : incident@ansi.tn *Massive attack Detection
«Call center: 71 843200 *Web : on line forms «Critical failure Detection
*N° Vert : 80 100 267 *Tel: : 71 846020 *Web site attack Detection
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“Know-How” In IT security

Reaching a relative technological autonomy :

- Encouraging the development of national Solutions and Tools,.
based on Open-source components

- Improving R&D capabilities and making it more responsive to urgent
needs.

- Encouraging Academic Research in the Important topics of Security
(cryptography, methodologies, ...)
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CERT-TCC

Alphabetical list
Members around the Team information
world

Short tzam name CERTTCC
FIRST Lisisons )
Momiatis ot Officialteam name Computer Emergency Response Team Tunisian Coordination Center
Memberstip Appiication Wembership type Fulllember

Date of membership 20070515

approval

Teamhost organzation  ANSI (Natlonal Agency for Computer Securty), Ninisiry of

Search FIRST.org Telecommunicaton Technologes, Government of Tunisia

L | Search Country of team Tunisia

Other countries of Team

Date of estabishment 20040203
Public VW server It veve.ansinenlabout_certicc tm
Constituency
Type of constuency Government & mitary
Source of cunsttuency ot extermal and intemal
Deserption of constiuency  The Cerl-Tec i the Tunisian Hational CERT. & covers the whole Tunisian
Cybercommunty.
View the distribution of FIRST ntemet domai address “in’ Interhet domain
Teams aroundthe word, Ber o i

country (Macromedia Flash
Plugin s required)

Team contact information

ey oFIRST Reguiar telephone number  +21671 843200

Emergency telephone 21871 842200

.

ERT.IC




National Agency for ™ MINISTIY OF COMMUNICATION
Computer Security

ECHNOLOGIES
TuniSIA

Thank you for your attention

CERT.ICG




