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Introduction to ITU

International organization where 
governments and private sector 
coordinate global telecom networks and 
services
Founded in 1865, it is oldest specialized 
agency of the UN system
191 Member States, 780 Sector 
Members & Sector Associates
Headquarters Geneva, 11 regional 
offices, 760 staff / 80 nationalities
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ITU Mission & More

Maintain and extend international cooperation 
in telecommunications
Technical and policy assistance to developing 
countries
To harmonize actions of Member States and 
promote cooperation between Member States 
and Sector Members
Instigator and manager of the World 
Summit on the Information Society 
(WSIS) held in two phases 
ITU has been named as one of the world’s ten 
most enduring institutions by US university 
scholars
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Setting the Context
In the 21st century, growing dependency on 
information and communications technologies 
(ICTs) that span the globe;
Rapid growth in ICTs and dependencies led 
to shift in perception of cybersecurity threats 
in mid-1990s;
Growing linkage of cybersecurity and critical 
information infrastructure protection (CIIP);
Number of countries began assessment of threats, 
vulnerabilities and explored mechanisms to redress them;
But most countries have not formulated or implemented a 
national strategy for cybersecurity or Critical Information 
Infrastructure Protection (CIIP) programme;
In parallel with national consideration, move to international 
political agenda.



Many Actors in International 
Cybersecurity/CIIP Ecosystem
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ITU Development Sector Role

ITU Resolution 130: Strengthening the 
role of ITU in building confidence and 
security in the use of information and 
communication technologies (Antalya, 
2006);
From World Telecommunication 
Development Conference (Doha, 2006):

ITU-D Study Group 1 Question 22/1
Cybersecurity is priority activity in 
Programme 3 activities, managed by ITU-D 
ICT Applications and Cybersecurity Division

http://www.itu.int/itu-d/cyb/
http://www.itu.int/itu-d/cyb/
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Key Activities Underway in ITU-D

ITU-D Study Group 1 
Question 22/1: Securing 
information and 
communication networks: 
Best practices for developing 
a culture of cybersecurity

Outlines Framework for 
Organizing a National 
Approach to Cybersecurity

ITU Cybersecurity Work 
Programme to Assist 
Developing Countries
Close synergies between 
these two activities

www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-work-programme-developing-countries.pdf

http://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-work-programme-developing-countries.pdf
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Cybersecurity Work Programme to Assist 
Developing Countries: High Level Elements

Assistance related to 
Establishment of National 
Strategies and Capabilities for 
Cybersecurity and Critical 
Information Infrastructure 
Protection (CIIP)
Assistance related to 
Establishment of appropriate 
Cybercrime Legislation and 
Enforcement Mechanisms
Assistance related to 
establishment of Watch, 
Warning and Incident Response 
(WWIR) Capabilities 
Assistance related to 
Countering Spam and Related 
Threats

Assistance in Bridging Security-
Related Standardization Gap 
between Developing and 
Developed Countries
Project on Enhancing 
Cybersecurity and Combatting 
Spam
Establishment of an ITU 
Cybersecurity/CIIP Directory, 
Contact Database and Who’s 
Who Publication 
Cybersecurity Indicators
Fostering Regional Cooperation 
Activities
Information Sharing and 
Supporting the ITU 
Cybersecurity Gateway
Outreach and Promotion of 
Related Activitieshttp://www.itu.int/itu-d/cyb/cybersecurity/

http://www.itu.int/itu-d/cyb/cybersecurity/
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Specific Activities: 
Some Examples
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Establishment of National Strategies/Capabilities for 
Cybersecurity and Critical Information Infrastructure 

Protection (CIIP)

Best Practices in the Establishment of National Frameworks for 
Cybersecurity and CIIP
National Cybersecurity/CIIP Readiness Self-Assessment Toolkit

Pilot tests in selected countries
Regional Workshops on Frameworks for Cybersecurity and CIIP
Online Experts Forum to Help Developing Countries Develop 
Capacity
Toolkit for Promoting a Culture of Cybersecurity
Online Training Modules for Cybersecurity Awareness and 
Solutions

References:
http://www.itu.int/ITU-D/cyb/cybersecurity/projects/readiness.html
http://www.itu.int/ITU-D/cyb/cybersecurity/strategies.html
http://www.itu.int/ITU-D/cyb/events/

http://www.itu.int/ITU-D/cyb/cybersecurity/projects/readiness.html
http://www.itu.int/ITU-D/cyb/cybersecurity/strategies.html
http://www.itu.int/ITU-D/cyb/events/
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ITU National Cybersecurity/CIIP 
Self–Assessment Toolkit

Based on Q.22/1 
Framework Best Practice 
Documents
Focused on national 
management and policy 
level
Intended to assist national 
administrations to:

understand existing approach
compare to best practices
identify areas for attention
prioritize national efforts

http://www.itu.int/ITU-D/cyb/cybersecurity/projects/readiness.html

http://www.itu.int/ITU-D/cyb/cybersecurity/projects/readiness.html
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ITU National Cybersecurity/CIIP 
Self–Assessment Toolkit cont’d

Includes Annex on Deterring 
Cybercrime: Substantive, 
Procedural and Mutual 
Assistance Law Baseline Survey
Intended to assist national 
authorities to review their 
domestic situation related to 
goals and actions identified in:

UN Resolutions 55/63 (2000) 
and 56/121 (2001): Combating 
the Criminal Misuse of 
Information Technologies 
Council of Europe’s Convention 
on Cybercrime (2001)

Adopted from work in APEC-TEL

http://www.itu.int/ITU-D/cyb/cybersecurity/docs/UN_resolution_55_63.pdf
http://www.itu.int/ITU-D/cyb/cybersecurity/docs/UN_resolution_56_121.pdf
http://conventions.coe.int/Treaty/EN/Treaties/Html/185.htm
http://conventions.coe.int/Treaty/EN/Treaties/Html/185.htm
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Establishment of Appropriate Cybercrime 
Legislation and Enforcement Mechanisms

Regional Capacity Building Activities on 
Cybercrime Legislation and Enforcement
Cybercrime Publication: early 2008
Model Cybercrime Law Toolkit (early 2008)
Cybersecurity Module in the ITU/InfoDev ICT 
Regulation Toolkit

References
http://www.itu.int/ITU-D/cyb/cybersecurity/legislation.html

http://www.itu.int/ITU-D/cyb/cybersecurity/legislation.html
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Toolkit for Model 
Cybercrime Legislation

Representing one of five elements 
Q22/1, deterring cybercrime is an 
integral component of a national 
cybersecurity/CIIP strategy 
Toolkit for Model Cybercrime
Legislation aims to provide 
countries with model legislation 
that can assist in establishment of 
a legislative framework to deter 
cybercrime;
Development of toolkit undertaken 
by multidisciplinary international 
group of experts:

first draft early 2008.
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Establishment of Watch, Warning and 
Incident Response (WWIR) Capabilities

Assistance to Developing Countries related to 
Establishment of Watch, Warning and Incident Response 
(WWIR) Capabilities
CSIRT Primer and Survey
CSIRT Toolkit
Inventory of Watch, Warning and Incident Response 
Capabilities by Region
Standard Reporting Format for Fraudulent Online 
Activities

References
www.itu.int/ITU-D/cyb/cybersecurity/wwir.html

http://www.itu.int/ITU-D/cyb/cybersecurity/wwir.html




20November 2007

Countering Spam and Related Threats

Survey on Anti-Spam Legislation Worldwide
Botnet Mitigation Toolkit for Developing Countries

Pilot Projects for Implementation of Toolkit (Malaysia)
Joint Activities for StopSpamAlliance.org 
Study on Economics of Spam (with ITU-T Study Group 3)
Translation of Message Anti-Abuse Working Group Best 
Practices Docs

Code of Conduct
MAAWG - Managing Port25
BIAC-MAAWG Best Practices Expansion Document
Anti-Phishing Best Practices for ISPs and Mailbox Providers
MAAWG Sender BCP Version 1.1 & Executive Summary

References
http://www.itu.int/ITU-D/cyb/cybersecurity/spam.html

http://www.maawg.org/about/CodeofConduct.pdf
http://www.maawg.org/port25
http://www.maawg.org/about/publishedDocuments/MAAWG-BIAC_Expansion0707.pdf
http://www.maawg.org/about/publishedDocuments/MAAWG_AWPG_Anti_Phishing_Best_Practices.pdf
http://www.maawg.org/about/MAAWG_Sender_BCP
http://www.maawg.org/about/MAAWG_Sender_BCP/MAAWGSendersBCP_ES.pdf
http://www.itu.int/ITU-D/cyb/cybersecurity/spam.html
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Case Study: Botnets
Botnets (also called zombie armies or drone 
armies) are networks of compromised 
computers infected with viruses or malware
to turn them into “zombies” or “robots” —
without the owners’ knowledge. 
2007 generation botnets such as Zhelatin (Storm Worm) are 
particularly aggressive using advanced techniques such as 
fast-flux networks and striking back with denial of service 
(DDOS) attacks against security researchers or vendors trying 
to mitigate botnet

"Fast-flux service networks are a network of compromised 
computer systems with public DNS records that are constantly 
changing, in some cases every few minutes. These constantly 
changing architectures make it much more difficult to track down
criminal activities and shut down their operations.“

– Honeynet Project & Research Alliance 
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ITU Botnet Mitigation Toolkit
ITU is developing a Botnet Mitigation 
Toolkit to help deal with the growing 
problem of botnets. 
Multi-stakeholder international cooperation 
and outreach

Phase 1 (2007): Downloadable 
toolkit/guidelines for ITU Member States
Phase 2 (2008/2009): Targeted 
national/regional pilot initiatives

Malaysia (MCMC)

www.itu.int/ITU-
D/cyb/cybersecurity/projects/botnet.html

http://www.itu.int/ITU-D/cyb/cybersecurity/projects/botnet.html
http://www.itu.int/ITU-D/cyb/cybersecurity/projects/botnet.html
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Bridging the Security-Related Standardization Gap 
between Developing and Developed Countries 

(Plenipotentiary Resolution 123)

Joint ITU-D/ITU-T Promotion of ITU-T Study 
Group 17 Activities

Joint ITU-T/ITU-D events
Increased Deployment and Awareness in 
Developing Countries of ITU-T Security-
Related Standards

References
www.itu.int/ITU-D/cyb/cybersecurity/standards.html

http://www.itu.int/ITU-D/cyb/cybersecurity/standards.html
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Information Sharing through Enhancing the 
ITU Cybersecurity Gateway

Establishment of an ITU Cybersecurity/CIIP Directory
Establishment of an ITU Cybersecurity/CIIP Contact 
Database
Establishment of Annual Who’s Who in 
Cybersecurity/CIIP Publication
Establishment of an Annual ITU Cybersecurity 
Publication
ITU Cybersecurity Fellowship Programme for Developing 
Countries
Enhancement of the ITU Cybersecurity Gateway
References

http://www.itu.int/cybersecurity/gateway/

http://www.itu.int/cybersecurity/gateway/
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Regional Workshops on Frameworks 
for Cybersecurity/CIIP

Hanoi, Vietnam
28-31 August 2007

Buenos Aires, Argentina
16-18 Oct 2007

Praia, Cape Verde (for West Africa)
27-29 November 2007

2008 events planned
February 2008: Qatar/Oman (TBC)
End May 2008: Indonesia (TBC)
7-9 October 2008: Sofia, Bulgaria (TBC)
Tunisia (TBC)
Africa
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More Information

ITU-D ICT Applications and Cybersecurity Division
www.itu.int/itu-d/cyb/

ITU National Cybersecurity/CIIP Self-Assessment Toolkit
www.itu.int/ITU-
D/cyb/cybersecurity/projects/readiness.html

Regional Workshop on Frameworks for Cybersecurity 
and Critical Information Infrastructure Protection

www.itu.int/ITU-D/cyb/events/
Botnet Mitigation Toolkit

http://www.itu.int/ITU-
D/cyb/cybersecurity/projects/botnet.html

Cybersecurity Publications
www.itu.int/ITU-D/cyb/publications/

http://www.itu.int/itu-d/cyb/cybersecurity/
http://www.itu.int/ITU-D/cyb/cybersecurity/projects/readiness.html
http://www.itu.int/ITU-D/cyb/cybersecurity/projects/readiness.html
http://www.itu.int/ITU-D/cyb/events/
http://www.itu.int/ITU-D/cyb/cybersecurity/projects/botnet.html
http://www.itu.int/ITU-D/cyb/cybersecurity/projects/botnet.html
http://www.itu.int/ITU-D/cyb/publications/
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