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ITU Development Sector Role

» |TU Resolution 130: Strengthening the role of
ITU in building confidence and security in the
use of information and communication
technologies (Antalya, 2006);

= From World Telecommunication Development
Conference (Doha, 2006):
» Cybersecurity priority in Programme 3 activities

» ITU-D Study Group Question 22/1: Securing
information and communication networks: Best

practices for developing a culture of cybersecurity
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Helping the world communicate

ITU Cybersecurity Work Programme
to Assist Developing Countries

Most countries have not formulated
or implemented strategies for
cybersecurity and/or Critical
Information Infrastructure Protection
(CIIP)

ITU Work Programme scopes a set of
high level assistance activities

Also scopes detailed activities
planned in the 2007-2009 period by _
the 1TU Development Sector’s ICT AN
Applications and Cybersecurity 2007-2009
Division ]
Close synergies with ITU-D Study
Group Question 22/1: Securing
information and communication
networks: Best practices for
developing a culture of cybersecurity

www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-work-programme-developing-countries.pdf
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Helping the world communicate

Cybersecurity Work Programme to Assist
Developing Countries: High Level Elements

Assistance related to
Establishment of National
Strategies/Capabilities for
Cybersecurity and Critical
Information Infrastructure
Protection (CIIP)

Assistance related to
Establishment of appropriate
Cybercrime Legislation and
Enforcement Mechanisms

Assistance related to
establishment of Watch,
Warning and Incident Response
(WWIR) Capabilities

Assistance related to
Countering Spam and Related
Threats
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Assistance in Bridging the
Security-Related
Standardization Gap between
Developing and Developed
Countries

Establishment of an ITU
Cybersecurity/CIIP Directory,
Contact Database and Who's
Who Publication

Cybersecurity Indicators
Fostering Regional Cooperation
Activities

Information Sharing and

Supporting the ITU
Cybersecurity Gateway

Outreach and Promotion of
Related Activities



Asia-Pacific

CﬂEﬂ'r:Ig" A El-ll_lml 1 F&%Tmfﬁr Network and Emnnr.mf::a—CD- wafﬁnp_ﬂurdw Asian-Pacific
. pe nion andl Infarmaticn tion and Economic
Uin Office for Bar ik TRRTE Security opment Cooperation
Drugs and National {FIFEEI’} Agency (OECTY) (APEC)
Crime Justce (ENISR) Metwork and
(UNCDC) Ministries Waorld Bank Infarmaticn
Sﬂerum','
: i)
Laws, Legislation Watch, Warning & European ; .
Interpol &Enforcement o CERT/CC ' Incident Response | Gowerniment Information Sharing
Group Meridian Etc.
Association
of Southeast Asian-Pacific International ;
dor {‘nEﬁ::EamLEn Etc. wuﬂﬁ.ﬂgd ﬁl{:‘lﬁﬂn Org L::.':SEE
Matons anization
(ASEAN) %ﬂ%ﬁﬁggﬁ (AP Metwork of American
States (OAS) Stales (DAS)
r )\
\ J
International
Annual It Stop Chamber of \World
Conf. of Data m Etc. Man Commence Informati
el “é;'é EEE msfaanne I“Eéﬂx"f [i[a] T&ﬁ%lfm
i Seoul- MNational ra
£, Management Melbourne Regional s
Protecton in Mol CALCE
Tielecomim.
- Pri Data & Epacy Technical Standard ol
vacy, Privacy ; Messagin Etc. echnical Standards Crou
¥ p 17
Consumer Protection — formatin § London®)__gCOUntering Spafy g & Industry Solutions
European (EPIC) Group
Union (MBAWE)
Internet
The EU ¢ '
Oy, Fer Frivacy Em%?ﬁmf“Cm 3 ; Nec.nt:gk:tuf w%ﬁg Drgnnizagomn?u'
Etc Econumic G, International ation 2| JAdiaPacific’ Anti-phishing, | Spam (IETF) e 5*“'"?’]3’%?”““
' Sou (OEED) axtal) (i Working By Ngeuorieg Standarcs
(OECD) (AEECTEL . PG TEren

[TU 3007



Examples of Specific Initiatives

= Pilot projects for National
Cybersecurity/CIIP
Readiness Self-Assessment
Toolkit

= Botnet Migitation Toolkit

=  Cybersecurity Guideline
Publications for Developing
Countries

= |nternational Survey of
National Cybersecurity/
CERT Capabilities

= 2007-2008 Regional
Workshops on Frameworks
for Cybersecurity and
Critical Information
Infrastructure Protection
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Study on Economics of Spam
(with ITU-T Study Group 3)

Translation of Message Anti-
Abuse Working Group (MAAWG
Best Practices Document)

Translation of CERT.BR
cartoons to educate users and
promote culture of
cybersecurity

Spam Initiatives Survey
» Activities to support
StopSpamAlliance
Toolkit for Promoting a Culture
of Cybersecurity

Joint ITU-D/ITU-T Promotion of
ITU-T Study Group 17 Activities



Helping the world communicate

Regional Workshops on Frameworks
for Cybersecurity/CIIP

" Hanoi, Vietham
» 28-31 August 2007

= Buenois Aires, Argentina
» 16-18 Oct 2007

= Praia, Cape Verde (for West Africa)
» 27-29 November 2007

= Calro, Egypt
» ~6-8 May 2008 (with TELECOM Africa)

= Bangkok, Thailand
» ~8-10 Sept 2008 (with TELECOM Asia)

September 2007 7



International
Telecommunication
Union

Helping the world communicate

More Information

ITU-D ICT Applications and Cybersecurity Division
» www.itu.int/itu-d/cyb/

» Cybersecurity activities/resources at
www.itu.int/itu-d/cyb/cybersecurity/

Cybersecurity National Self-Assessment Toolkit

> www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-
national-self-assessment-toolkit. pdf

Regional Workshops on Frameworks for Cybersecurity and
Critical Information Infrastructure Protection

» www.itu.int/ITU-D/cyb/events/
Botnet Mitigation Toolkit

» www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-botnet-mitigation-
toolkit.pdf

Cybersecurity Publications
» www.itu.int/ITU-D/cyb/publications/

September 2007 8


http://www.itu.int/itu-d/cyb/
http://www.itu.int/itu-d/cyb/cybersecurity/
http://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-national-self-assessment-toolkit.pdf
http://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-national-self-assessment-toolkit.pdf
http://www.itu.int/ITU-D/cyb/events/
http://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-botnet-mitigation-toolkit.pdf
http://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-botnet-mitigation-toolkit.pdf
http://www.itu.int/ITU-D/cyb/publications/

Helping the world communicate

International
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Union

Building the Information Society
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