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YBaxaemasn rocnoxa,
yBaXKaembliil FOCNOAUH,

Kak HoBblii [upekTop Biopo pa3sutus anektpocsasu (BP3) MC3, s obpauiatock K Bam ¢ Tem, 4Tobbi
coobwuTh Bawen agmuHucTpauun, uto BP3 ByaeTt npogonikaTte OKasbiBaTh NOAAEPHKKY MexayHapogHomy
MHOFOCTOPOHHEMY NapTHepCTBY NpoTus Kubepyrpos (MMIMAKT) v rotoso u ganee nomoratb
FocyaapcTBam-YneHam B yKpenneHnuu gosepusa u 6esonacHocT npu ucnonbsosaHuu UKT.

Kak Bam usBecTtHo, B 2008 rogy MC3 u UMMNAKT oduumanbHO 3akaodmnm MemopaHaym o
B3aMMOMOHMMaHUM, COTNIACHO KOTOPOMY HOBas BceMupHan wrab-ksaptupa MMIMAKT 8 Kubepaxaiis,
Manaiiaus, obopyaosaHHaa No nocnegHemy C0By TEXHUKM, paKTUYecku craHet 6asoii ana FnobanbHoi
nporpammsl kKubepbesonacHoctu (MMK) MC3.

TecHas COBMECTHasA AEATENIbHOCTL B paMKax NATK HanpasneHuii MK, a Takxe yciyry, npeaocTaBnaemsle
WMIAKT, cBUAETENbCTBYIOT O TOM, YTO COBMECTHOE NapTHEPCTBO ABAAETCA KAKOYEeBbIM LIarom B
rnobanbHoit 6opbbe ¢ kubepyrpozamm M UHLIMKM BUAAMU HE3AKOHHOTO ucnonb3oBaHua UKT npu
OQHOBPEMEHHOM OKasaHuu nomouwwm Mocyaapcteam-YneHam B CO34aHMKM UX NOTeHUMana s obnactu
knbepbezonacHoCTH.

Kak [upekTop BP3 A cuMTalo CBOMM AONTOM CTPOMTb €800 PaboTy Ha NPOLUbIX YCNEXax U OCYLIeCTBAATL
HOBbIE MHULIMATHUBBI U NMPOEKTBI B COOTBETCTBUM C pesonouuamu BKP3-10 u MNK-10.

Mocpeacrsom csoux Cexktopos MC3 npuobpen 3HaUMTENbHbII ONbIT COAENCTBMA CO34aHUI0 HALMOHANbHbIX
cTparerunii KubepbesonacHoCTH 1 3aLinTbl BaxkHelwen MHGOpMaUNOHHON MHPPACTPYKTYPbI U MOXKET
ONUPaTbCA Ha 0BLIMPHYIO CETb BEAYLIMX OPraHoB No BoNpocam Knbepbe3onacHoCTH 1 OTAENBHLIX WL,

[1na Toro uTobbl 06ecneunTs HagnexKallee peleHue BONPOCOB B pamKax NATW HanpasneHwii MK, a Takxke B
pamKax nocnegytouleit geatensHoctn MC3 no OKasaHUIo NOMOLLM CTPaHaM B Pa3BUTUM BO3MOXHOCTEN B
obnactu kubepbesonacHoctu, MC3 pabortaeT cosmecTHo ¢ MMIMAKT, aenscb CBOMM OMbITOM U
TEXHUYECKUMM 3HaHMAMM ¢ TocyaapcTeamu-YneHamu, 4Tobbl NO3BOAUTL UM OBHapyKUBaTb KNbepyrpossl,
aHanU3nMpoBaTh UX U pearnpoBaTh Ha HUX.

FnobanbHbiii LeHTp pearnposanus (MLLP) 6bin onpeaeneH Kak nnatgopma rnobanbHOrO yposHa ANS
CMCTeMbl paHHero 0BHapy»KeHus U NepPeaoBOi LIEHTP pecypcos B obnactn knbepyrpos aia Bcero
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rnobanbHoro coobiectsa, obecneunBaloLLEro yCYru NO PearMpoBaHuIo B Upe3BblualiHbIX CUTYaUMAX 1
MexaHu3Mbl 418 0BMeHa 3HaHMAMM B YCIOBUAX 4OBEpUS.

HeoTbemnemoii YacTbio ycayr, cBasaHHbIx ¢ IUP, koTopbie MC3 u UMMAKT npegocrasnaioT Focygapcream-
YneHam, asnaetca [NpuknagHan nnatopma COBMECTHOMO UCNONBL30OBAHUA C INEKTPOHHOM 3aMTON 4NA
akcnepTos (ESCAPE). 3ta nnardopma npeacrasnaer coboi MHCTPYMEHT, NO3BOAAIOWMN 3KCNEpTam Mo
Bonpocam KnbepbesonacHOCTU U3 PasNMUHBIX CTPaH 06beANHATL CBOW PECYPChI, AENUTHCA CBOMM OMbITOM
¥ AUCTaHLMOHHO COTPYAHKYaTL B 6e3onacHolt cpege. Mnatdopma ESCAPE nossonset NP BbicTynats B
KayecTBe eJMHOIo KOOPAWHaUUOHHOTO LEHTPA U LEHTPa pearnposaHua A8 CTPaH B Neprogbl Kpusuca,
no3eonan 6bICTPO BbIABATL YrPo3bl U AENUTLCA UMEIOLWMUMMICH B HANMUMUU PECYPCAMMU, @ TAKIKE
AelcTBOBaTh B KaYecTse MHCTPYMEHTa A5 YNPaBAeHUa U pearuposatus. B HacTosee BpeMs NpUMepHO
70 Tocyaapcre-YneHos BxogAaTt B coctas MCI3-UMMAKT v nonb3ytotca ycnyramu I'LUP, KoTopbie
npegocrasnaioTca becnaartHo.

Kpome Toro, locygapcrea-YneHbl, KOTOpbie NPUCOEAMHUAKCE K anbaHcy MCI-UMIAKT, nony4atot 40CTyn K
BO3MOXXHOCTAM MO NpPOpeCcCMOHaNbHOM NOATOTOBKE CNELMANUCTOB U NONYYEHUIO CTUNEHAMIA Ana
CTYOEHTOB, KoTopble npegoctasnatorca MMIMAKT 1 naptHepamu, Takumu Kak MHcTuTyT SANS, CoseT EC,
ISCuT.n.

Bonee TOro, Ha HAUMOHANBHOM YPOBHE HEOBX0AUMO CO34aBaTh CNELMUaNM3UPOBAHHbIE OPraHU3aLMOHHbIe
CTPYKTYpblI B Lensax npeogoneHus kubeparak. Ucxoga us 31oit nepcnektussl, MC3 u UMMAKT paspabotanu
cTparernio gna GopMUpPOoBaHUA HaLLMOHANbLHbIX TPYNMN PearpoBaHmMa Ha KOMMbIOTEPHbIE MHLMAEHTI
(CIRT), KoTOpbI€e BbICTYNanu 6bl B KAUECTBE NOMbL3YIOWUXCA AOBEPUEM NABHbBIX KOOPAWHALMOHHbIX LEEHTPOB
no obecneueHuio KubepbesonacHoCTH B KaXKA0M cTpaHe, obecneuunBatowmx paboTy cuctem HabnwaeHus u
npeaynpexaeHua, a Takke cnyx6 no pearMpoBaHMIO Ha MHUKMAeHTs!. [peanaraemoe pewexue 66110 6ol
uHTErpuposaHo 8 NP, KoTopbli yXKe AeliCTBYET B MHTEpecax CTPaH, U COOTBETCTBOBaNO bbl Nnepesosoi
MEXAYHapPOAHOW NPAKTUKE.

MC3-UMMAKT y:ke npoBenu OueHKKU B 21 cTpaHe M NAAHMPYIOT NPOAOKNTL YCUAWA B 3TOM Hanpas/ieHuu
¢ yenbio cogeicTeun daktuueckomy popmuposanuio CIRT, obecneunsan Tpebyembie cneuuanbHble
TEXHUYECKUE 3HAHUA, @ TAKXKE NPeACTaBNAA PeKOMeHaau M no Hambonee onTMMmanbHOMY annapaTHOMY
nporpammHomy obecneueHuto, a Takke nomoras B paspaboTke Heobxogumbix npoLeayp U GopmMupoBaHUK
4ye/iI0BeYeCcKoro noTeHuunana.

B NpUNOKEHUAX K HACTOALLLEMY MUCBMY COAEepPXKUTCA 0630p NpefocTaBaAeMbIX HACTOALLEe BPEeMA YCAyr, a
TakKe HeobxoAumoit ana npucoeguHenus K MC3-MMIAKT gokymenTauum (oBpasey, nucbma ana OTBETa U
noanexaluii 3anoaHEHNIO 6AaHK ¢ AaHHbIMK O CTpaHe). Kpome Toro, ¢ AONONHUTENbHOW MHPOpMaLmeit
MOHO 03HaKOMUTLCS B OHNAMHOBOM peXume no agpecy:

° http://www.itu.int/osg/ITU-D/cyb/cybersecurity/impact.html.

Ecnhu Bawa cTpaHa elle He NpucoeauHUnacs K anbaHcy MC3-UMIAKT v xoTena 6bl yyacTsosaTth B
ONUCAHHOI Bbllle AeATEeNbHOCTH, Npocbba HanpasuTb OTBET Ha 3TO NUCbMO, OCBETUB T€ KOHKPEeTHbIe
0BaacTU U YCAYTK, KOTOPbIE NPEACTaBAAIOT MHTepec Ans Baweil cTpaHbl.



