COP Partners’ Ongoing Project Summary
(based on ITU Secretary General’s call for action 2009)

Name of the Partner Organization: e Worldwide Group

Area 1: Create public awareness on the issues related to protecting children in cyberspace
and to share policies, best practices, tools and resources

Name of the program related to Area 1:
Dynamic Coalition on Child Online Safety at the Internet Governance forum

Website : www.e-wwg.com/

Short summary:

Training and Awareness Courses:

o Developed training and awareness courses for a series of workshops for local
government authorities in the UK and other key organizations that work closely with
children. This provides a general awareness and understanding of the key elements
required to provide a secure and safe environment.

e The materials are complemented with case studies to highlight best practices, lessons
learnt and critical success factors.

The target audience is;

e Members of local safeguarding children boards (LCSB);

e Professional advisers and designated leads for child protection;

e Any officials who have a particular responsibility for child protection.

Additional information:

Area 2: Assist countries in developing a national approach to protecting children online

Name of the program related to Area 2 :
Framework for National COP Implementation Roadmap
Critical Success Factors COP Implementation Matrix

Website : www.e-wwg.com/

Short summary :

Framework for National COP Implementation Roadmap:

We have developed a holistic high level framework for a ‘national COP implementation
roadmap’. This framework was developed taking into consideration the feedback and
outcomes from the ITU COP national survey, along with the key areas of consideration
indentified in the COP Guidelines. The framework outlines 5 stages for COP implementation
at the national level; assessment, planning, implementation, evaluation, and monitoring.
This framework acts as a template for developing a country specific roadmap based on an
assessment of the national and the local environment across the five strategic pillars of the
GCA.

In addition, focus is given to independent Governance structure and the importance of




interlocking policies.

Critical Success Factors COP Implementation Matrix:
Developed a multi-dimensional matrix for the critical success factors required to implement
an integrated national level COP change management program.

Additional information if any :

Area 3: Identify risks and vulnerabilities to children in cyberspace

Name of the program related to Area 3 :
Preliminary Gap Analysis COP capability in Arab region

Website: www.e-wwg.com/

Short summary :

Conducted a preliminary capability and needs assessment of the Arab countries in the
context of COP based on feedback from the ITU’s national survey, 2009. The report
identifies the common themes, and regional trends in the context of children ‘cyber
security’ issue and the COP initiatives. This includes a country level assessment of;
governance structures, control measures, capacity building trends, and common gaps.

Additional information if any :

Area 5: Promote capacity building to contribute to and strengthen the global response in
protecting children

Name of the program related to Area 5:
Holistic COP Training Framework
Training Law Enforcement Agencies

Website: www.e-wwg.com/

Short summary :

Holistic COP Training Framework:

o Developed a holistic national level COP training framework that articulates the
appropriate levels of training required by various organizations, based on their
interface, engagement and responsibility with Children.

e Developed an evaluation methodology based on ‘threat and risk analysis’ for Law
enforcement agencies in the context of child safety and security.

Training Law Enforcement Agencies:

o Developed multiple training modules for law enforcement agencies to execute their
new roles required to effectively ‘police’ Cybersecurity crimes in the context of COP ie.

e Practical ‘scenario’ based training through case studies.
e Covert evidence based investigation techniques.

Additional information if any :






