Iy

PROVISIONAL AGENDA

ITU-IMPACT ALERT Workshop
Amman, Jordan 15-17 July 2012

Sunday, 15 July, 2012 (Day 1)

18:30 am to 9:00 am

Registration and Reception

19:00 am to 9:30 am

iOpening Ceremony — Jordan
:By ITU

19:30 am to 10:45 am

iWorkshop: Botnet Detection and Defense
: By Kaspersky Lab

iThis workshop provides the participants with basic knowledge about botnets
+and how they work. In this hands-on workshop, attendees are guided through
i the steps to manipulate botnet source code, create botnet infrastructure and

rinfect bots. The participants will also explore the technologies, tools and

' resources that are used against botnets and examine their effectiveness,

ivaluable characteristics and gaps.

§1o:45 amto 11:15 am

Coffee Break

11:45 am to 12:30 pm

Workshop: Botnet Detection and Defense by Kaspersky Lab (Contd.)

12:30 pm to 2:00 pm

Lunch Break

12:00 pm to 3:30 pm

iWorkshop: Child Online Protection (COP) — Five Pillars
: By ITU-IMPACT and The Cyber Guardian

iThis workshop provides an idea of developing a National COP Framework to
1 the participants by looking at the examples and deliverable from the five pillars

of ITU’s COP framework:

1. Legal measures: Develop national roadmaps and legislative toolkits for :

the country to achieve their goals while harmonizing existing legal

frameworks.

2. Technical & Procedural Measures: Develop industry codes of conduct

and related technical measures to combat new and emerging threats to :

children.

3. Organisational Structures: Establish national COP centres, including

national hotlines, with multi-stakeholder approach.

4. Capacity building: Build human and institutional cybersecurity

capabilities including awareness raising campaigns, community forums !

and training for parents, guardians, educators and children.

5. International cooperation: Harness the power of multi-stakeholder
collaboration through resources such as an online platform for sharing

advice and information.

:3:30 pm to 4:00 pm

Coffee Break

14:00 pm to 5:00 pm

iWorkshop: Child Online Protection (COP) — Five Pillars (Contd.)
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ITU-IMPACT ALERT Workshop
Amman, Jordan 15-17 July 2012

Monday, 16 July, 2012 (Day 2)

19:00 am to 9:30 am i Plenary Session : Mobile Security by ABI Research

iWorkshop : Mobile Security by Trend Micro

. : Mobile Security Overview
19:30 am to 10:40 am e Evolution of Mobile Malware ( Emerging Trends, Technology all the
: : way up to modern times)

e State of current Mobile Malware

e Demo POC malware

§10:4O am to 11:00 am iCoffee Break

: iMobiIe Security Hands On Exercise / Incident Handling
111:00 am to 11:30 am  : e What are the common attack scenarios? What to during these “alert”
' situations?

211:30 am to 11:45 am Recap and Recommendations : Mobile Scenario Exercises

: iTrends in Malware and How Cybercrime worldwide adapts to this
111:45 am to 1:.00 pm  :evolution?
' : e Trends for the next 12 months

1:00 pm to 2:00 pm Lunch Break

iWorkshop : CIRT — Sharing Session on Operational Practices

| iThe main objective of this session is to ask the participating countries to come
. ) i forward and share their experience as well as operational practices that have
12:00 pm to 2:20 pm :

| : worked well from them.

Challenges of CERT implementation in Jordan

: By Dr. Ahmad Otoom

§2:20 pm to 2:40 pm ECIRT — Sharing Session on Operational Practices (Optional)

§2:4O pm to 3:00 pm ECIRT — Sharing Session on Operational Practices (Optional)

i3:00 pm to 3:20 pm ECIRT — Sharing Session on Operational Practices (Optional)

:3:20 pm to 3:40 pm 1 Q & A Session

3:40 pm to 4:00 pm i Coffee Break

Presentation on ITUs Global Cyber Security Agenda (GCA)

4:00 pm to 4:30 pm By ITU

Session : Cybercrime and Law Enforcement
4:30 pm to 5:00 pm By INTERPOL
(TBC)
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IMPACT m ITU-IMPACT ALERT Workshop

e e Amman, Jordan 15-17 July 2012

Tuesday, 17 July, 2012 (Day 3)

19:00 am to 9:30 am :Opening Remarks by Drill Facilitator

Cyber Drill — ITU-IMPACT ALERT 2012

. In this cyber drill, each participating country’s CIRT/CERT team will be d|V|ded

19:30 am to 10:45 am  :into 2 roles, representing “player” and “observer”. The player will execute the

: '|nC|dent handling process, analyse the threats and mitigate the simulated:
attacks while observer will execute the communication roles and assist the
player to mitigate the simulated attacks.

§10:45 amto 11:15 am ECoffee Break

111:15 am to 12:30 pm | Cyber Drill (Contd.)

12:30 pm to 2:00 pm Lunch Break

2:00 pm to 3:30 pm Cyber Drill (Contd.)

:3:30 pm to 4:00pm : Coffee Break
14:00 pm to 5:pm : Cyber Drill (Contd.)
§5:00pm to 5:30pm iDebriefing and Wrap up
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