HIGH-LEVEL SEGMENT – Session 6 on Cybersecurity

ITU Global Cybersecurity Agenda: Towards an International Roadmap for Cybersecurity 
Session 6 looks at how the framework and expert proposals developed within the GCA can help countries promote cybersecurity.
Dr. Hamadoun I. Touré, ITU Secretary-General
Since its launch, the GCA has attracted the support and recognition of leaders and cybersecurity experts around the world. H.E. Dr. Óscar Arias Sánchez, President of the Republic of Costa Rica and Nobel Peace Laureate, and H.E. Blaise Compaoré, President of Burkina Faso, are both Patrons of the GCA – and we were most fortunate to have had the honour of President Compaoré’s presence here at the High Level Segment yesterday.

The GCA is now moving into its operational phase and ITU is undertaking a vital partnership in conjunction with the Government of Malaysia.

The ITU and the International Multilateral Partnership Against Cyber-Terrorism – IMPACT – recently signed an MoU, in which IMPACT’s new state-of-the-art global headquarters in Cyberjaya, Malaysia, will effectively become the physical home of the GCA.

The close synergies between the five work areas of the GCA and the services and infrastructure provided by IMPACT make a joint-partnership a logical step in the global fight against cyberthreats, cybercrime and other misuses of ICTs.

An important new element of the GCA is the ITU’s Child Online Protection initiative – a unique, global, initiative bringing together partners from all sectors of the community to identify key risks and vulnerabilities in cyberspace; create awareness; develop practical tools; and share knowledge and experience.

H.E. Mr. Ray Anthony Roxas-Chua III, Secretary of the Commission on Information and Communication Technology (CICT) Department of Transportation and Communications, Republic of the Philippines

Cyber security provisions in existing laws are quickly outdated by advancing technology and development of new services. Cybercrime is indeed a persistent and growing threat, and we are one with the ITU in recognizing the need to address this collectively. 

The threefold challenge for the Philippines, as may be the case in many other countries, is for the government, the private sector and other partners, to (a) reinforce current policy and operational measures to reduce vulnerability in cyberspace; (b) nurture a culture of cyber security amongst users and critical sectors; and (c) strengthen self-reliance in terms of information security technologies and human resources.

The Philippines commends and fully recognizes the initiative taken by ITU, under the leadership of Secretary General Toure, to raise awareness on cyber security and steer member states to address this global problem collectively and our ASEAN neighbor Malaysia, who has offered its state-of-the-art facility in Cyberjaya as the venue to operationalize the ITU Global Cybersecurity Agenda.

H.E. Mr. Binali Yildirim, Minister of Transport, Republic of Turkey 

We all need to develop new legislations in fighting against IT crimes and unsecure internet content. Countries need to strengthen their law enforcement, by training judges, public prosecutors and by supplying the necessary equipment in fighting IT crimes. Internet users need to be educated to be more conscious of the threats.

Codes of conduct need to be developed internationally. The providers must be sensitive to notice and takedowns. Content hosted on one country’s service provider, which is taken down by another country should be done according to these codes of conduct.  Organizations that are fighting harmful contents must be supported.

Also an international method for fighting malicious code and spam on internet also must be adopted and an international organization must be formed.  Countries benefiting from the Internet economy must play an effective role with regards to Internet related problems.

H.E. Mr. Radhakrishna Padayachie, Deputy Minister of Communications, Republic of South Africa

It is imperative to have a harmonized legislative framework as the Internet is borderless. In this regard, the need to obtain international compliance by member states through the adoption of an appropriate international instrument remains a serous challenge.  

There is a need to provide assistance to developing countries, in particular, to put in place national incident management capabilities in order to ensure adequate technical and procedural measures.
The challenge is to promote more effective collaboration between government, private sector, academia and civil society thereby promoting smart partnerships between these stakeholder interests.

Lessons learnt from best practices show that an effective Cybersecurity Framework is not merely a matter of government or law enforcement practices, but must be addressed through prevention and supported throughout society. It is important for governments to ensure that their cyber crime legislations offer adequate protection of children online.

Following the sterling work undertaken by ITU through the GCA framework, the global community will require a long term and sustainable platform to continue global dialogue, collaboration and partnering that has developed.

H.E. Mr. Alexey Soldatov, Deputy Minister of Telecom and Mass Communications, Russian Federation

The topic of the information (cyber) security is one of the important trends in Russia and a special attention is paid to our great wealth - young generation. Already in the autumn 2007 before school year 52 000 schools all around the country were connected to the world Internet network.

And our active position to the country information infrastructure is understandable. We are keen to develop our facilities in this field, we initiate the discussions and different national, regional and international activities.

The threats of the info-technology character in cyber space are multisided and whey are connected, for example, with the infringement of a critical infocommunication infrastructure integrity, saved, transmitted and processed information, non authorized access to it, spam, especially through mass communication means and so on.

The complexity of global security problem dictates the necessity of close international cooperation, reforming of the existing international legal instruments and finding of new solutions. Under these conditions it seems to be very important to continue and to promote the active ITU activity in coordination of the international efforts to provide international security. We understand the initiative formulated by the ITU Secretary General at the opening of the present Council session to provide the protected and suitable information communication environment for children and for the youth as the principle world wealth. 

Message on behalf of Carlos Lopes, Executive Director, United Nations Institute for Training and Research (UNITAR), delivered by Ivar Tallo, Manager of the UNITAR e-governance programme

One element of the awareness campaign for the Global Cyber Security Agenda should be to educate a minimum number of key decision makers in national governments, where necessary, i.e. where governments have not started creating national cyber security strategies.  

A lot of countries and international donors try to address the wide disparity on internet access between societies but, the more successful they are, the more initial threats we have in cyber space. But while unequality of access is a problem for countries where it takes place, the cyber security issues will also have international character.

Unitar would like to offer expertise in trainings and an ongoing cooperation with the ITU as a training vehicle to take the recommendations of the HLEG and the best practices of the member states to the policy makers everywhere.

