- 3 -

	Council 2008
Geneva, 12-21 November 2008
	[image: image1.png]




	
	

	
	

	
	

	
	30 October 2008

	
	Original: English

	High-Level Segment

Climate Change and ICTs 


Information and communication technologies (ICTs) can play a critical role in combating climate change through mitigation of its effects and the reduction of greenhouse gas (GHG) emissions. The growing use of ICTs contributes to global warming, for example, the many billions of mobile phones, often left to charge overnight. ICTs are also a key part of the solution, in monitoring, mitigating and adapting to climate change. There are many causes of climate change, some of which are entirely natural, such as variations in solar radiation and volcanic activity, but it is the man-made changes that are of grave concern, with the progressive and accelerating warming of the planet from greenhouse gas emissions caused by humans. The work of the UN Intergovernmental Panel on Climate Change (IPCC) shows that global greenhouse gas emissions have risen by 70 per cent since 1970.

The ICT sector contributes around 2.5
 per cent of GHG emissions, with 40 per cent of this deriving from the energy requirements of personal computers and data monitors, plus a further 23 per cent from data centres. Fixed and mobile telecommunications contribute an estimated 24 per cent of the total. As the ICT industry grows faster than other sectors of the economy, its share will increase over time, unless actions are taken to limit the growth of emissions. ICTs contribute to global warming, through:
· the growing number of ICT users (in line with the MDGs);
· many users having multiple ICT devices;
· rising processing power and screen size;
· growth in “always-on” usage modes.

ICTs have the potential to assist the remaining 97.5 per cent of the global economy in reducing its emissions, for example, by telework and teleconferencing.
To examine the link between ICTs and climate change, this High-Level Segment (HLS) offers Ministers from ITU Member States and Councillors with an opportunity to exchange views on:

1. How to combat climate change through ICTs (mitigation); and

2. How to adapt to climate change (adaptation).
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Cybersecurity 


The Internet has transformed modern life and continues to grow at an astonishing rate - ITU estimates that, by the start of 2008, there were 1.3 billion Internet users worldwide, with one in every five people accessing the Internet. And yet, this strong growth in Internet access has been accompanied by a proliferation in cyberthreats and the risks of venturing online. 

Cyberthreats now arise anywhere, at any time, causing immense damage in a very short space of time. Cyberthreats are increasingly sophisticated – from the nuisance of spam, to more dangerous malware perpetrating theft of identity and assets, to full-scale coordinated attacks using networks of hijacked computers to destroy a company’s commercial reputation or disable a state’s critical infrastructure in new forms of information warfare. It is increasingly difficult to protect end-users, especially more vulnerable users online such as children, from the growing risks associated with online access.

Further, criminals themselves now operate in organized syndicates that reap substantial illegal gains from their clandestine operations. Entire black economies have built up, run by gangs with no regard for law or jurisdiction, making it increasingly difficult for law enforcement authorities to keep up with them through cross-border cooperation. No country is safe – cybercriminals strike at will, and anonymously. Such far-reaching challenges posed by these new and greater cyberthreats can only be addressed at the global level.

The World Summit on the Information Society (WSIS) recognized the real and significant threats posed by cybercrime. At the WSIS, world leaders, governments and policy-makers entrusted ITU with facilitating the implementation of WSIS Action Line C5, “Building confidence and security in the use of ICTs”. Only by building confidence and protecting Internet users in their exchanges and transactions can the true potential of the Information Society be fully realized.

This High-Level Segment (HLS) offers Ministers from ITU Member States and Councillors with an opportunity to exchange views on issues of strategic importance to the Union and on emerging trends in the sector, including cybersecurity. Ministers are invited to contribute their views on:

1
How cyberthreats can be identified and managed, through harmonized policies, structures and watch, warning and response capabilities;  

2
How the technical and legal challenges relating to the borderless nature of cybercrime can best be addressed;

3
How end-users, especially children, can be protected and educated through capacity-building and awareness-raising; and

4
How international cooperation can be promoted under the framework of the ITU Global Cybersecurity Agenda. 

� This number does not include emissions from radiocommunication systems/equipment.
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