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Recommendation I TU-T X.1193

K ey management framework for secure Internet protocol
television (IPTV) services

Summary

Recommendation ITU-T X.1193 describes the requirements and architecture for key management,
including key hierarchy, for unicast and multicast IPTV services in the IPTV context. It aso
specifies key management for downloadable service and content protection (SCP), if deployed. This
Recommendation does not include any other key management architecture or mechanisms described
in Recommendation ITU-T X.1191.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

©I1TU 2012

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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Recommendation I TU-T X.1193

K ey management framework for secure Internet
protocol television (IPTV) services

1 Scope

This Recommendation describes the requirements and architecture for key management, including
key hierarchy, for unicast and multicast IPTV services in the IPTV context. It also specifies key
management for downloadable SCP, if deployed. This Recommendation does not include any other
key management architecture or mechanisms described in [ITU-T X.1191].

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.509] Recommendation ITU-T X.509 (2005) | ISO/IEC 9594-8:2005, Information
technology — Open Systems I nterconnection — The Directory: Public-key and
attribute certificate frameworks.

[ITU-T X.800] Recommendation ITU-T X.800 (1991) | ISO/IEC 7498-2:1989, Security
architecture for Open Systems Interconnection for CCITT applications.

[ITU-T X.805] Recommendation ITU-T X.805 (2003) | ISO/IEC 18028-2:2006, Security
architecture for systems providing end-to-end communications.

[ITU-T X.1191] Recommendation ITU-T X.1191 (2009), Functional requirements and
architecture for IPTV security aspects.

3 Definitions

31 Termsdefined elsewhere
This Recommendation uses the following terms defined el sewhere:

3.1.1 accesscontrol [ITU-T X.800]: The prevention of unauthorized use of aresource, including
the prevention of use of aresource in an unauthorized manner.

3.1.2 acquisition [ITU-T X.1191]: The process of obtaining content by the end user.

NOTE - For content with accessibility features, this means that the content will be available in a form that
can be used by the end user.

3.1.3 authentication [ITU-T X.800]: See data origin authentication and peer-entity
authentication.

3.1.4 authorization [ITU-T X.800]: The granting of rights, which includes the granting of access
based on accessrights.

3.1.5 confidentiality [ITU-T X.800]: The property that information is not made available or
disclosed to unauthorized individuals, entities, or processes.
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3.1.6 content protection [ITU-T X.1191]: Ensuring that an end user can only use the content
that they have aready acquired, in accordance with the rights that they have been granted by the
rights holder. Content protection includes protecting contents from illegal copying and distribution,
interception, tampering, unauthorized use, etc.

3.1.7 data origin authentication [ITU-T X.800]: The corroboration that the source of data
received is as claimed.

3.1.8 denial of service [ITU-T X.800]: The prevention of authorized access to resources or the
delaying of time-critical operations.

3.1.9 digital signature[ITU-T X.800]: Data appended to, or a cryptographic transformation (see
cryptography) of a data unit, that allows a recipient of the data unit to prove the source and integrity
of the data unit and protect against forgery, e.g., by the recipient.

3.1.10 forward secrecy [b-NIST SP 800-120]: A compromise of long-term private or pre-shared
secret keys does not enable an adversary to compute the MK generated in previous EAP executions.

3.1.11 group controller and key server [b-IETF RFC 3740]: Entity and functions that are
responsible for issuing and managing cryptographic keys used by a multicast group.
3.1.12 implicit key authentication [b-NIST SP 800-120]: A property of key establishment

protocols that provides assurance to one protocol participant that the other protocol participant is the
only other party that could possibly be in possession of the correct established key.

3.1.13 initiator [b-IETF RFC 3830]: The initiator of the key management protocol, not
necessarily the initiator of the communication.

3.1.14 key [ITU-T X.800]: A sequence of symbols that controls the operations of encipherment
and decipherment.

3.1.15 key confirmation [b-NIST SP 800-120]: A procedure to provide assurance to one party
(the key confirmation recipient) that another party (the key confirmation provider) actually derived
the correct secret keying material as aresult of akey establishment.

3.1.16 key derivation [b-NIST SP 800-120]: The process that derives keys from another key or
from a secret output value, called shared secret, obtained through a key establishment procedure.

3.1.17 key establishment [b-NIST SP 800-120]: A procedure, conducted by two or more
participants, which culminates in the derivation of keying material by all participants (see keying
material). Key establishment can be based on pre-shared keys or on public key-based schemes.

3.1.18 key hierarchy [b-NIST SP 800-120]: A tree structure that represents the relationship of
different keys. In akey hierarchy, a node represents a key used to derive the keys represented by the
descendent nodes. A key can only have one precedent, but may have multiple descendent nodes.

3.1.19 key management [ITU-T X.800]: The generation, storage, distribution, deletion, archiving
and application of keysin accordance with a security policy.

3.1.20 keying material [b-NIST SP 800-120]: The output of a key derivation function, a segment
of which, with the required length, can be used as a cryptographic key.

3.1.21 key transport [b-NIST SP 800-120]: A procedure to deliver a key from one entity to
another entity in a protected manner. In this Recommendation, key transport refers to key delivery
from the EAP server to another entity, for example, to an authenticator.

3.1.22 masguerade [ITU-T X.800]: The pretence by an entity to be a different entity.

3.1.23 peer-entity authentication [ITU-T X.800]: The corroboration that a peer entity in an
association is the one claimed.

3.1.24 policy server [b-IETF RFC 3740]: Entity and functions that are responsible for creating
and managing security policies specific to a multicast group.
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3.1.25 privacy [ITU-T X.800]: The right of individuals to control or influence what information
related to them may be collected and stored and by whom and to whom that information may be
disclosed.

3.1.26 repudiation [ITU-T X.800]: Denial by one of the entities involved in a communication of
having participated in all or part of the communication.

3.1.27 responder [b-IETF RFC3830]: The responder in the key management protocol.

3.1.28 rights [ITU-T X.1191]: One or more legal or business entitlements to use or employ
content, e.g., to view, record, redistribute content.

3.1.29 rights expression [ITU-T X.1191]: The syntactic embodiment of rights in a concrete,
formal form.

3.1.30 security label [ITU-T X.800]: The marking bound to a resource (which may be a data unit)
that names or designates the security attributes of that resource.

NOTE — The marking and/or binding may be explicit or implicit.
3.1.31 security policy [ITU-T X.800]: The set of criteriafor the provision of security services.

3.1.32 scrambling algorithm [ITU-T X.1191]: An algorithm used in a scrambling (encryption) or
descrambling (decryption) process.

3.1.33 security association [b-IETF RFC 3740]: A set of policy and cryptographic keys that
provide security service to network traffic that corresponds to that policy.

3.1.34 service and content protection [ITU-T X.1191]: A combination of service protection and
content protection, or a system or implementation thereof.

3.1.35 service protection [ITU-T X.1191]: Ensuring that an end user can only acquire a service
and, by extension, the content contained therein, that they are entitled to receive. Service protection
includes protecting service from unauthorized access as IPTV contents traverse through the IPTV
service connections.

3.1.36 terminal device protection [ITU-T X.1191]: Ensuring that a terminal device employed by
an end user in the reception of a service can reliably and securely use content while enforcing the
rights of use granted for that content, and while physically and electronically protecting the integrity
of the terminal device, and the confidentiality of the content and critical security parameters
(e.0., saved keys) that are not otherwise protected.

3.1.37 threat [ITU-T X.800]: A potential violation of security.

3.2 Termsdefined in this Recommendation

This document defines the following terms:

3.2.1 accessbility: The property of being accessible and useable upon demand by an authorized
entity.

3.2.2 authentication proxy: A server, residing on the IPTV service provider's side, which is
responsible for managing a secure downloadable service and content protection (SCP message
exchange with the security module (SM)) on the IPTV termina's side. It authenticates a security
module (SM) and acts as proxy for downloadable SCP services. The authentication proxy plays the
role of sub-function of the right and key management function.

3.2.3 authentication server: A server that performs the secure downloadable service and content
protection (SCP function with the security module (SM)) on the terminal sidein the IPTV context.

3.24 conditional access. The function served by a conditional access system; often used as an
abbreviation for conditional access system.
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3.25 conditional access system: A component of a service and content protection system, the
purpose of which isto prevent unauthorized (unentitled) accessto a service or to content.

3.2.6 content key: A key used to protect the IPTV data stream(s).

3.2.7 digital rights management: A synonym for service and content protection or content
protection, depending upon the context of use.

NOTE - In this Recommendation, the terms "service protection” and "content protection” are used
instead of digital rights management.

3.2.8 entitlements: Rights granted to a subscriber by a contract with an IPTV service provider.

3.29 integrity: The property that data has not been altered or destroyed in an unauthorized
manner.

3.210 master key (MK): A key derived from authentication and key management between SM
and AP or authentication server for the secure downloadabl e service and content protection (SCP).

3.2.11 multicast IPTV service: An IPTV service provided to a sub-group of IPTV users so that
content stream is delivered simultaneously to all terminal devices (TDs) belonging to the sub-group
when transmitted by the service and content protection (SCP) function.

3.212 multicast-based downloadable SCP scheme: A downloadable service and content
protection (SCP) scheme that can download the SCP operating code to multiple terminal devices
(TDs) belonging simultaneously to a sub-local areagroup (SLAG).

3.2.13 pairwise master key (PMK): A key derived from the master key shared by the security
module (SM) and the authentication proxy (AP) for the secure downloadable service and content
protection (SCP).

3.2.14 preshared key (PSK): A key shared in advance by the security module (SM) and the
authentication proxy (AP) or authentication server for the secure downloadable service and content
protection (SCP).

3.2.15 rekey: A process to change the service and content protection (SCP) key so as to limit the
amount of data encrypted with the same SCP key.

3.2.16 SCP client code: The software code that performs the service and content protection (SCP)
client function. It can be downloaded to an IPTV terminal device (TD) if the downloadable SCP is
deployed.

3.2.17 security module: A hardware or software module with tamper resistance to perform the
downloadable service and content protection (SCP) protocol, generate and store keys, and store
SCP client data and code. The security module acts as a sub-function of the SCP client on the IPTV
terminal.

3.2.18 service: A set of functionality enabled by a provider for end users; for example, providing
IP connectivity with managed quality of service, providing an IPTV service, providing a content-
on-demand service, etc.

3.2.19 sub-local area group (SLAG): A multicast group consisting of many terminal devices
(TDs) that reside in the same physical area or belong to the same logical area.

3.2.20 unicast IPTV service: A service provided to a single terminal device (TD) so that content
stream is delivered to asingle TD in the IPTV context when transmitted by the service and content
protection (SCP) function.

3.2.21 unicast-based downloadable SCP: A downloadable service and content protection (SCP)
scheme that can download SCP operating codeto asingle TD.
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4

Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

AAA
ACS
AES
AP
CAS
CDN
CEF
CGK
CK
CM
CP
CPE
CRL
CS
CSB
DH
DoS
DRM

ECM
EMM
GCKS
HDD
ID
IPTV
ISP
KMF
MAC
MCF
MDF
MIC
MIKEY
MK

Authentication, Authorization, and Accounting
Auto-Configuration Server
Advanced Encryption Standard
Authentication Proxy

Conditional Access System
Content Delivery Network
Content Encryption Function

CK Generation Key

Content encrypting Key

Counter Mode

Content Protection; Content Provider
Customer Premises Equipment
Certificate Revocation List

Crypto Session

Crypto Session Bundle
Diffie-Hellman

Denial of Service

Digital Rights Management
Extensible Authentication Protocol
Entitlement Control Message
Entitlement Management Message
Group Controller and Key Server
Hard Disk Drive

Identifier

Internet Protocol Television
Internet Service Provider

Key Management Function
Message Authentication Code
Media Control Function

Media Distribution Function
Message Integrity Code
Multimedia Internet Keying
Master Key

Protection Client image

Protection Client Loader

Rec. ITU-T X.1193 (10/2011)
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PK Public Key

PKI Public Key Infrastructure
PMK Pairwise Master Key

PSK Pre-Shared Key

QoS Quality of Service

RKMF Rights and Key Management Function
RTP Real-Time Transport Protocol
RTSP Real-Time Streaming Protocol
SA Security Association

SCK SCP Key

SDP Session description protocol
SCF SCP Client Function

SCP Service and Content Protection
SIP Session Initiation Protocol
SLAG Sub Local Area Group

SM Security Module

SP Service Protection; Service Provider
SRTP Secure RTP

TA Trust Authority

TD Terminal Device

TEK Traffic Encrypting Key

TGK TEK Generation Key

URK User Root Key

VoD Video on Demand

WM Watermark(ing)

5 Conventions

In this Recommendation:

The keywords "is required to" indicate a requirement which must be strictly followed and from
which no deviation is permitted if conformance to this document isto be claimed.

The keywords "is recommended” indicate a requirement which is recommended but which is not
absolutely required. Thus this requirement need not be present to claim conformance.

The keywords "is prohibited from" indicate a requirement which must be strictly followed and
from which no deviation is permitted if conformance to this document is to be claimed.

The keywords "can optionally” indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor's
implementation must provide the option and the feature can be optionally enabled by the network
operator/service provider. Rather, it means the vendor may optionally provide the feature and still
claim conformance with the specification.
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In the body of this document and its annexes, the words shall, shall not, should, and may sometimes
appear, in which case they are to be interpreted, respectively, asis required to, is prohibited from, is
recommended, and can optionally. The appearance of such phrases or keywords in an appendix or
in material explicitly marked as informative are to be interpreted as having no normative intent.

6 Introduction

6.1 IPTV general architecture and content protection architecture

IPTV services are classified into two typical types. a unicast-based service and a multicast-based
service. According to the number of senders, a multicast-based serviceis classified into two types. a
1-to-N service and an M-to-N service. In a 1-to-N multicast-based service, only one sender can
transmit a message to multiple TDs, while in an M-to-N multicast-based service, many senders can
transmit a message to many TDs. Key management is the process of distributing the keys needed to
provide secure IPTV services. To provide various cryptographic keys, key management together
with authentication play acritical rolein providing secure IPTV services.

This Recommendation describes the set of requirements and architecture, including key hierarchy,
for unicast and multicast IPTV services in the IPTV context. It also includes key management for
the downloadable SCP.

6.2 IPTV general architecture and content protection architecture

The general security architecture for IPTV is illustrated in Figure 6-1 below. This genera
architecture is divided into two primary areas. one considered in-scope for the purpose of
considering interoperability based on this document, and another considered out-of-scope. The first
area encompasses the end-user, network provider, and service provider domains, whereas the
second area covers the content provider domain.

- : - P
Service and content protection functions ) Content provider
. . e D functions
Terminal functions
N
Content. — —|—|—|-® Content protection functions e+ —|—|— — = —e Contentand )
protection client ? h pjgagjaga} Sources
SCP dlient L Application functions | )
functions . S
" ! N ¢ Content provider
Service — —|— He Service protection ¢ ,  access [
protection client functions eH=—- | | | T
- - .
Service control Content delivery
S el L functions functions |
functions ~ g
Delivery network " N U J
gateway ( Access network functions ]
functions
Network functions Out of scope

X.1193(11)_F6-1

Figure 6-1 —IPTV general security architecture

The content protection architecture for IPTV is depicted in Figure 6-2 below. The primary function
of the content protection architecture is to delineate the flow and processing of information
pertaining to content usage rights, and information required to manage and facilitate such rights.

Ultimately, the rights of content-use originate with the content provider(s); but it should be noted
that such rights may be modified (e.g., restricted, or perhaps even expanded) by service provider(s),
according to their agreements with content providers and their operational and business policies.

Rec. ITU-T X.1193 (10/2011) 7



From an operational and typical legal perspective, an end user's access and use of content involve
the service provider, and not the content provider.
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Encrypted Content
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. | .
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-

Service control
functions

Content delivery
functions

J Optiona watermark metadata generation to facilitate downstream watermark embedding

b) . . . . .
Optiona watermark embedder to individuate content to networks, servers, and unicast deliveries

o Optiona watermark embedder to individuate multi-cast content instances

K Optiona off-device storage: a storage device inside HN-TD

K Optiona detector for copy protection watermarks

NOTE — Objectsin the hashed grey color are out scope of IPTV security architecture

6.3

Figure 6-2—IPTV content protection architecture

Reference model of group key management

The IPTV terminal can be classified into several groups: a group for the multicast IPTV service, a
group for the secure downloadable SCP service, etc. This clause only describes the conceptual
reference model for group key management. There are four entities: a policy server, a group
controller key server (GCKS), a sender, and a receiver. GCKS is an entity responsible for issuing
and managing the cryptographic keys used for a specific group and the policy server is an entity
responsible for creating and managing security policies for managing groups.

The functions of the GCKS, the policy server, and the sender could be part of the rights and key
management function in Figure 6-2. The function of the receiver could be part of the SCP client
function in Figure 6-2.
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(Key management)

Sender Receiver
X.1193(11)_F6-3

Figure 6-3 — Reference model for group key management

6.4 Grouping of TDs

Any TD may be classified into a sub-local area group. SLAG (Sub-Local Area Group) is a group
consisting of many TDs that reside in the same physical area, or belong to a logical area. The
communication between the IPTV service provider and all TDs in SLAG is assumed to be
multicast-based communication.

( Service provider j

SLAG SLAG SLAG SLAG

(o) (o) - (®) (o) (m) -+ (o) (w](w) - () (o) (o) - (10]

X.1193(11)_F6-4

SLAG Sub-Loca Area Group
D Terminal Device
Multicast boundary
——  Group key-based multicast communication

Figure 6-4 — Configuration of SLAG

7 Requirementsfor the key management scheme

7.1 Requirementsfor key management described in [I TU-T X.1191]

Clause 3.1.15 of [ITU-T X.1191] defines key management as the generation, storage, distribution,
deletion, archiving, and application of keys, in accordance with a security policy. Clause 6.3 of
[ITU-T X.1191], Service security requirements, describes the following key management
requirements:

. The IPTV architecture is required to have the ability to use standard key management
systems (e.g., MIKEY, EMM/ECM) as required for interoperability.

. If the IPTV architecture employs a key management system, then it is required to be
designed for scalability, reliability, and interoperability.

. If the IPTV architecture employs a key management system, considering a hierarchical key
management scheme is recommended to support scalability.

. If the IPTV architecture employs a key management system that uses a group key

management protocol, considering a hierarchical key management and key management
algorithm alternative is recommended to support scal ability.

. If the IPTV architecture employs a key management system that uses short term keys,
provisioning the media path such that NAT traversal and bandwidth constraints do not limit
the key exchange is recommended.
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If downloadable SCP is deployed, the IPTV architecture is required to perform integrity
protection and data origin authentication for the downloaded SCP system.

Clause 6.5 of [ITU-T X.1191], Terminal security requirements, lists severa requirements on key
management, including the following:

7.2

If downloadable SCP is deployed, the IPTV architecture is required to support the secure
download and installation of the SCP operating codeto TDs.

The IPTV architecture is required to support a secure means of performing security-critical
processes in the TD such as key management and media serialization to abort playback of
content in the event of a security related malfunction, detection of tampering, or other
indication of misuse.

General requirementsfor key management

Key management satisfies the following requirements:

10

The key management architecture is required to support identification and mutual entity
authentication between the SCP client function on the end-user side and the rights and key
management function on the network side.

The key management architecture is required to provide keying materials for both unicast
service and multicast IPTV service in a secure manner, i.e., confidentially, and in an
integrity-protected manner.

If the key management architecture deploys a public key certificate, the public key
certificate and the certificate revocation list (CRL) are required to comply with those
specified in [ITU-T X.509].

The key management architecture is required to identify and authenticate the SCP client
function belonging to a specific sub-local area group.

The key management architecture is required to provide keying materials for establishing a
secure session between the rights and key management function and the SCP client function
to protect the IPTV service stream if short-term keying material needs to be delivered.

The key management architecture is recommended to rekey the SCP key periodically or in
a specific manner.

If a multicast IPTV service is provided, it is recommended that the key management
architecture allow any member to leave the specific group or join it at any time, in a secure
manner.

The IPTV architecture can optionally have the capability to deploy the multicast-based
downloadable SCP scheme described in clause 8.3.2.4.

If a multicast-based downloadable SCP scheme is deployed, it is recommended that the
IPTV architecture have the capability to classify each TD into SLAG.

If a multicast-based downloadable SCP scheme is deployed, it is recommended that SLAG
use the same unique group key(s).

If a multicast-based downloadable SCP scheme is deployed, it is recommended that key
management generate keying material to encrypt the SCP operating code with the group
encryption key to SLAG.

If amulticast-based downloadable SCP scheme is deployed, it is recommended that the key
management architecture send the SCP operating code in multicast mode, encrypted with
the group encrypting key, simultaneously to all TDs belonging to SLAG.

If key establishment is used for key management, it is recommended that key establishment

have mutual implicit key authentication, i.e., the capability to prove that the established
keying material is known only to the relevant entities.
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If key establishment is used for key management, it is recommended that key establishment
have key freshness, i.e., the established key is (pseudo-) random, and the probability of
repeating a previously established key islow.

If key establishment is used for key management, it is recommended that key establishment
have key contral, i.e., both parties should contribute data for key computation.

If key establishment is used for key management, it is recommended that key establishment
have key confirmation, i.e., both entities should obtain assurance that they have computed
the derived key correctly. Key confirmation is commonly achieved by using one of the
derived keys to generate a message authentication code. Mutual key confirmation,
combined with mutual implicit key authentication, provides mutual explicit key
authentication.

If key establishment is used for key management, key establishment (for public key-based
key establishment schemes) can optionaly have forward secrecy (FS), i.e., a compromise
of long-term private or pre-shared secret keys which does not alow an adversary to
compute short-term keys generated in previous key establishment executions.

Functional requirementsfor key management

Functional key management requirementsfor unicast IPTV service

The key management architecture for unicast service is recommended to have key
hierarchy with at least two keys; content key (CK) and SCP key (SCK).

The key management architecture for unicast IPTV service can optionally update the SCP
key periodically, or in a specific manner, if a hierarchica key management scheme is
deployed.

The key management architecture for unicast IPTV serviceis required to update the content
key periodically or in a specific manner, if hierarchical key management is deployed.

The key management architecture for unicast IPTV is recommended to derive the SCP key
for the unicast IPTV service using standardized key management schemes, i.e., MIKEY,
which is described in Appendix |; EAPs, which are described in Appendix I, or the key
management scheme for the downloadable SCP that is described in clause 8.3.

Functional key management requirementsfor multicast IPTV service

The key management architecture for a multicast IPTV service is recommended to have a
key hierarchy with at least three keys; content key (CK), SCP key (SCK), and intermediate
key (IK).

The key management architecture for a multicast IPTV service can optionaly update the
SCP key periodically or in a specific manner.

The key management architecture for multicast IPTV (broadcast stream) service is required
to update the content key periodically or in a specific manner.

The key management architecture for multicast IPTV (broadcast stream) service is
recommended to derive the SCP key for multicast service using the standardized key
management schemes, i.e,, MIKEY as described in Appendix I, EAPs as described in
Appendix Il, or the key management scheme for downloadable SCP as described in
clause 8.3.
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7.3.3 Functional key management requirementsfor the downloadable SCP scheme

Service protection and/or content protection software (or code) upgrade allows the adaptation of
IPTV TD to the protection mechanisms used by a specific service provider. Since service protection
and/or content protection are pivotal elements in the secure distribution of protected content,
upgrading such part of the system needs to be protected against malicious parties trying to attack the
upgrade (or download) procedure. Attackers motivations may vary. Therefore, key management for
a secure downloadable SCP scheme supporting software functions for the upgrade of the IPTV TD
service and content protection functions should satisfy the following functional requirements:

. The key management architecture of a downloadable SCP scheme is required to enable
IPTV TD to verify the authenticity (proof of origin and data integrity) and validity
(e.g., credentials) of the downloaded SCP client operating code. Only once successful
verification is completed, will IPTV TD be authorized to install and activate the
downloaded SCP client operating code.

. The key management architecture of a downloadable SCP scheme is required to support
mutual authentication between the SCP client and the rights and key management function.

. The key management architecture of a downloadable SCP scheme is required to provide a
means of confirming the validity of the IPTV TD as a trusted environment for SCP
software upgrade.

. The key management architecture of a downloadable SCP scheme is required to support, in

amanner that guarantees the protection of confidentiality and integrity, the transport of all
security sensitive data (especially keys, passwords, and credentials).

. The key management architecture of a downloadable SCP scheme is recommended to
provide key control.

. The key management architecture of a downloadable SCP scheme is recommended to
provide key confirmation.

. The key management architecture of a downloadable SCP scheme is recommended to

support post-verification for al integrity-vulnerable information that has been exchanged
before atransient integrity key isavailable.

. The key management architecture of a downloadable SCP scheme should generate the SCP
key for downloading the SCP operating code.

. The key management architecture of a downloadable SCP scheme is recommended to
generate an encryption key (EK) for decrypting a downloaded SCP operating code.

. The key management architecture of a downloadable SCP scheme is requested to generate a
message integrity checking key for checking the integrity of a downloaded SCP operating
code.

. The key management architecture of a secure SCP operating code download is
recommended to generate the SCP key for the SCP function.

. The key management architecture of a secure SCP operating code download can optionally
use the existing well-known standardized EAP methods for mutual authentication and key
agreement.

. If a multicast-based downloadable SCP scheme is deployed, the IPTV TD belonging to a

multicast group is recommended to share a group key for multicast-based downloadable
SCP with a service provider.

. If a multicast-based downloadable SCP scheme is deployed, IPTV TD is recommended to
have a group key consisting of an encryption key and a message authenticity/integrity key
for decrypting the encrypted SCP operating code, and checking the validity of the
authenticity and integrity of the SCP operating code, respectively.
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. If a downloadable SCP scheme is deployed, IPTV TD is required to have the capability to
decrypt the encrypted SCP operating code.

. If adownloadable SCP scheme is deployed, IPTV TD isrequired to authenticate the service
provider to verify if it is entitled to perform an SCP client software upgrade.
. If a downloadable SCP scheme is deployed, and a handover of the IPTV TD to another

service provider occurs, the IPTV TD is required to verify that only an entitled service
provider may initiate an upgrade of the IPTV TD (the service provider must be
authenticated by the IPTV TD and authorized to do this).

. If a downloadable SCP scheme is deployed, the service protection or content protection
functions shall only be implemented in a trusted execution environment (hardware or
virtual machinei.e., in software). Such an environment shall be tamper-proof, and contain a
secure storage environment for security-sensitive information that shall not be revealed
outside IPTV TD.

. If adownloadable SCP scheme is deployed, the service protection and/or content protection
client subsystem in IPTV TD is required to offer the capability to authenticate the service
protection and/or content protection client software that is in operation in IPTV TD as the
authentic software provided by the service protection provider or content protection
provider.

. It is required that the key management architecture of a downloadable SCP scheme for
keys/certificates hard-linked with IPTV TD rely only on key</certificates provided by a
certification authority (trusted third party).

. If adownloadable SCP scheme is deployed, upgrading the SCP scheme software on request
or on behalf of the owner of the IPTV TD shall be possible, independently of the currently
active SCP scheme or services obtained.

7.3.4 Functional key management requirementsfor users possessing multiple IPTV
terminals (N-screens)

. The key management architecture for users possessing multiple IPTV terminals, each of
which with a different display resolution, is recommended to meet the requirements
described in clause 7.3.2.

. Key management for users possessing multiple IPTV terminals is recommended to use the
key management scheme described in clause 8.2 or group key management schemes
[b-IETF RFC 40486].

8 Key management scheme for secure |PTV services

8.1 K ey management scheme for unicast-based IPTV service

This clause describes the key management scheme for the unicast service when a hierarchical key
management scheme is deployed.

811 Overview

A typical example of unicast service isthe COD (content on demand) service. This clause describes
the key management scheme for aunicast IPTV service.

The 3-layer key hierarchy should be used for the unicast IPTV service. The security of unicast
IPTV service (i.e.,, CoD) faces different challenges compared to multicast services. There is no
threat of conspiring users circumventing the security solution. Therefore, less complex security
solutions can be employed for protecting the unicast service compared to the multicast service.
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Key management for unicast service is based on three levels of key hierarchy. Figure 8-1 shows the
3-layer key hierarchy for unicast service protection; it consists of the bootstrapping layer, key
stream layer, and traffic protection layer. The 3-layer key hierarchy is less complex because it does
not require the mechanism of periodical update of decryption keys.

SCK Bootstrapping layer

Bootstrapping Bootstrapping
.-Key S e |
Traffic protection layer Decryption

Figure 8-1 — 3-layer key hierarchy

CK CK

Content Content

X.1193(11)_F8-1

8.1.2 Bootstrapping layer

This layer is used to establish the shared SCP key (SCK) between the SCF (SCP client function) in
the end-user functions on the terminal side and the RKMF (rights and key management function) in
the SCP functions on the server side. SK is specific to each user, and is used by the key stream layer
to protect the delivery of the content key (CK).

8.1.3 Key stream layer
This layer is used to deliver the CK securely by encrypting the CK with the SCK. The CK is used
by the traffic protection layer to encrypt and decrypt content.

8.14 Traffic protection layer

This layer is used to handle the encryption/decryption of content. The CK is used by the CEF
(content encryption function) on the IPTV network side and by the CDCF (content delivery client
functions) on the terminal side.

8.1.5 Procedurefor key management for the multicast IPTV service

This clause describes the procedure of the key management protocol based on the 3-layer key
hierarchy described in the previous clauses:

1) CEF transfers CK to RKMF.
2) CEF transfers the content encrypted with CK to CDF (content delivery function).

3) SCF on the terminal side, and RKMF on the IPTV network side, execute bootstrapping
procedures to establish a shared SCK.

4) CK encrypted with SCK istransferred from KMF to SCF.

5) Content encrypted with CK is delivered from CDF on the network side to SCF on the
terminal side.

6) SCF decrypts CK using SCK and decrypts the content using CK.

8.2 K ey management scheme for multicast IPTV service

This clause describes the key management scheme for a multicast IPTV service to be used, if
deployed.

821 Overview

A typical example of a multicast service is a real-time broadcast service. This clause describes the
key management scheme for areal-time broadcast service.
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The security of multicast IPTV faces challenges that differ from those faced by the security of
services delivered over point-to-point services. In addition to the normal risk of eavesdropping,
there is also a risk that valid subscribers might fail to respect the privacy and confidentiality of
communications, and may even conspire to circumvent the security solution (for example, one of
the subscribers may publish the decryption keys that enable non-subscribers to view the multicast
content). Countering this threat requires that the encryption keys be frequently updated in a manner
that may not be predicted by subscribers or attackers, while making efficient use of the transport
network. This may require the use of at least a 4-level key hierarchy, as depicted in Figure 8-2. The
frequency of update of the lowest level key (e.g., content keys in Figure 8-2) shall be chosen so that
it will not be worthwhile extracting and publishing the key (i.e., on Internet) before the next update;
e.g., once per second. Figure 8-2 depicts the 4-layer key hierarchy for the multicast service
protection; it consists of the bootstrapping layer, key management layer, key stream layer, and
traffic protection layer. The 4-layer key hierarchy can also be used for unicast service protection.

Bootstrapping layer

Bootstrapping Bootstrapping

SCK

IK IK
Content Traffic protection layer Content

X.1193(11)_F8-2

Figure 8-2 — 4-layer key hierarchy
8.2.2 Bootstrapping layer

This layer is used to establish the shared SCP key (SCK) between the SCP client function in the
end-user functions on the client side and the rights and key management function in the SCP
function on the server side. The SK is specific to each user, and it is used by the key management
layer to protect the delivery of the intermediate key (1K).

8.2.3 Key management layer

This layer is used to securely deliver the IK between the rights and key management function and
the SCP client function by encrypting the IK with SCK. The IK is used by the key stream layer to
protect the delivery of CKs (TEKS).

8.24 Key stream layer

This layer is used to securely deliver CKs by encrypting CKs with IK. CKs are used by the traffic
protection layer to encrypt and decrypt content. CKs are distributed along with the corresponding
content.

8.25 Traffic protection layer

This layer is used to handle the encryption/decryption of content using CKs based on the content
encryption function on the network side and content delivery client functions on the terminal side.

8.2.6 Procedure of key management for the multicast IPTV service

This clause describes the procedure of the key management protocol based on the 4-layer key
hierarchy described in the previous clauses.

1) CEF encrypts the content and interacts with RKMF to acquire CKs encrypted with IK.
2) CEF transfers to CDF CKs encrypted with IK and content encrypted with CKs.
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3) SCP on the terminal side and RKMF on the network side execute bootstrapping procedures
to establish a shared SCK.

4) IK encrypted with URK is transferred from CDF on the network side to SCF on the
terminal side; and SCF uses SCK to decrypt IK.

5) CKs encrypted with 1K and content encrypted with CKs are delivered from CDF to SCF.
For multicast service protection, CKs may be frequently updated, e.g., once per second.
This will make it expensive or unfeasible for the user to disclose CKs that would enable
non-subscriber users to view the content.

6) SCF decrypts CKs using IK and decrypts the content using CKs.

8.3 K ey management scheme for a downloadable SCP scheme

8.3.1 Introduction

This clause describes two types of key management schemes: The interactive key management
scheme, in clause 8.3.2; and the TA-based key management scheme, in clause 8.3.3.

8.3.2 Interactive key management for a downloadable SCP scheme

8.3.21 Overview of adownloadable SCP scheme

This clause presents an overview of a secure downloadable SCP scheme. The downloadable SCP
scheme should satisfy the following:

. Identification of SM of IPTV TD to the IPTV service provider or other relevant TA, and
vice versa.

. Entity authentication of IPTV TD to the IPTV service provider or other relevant TA, and
vice versa.

. Procedure for key management (online or offline).

. Updating the SCP operating codeto SM in IPTV TD.

To satisfy the requirements above, the authentication proxy on the IPTV service provider may send
a broadcast message to the SM on the IPTV TD side to allow registration and attachment to the
IPTV service provider. The procedure starts with some messages being exchanged for key
management and authentication. This message exchange is done to prove that each SM is a
legitimate entity that can act as proxy for an authorized user, and that the AP could act as legitimate
proxy for updating key information. In addition, as a by-product, they could share a common root
key. Therefore, messages should be exchanged for downloading the SM client operating code to the
SM. At the end of the SCP code downloading procedure, the SM will report back the status of the
downloading result to the AP.

8.3.2.2 Hierarchy for the real-time key management of the downloadable SCP scheme

This clause describes the key hierarchy for a downloadable SCP scheme. Any of the key
management schemes described in Appendix | and Appendix Il may be used for mutual
authentication and key agreement.

Normally, the downloadable SCP scheme should be performed between the rights and key
management function and an SCP client function.

Figure 8-3 illustrates the key hierarchy with three layers for a downloadable SCP scheme: a pre-
shared key (PSK) layer, a master key (MK) layer, and a pairwise master key (PMK) layer. The pre-
shared key is aroot trust key for a secure download SCP service that is shared in advance between
the authentication server and the SM. If the authentication server is part of the AP, the pre-shared
key should be installed in both AP and SM. A master key is an interim key for deriving a pairwise
master key; it is bound to the session between AP and SM. The pairwise master key consists of an
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encrypting key, an MIC key, and a user root key. It is a collection of operational keys for
downloading an SCP client securely. The third part of PMK is used as a user root key (URK) for the
SCP function.

Pre-shared key (PSK)

Master key (MK) = TLS _PRF (PreMasterSecret,
"master secret” |[randoml |[random?)

Pairwise master key (PMK) = TLS_PRF (MasterKey,
"client EAPencryption” |[randoml |[random?2)

MIC key Encryption key (EK) User root key (URK)
for downloadable for downloadable for SCP
SCP (e.g., 128 bits) SCP(e.g., 128 bits) (e.g., 64, 128, 192 bits)

o o o

X.1193(11)_F8-3

Figure 8-3 Key hierarchy for a downloadable SCP scheme
8.3.2.3 Procedurefor a unicast-based downloadable SCP scheme

This clause describes the procedure for a unicast-based downloadable SCP scheme. Figure 8-4
shows the typical procedures for the unicast-based downloadable SCP scheme. It consists of
message exchanges for authentication and key exchange: a message for security module registration
to the authentication proxy, and a message exchange for securely downloading an SCP operating
code (or software) to the security module in the IPTV TD. The authentication server can be
operated by a service provider, or it could serve as the trusted third-party trustee described in
clause 8.3.3 (trust hierarchy model). When the authentication server is operated by the trusted third
party described in clause 8.3.3, the secure channel between the authentication server and the
authentication proxy should be established to distribute the PMK.

‘ Authentication server ‘ ‘ AP ‘ SM ‘
(S0 (PsK)
Q Authentication and key management exchange @

MK MK
Distribution of < SM regigtration to AP
PMK

Downloading a downloadable SCP client

E(EK, SCPclient code, HMAC)

X.1193(11)_F8-4

Figure 8-4 — Sequence for downloadable SCP
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Thefirst step is to authenticate the SM by the authentication server and the authentication server by
the SM and derive a master key for a downloadable SCP. The PMK can be derived from a master
key. The authentication and key exchange protocol can be distributed from the authentication server
to the AP where there is a centralized AAA server. If there is no authentication server, the AP can
act as authentication server; thus foregoing the need for distributing PMK. PMK consists of
encrypting key (EK), MIC key and, optionally, an SCP key. EK is used for encrypting an SCP
client, whereas the MIC key is used to verify the integrity of the SCP client.

8.3.24 Procedure of a multicast-based downloadable SCP scheme

This clause describes the procedure for a multicast-based downl oadable SCP scheme as follows:

1) When a service provider needs to update the SCP operating code in a TD, it first generates
the group key and broadcasts the SCP operating code encrypted with a group key that may
be derived by using the procedure described in Appendix I. In addition, the service provider
generates the licence that may contain the group key, together with the version number of
the SCP operating code.

2) Following a request by a service provider to update the SCP operating code, the TD first
stores a copy of the SCP operating code encrypted with the group key and initiates alicence
distribution procedure with the service provider, which is used by the TD to obtain the
group key asfollows:

i) The TD requests the service provider to initiate the authentication and key exchange
procedure described in Appendix | or Appendix Il to establish a secure session, which
is then used to transmit the licence to the IPTV TD.

ii) After mutual authentication of the TD and the service provider, the service provider
sends the licence through the secure session established in step 1.

3) IPTV TD uses the encryption key in the licence to recover the SCP operating code from the
encrypted SCP operating code. At the same time, the TD validates the message
authenticity/integrity of the SCP operating code by using the authenticity/integrity key in
the group key.

4) After checking the validity of the SCP operating code, the new SCP operating code is
installed to replace the previous SCP operating code in the IPTV TD.

8.3.3 Trust authority-based key management for the downloadable SCP scheme

8.3.3.1 Introduction

SCP client software upgrade allows the adaptation of IPTV TDs to the protection mechanisms used
by a specific service provider. Since service protection and content protection are pivotal elements
in the secure distribution of protected content, upgrading such part of the system needs to be
protected against malicious parties trying to attack the upgrade procedure.

This clause describes a key management scheme that enables "Secure upgrade (or download) of
service protection and content protection” software. The solution may be generalized to other types
of software.

The following points will be covered to specify a key management scheme for the " Secure upgrade
of service protection and content protection™:

. Stakeholder model.

. Trust hierarchy model.

. Use cases for the secure upgrade of SCP.
. Security architecture.
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The solution for the "secure upgrade of service protection and content protection software” will
have to cover different aspects to secure a trusted platform for firmware, service protection, content
protection or other software. These aspects are:

. Secure loading of software by IPTV TD: this enables secure boot time and runtime loading
of software to ensure a trusted environment for SP and/or CP or other software at all times.
. Secure upgrade of software on IPTV TD: this enables the secure upgrade of software to

ensure atrusted environment for SP and/or CP or other software

The key management scheme that enables the secure upgrade of service protection and content
protection software does not make any assumption on the type of stakeholder that is alowed to
Initiate such upgrades.

8.3.3.2 SCP client upgrade stakeholders
The following stakeholdersin an IPTV TD upgrade process have been identified:

IPTV TD custodian: An IPTV TD custodian would act as a trust authority for IPTV TDs. It
certifies all public device keys of compliant devices. With them, a service provider can verify that a
connected device is authorized to download a new SCP implementation. An IPTV provider, or a
chip (-set) provider, can obtain public-private key pairs from the custodian for use in the production
of certified implementations of the IPTV upgrade system. The security of this process shall be
under contractual agreements between the custodian and the IPTV TD provider.

Internet service provider custodian: An ISP custodian would act as a trust authority for 1SP
certification of al public device keys of trusted Internet service providers. With them, the IPTV TD
can verify that an Internet service provider is authentic and authorized to download new IPTV TD
software. Once connected to the Internet service provider, the IPTV TD obtains the Internet service
provider's public key with avalid certificate from the custodian, which it can prove.

IPTV service provider custodian: An IPTV service provider custodian would act as trust authority
for IPTV service providers and certify al public device keys of trusted IPTV service providers.
With them, the IPTV TD can verify that an IPTV service provider is authentic and authorized to
download anew IPTV TD implementation. Once connected to the IPTV service provider, the IPTV
TD obtains the IPTV service provider's public key with a valid certificate from that custodian and
has proof of such.

SCP custodian: An SCP custodian would act as trust authority for SCP providers and certify all
public keys used during SCP software upgrades for the validation of the software upgrade
signatures. The validation of the signed software download can be performed through the SP
provider or CP provider to be sure that the software download has been performed properly. An SP
provider or a CP provider will obtain the certified public keys needed for the validation of
IPTV TD.

Internet service provider: Asthe actual provider of the IP connectivity service that a user wants to
use, the Internet service provider can use a remote management interface with the connected IPTV
TD that it is entitled to manage, in order to upgrade the IPTV TD software or security credentials on
the IPTV TD side, so asto match the network side of the | P connectivity service offering.

IPTV service provider: As the actual provider of the IPTV service that a user wants to use, the
IPTV service provider can use a remote management interface with the connected IPTV TD that it
is entitled to manage, in order to upgrade the IPTV TD software or security credentials on the IPTV
TD side, so asto match the network side of the IPTV service offering.

SP provider: As the provider of the end-to-end service protection system that the service provider
uses, the SP provider could, for example, provide the actual SP software and upgrades to be loaded
by the IPTV TD to interoperate with the IPTV service provider's service offering.
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CP provider: Asthe provider of the end-to-end content protection system that the service provider
uses, the CP provider could, for example, provide the actual CP software and upgrades to be loaded
by the IPTV TD so asto interoperate with the IPTV service provider's service offering.

IPTV TD manufacturer: Fabricates the equipment that complies with the IPTV TD upgrade
mechanism.

Chip manufacturer: Fabricates the chip-set that complies with the IPTV TD upgrade mechanism.

User: Thisis the consumer of the service offered by the service provider. Normally, the user is not
aware of the upgrade mechanism; this should normally forego the need for any user interaction. The
only situation where user consent might be needed is the service provider handover case, where the
user needs to confirm that it is alright for a second service provider to be entitled to perform
software upgrades to alow IPTV TD to be used with this second service provider.

Figure 8-5 below shows the case where the IPTV TD upgrade is required for service protection and
content protection (SCP).

Device certificate and

: private keys and
(%?ggﬁ?y P custodian certificate > IPTV TD
trust provider) manufacturer
; ; e Production/factory configuration
Service provider certificate . . .
and custodian certificate l(devlce ID + private key + certificates)
and verification
i _ Secure hardware/
Service provider | Remote management device ID + private key
Ratany > < and device authentication
H and SPCP software | Software |oader |  User
authentication : Interaction
. SPCP systems P | |SPor CPexecution > User
SPCP certificat Y :
T oo |and SPCPCPE EeriEinzt
and custodian software + signature -
certificate Decryption
SpicP security processor “'DFTDV
> provider z?/g&x
X.1193(11)_F8-5
7| Actoristekeholder

Figure 8-5— SCP client upgrade stakeholders

Other concepts depicted in Figure 8-5:

Secure hardware with device ID and private key: Secure hardware implementation of the
software upgrade system in IPTV TD containing a tamper-proof, burned-in private key that is used
in the process, whereby a service provider verifies that thisis atrusted implementation.

Softwar e loader : Built-in bootstrap loader that loads the SP or CP system software and additional
decryption algorithms from the service provider at first start-up or during upgrade.

SP/CP execution container: SP/CP system software will be loaded into a secure hardware
execution environment.

Security processor: On-chip security processor that is implemented in combination with hardware
or software decryption algorithms.
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8.3.3.3 Trust hierarchy model
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Figure8-6 —IPTV TD secure upgradetrust hierarchy

8.3.3.3.1 IPTV trust authority

The IPTV trust authority is the root of trust that will ensure that only an authorized registration
operator can add new trust authorities for:

. Internet service provider.

. IPTV service provider.

. SP provider or CP provider.
. IPTV TD manufacturer.

. Chip manufacturer.

It will also allow the registration operator to be changed at any time by revoking and replacing the
certificate issued to the registration operator.

8.3.3.3.2 Registration operator trust authority

The role of the registration operator is the day-to-day addition and removal of Internet service
providers, IPTV service providers, SP providers, CP providers, IPTV TD manufacturers, and
chip-set manufacturer trust authorities by registering and deregistering them, and providing the
necessary credentials to communicate securely with IPTV TD and subscribers.

While the number of IPTV service providers and IPTV TD providers may be small, the number and
amount of change in common applications may eventually be very large; hence the importance of
isolating the higher trust authorities from the day-to-day operational role.

8.3.3.3.3 ISP trust authority

The service may be dependent on agreement with certain 1SPs to provide a minimum level of QoS
that requires a secure distribution of configuration parameters to IPTV TD and possibly IPTV
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service provider. This branch provides ISP and IPTV TD specific security credentials for this
configuration.

8.3.3.3.4 IPTV serviceprovider trust authority

Many aspects of end-to-end security are critically dependent on ensuring that the confidentiality and
integrity of the IPTV service providers, IPTV TD software, and applicationsis ensured:

. at each and every service invocation;
. during run time of IPTV TD software;
. before and after any remote upgrade to such software.

This branch provides IPTV service provider-specific security credentials to ensure confidentiality
and integrity.

8.3.3.35 SP/CP provider trust authority

Many aspects of end-to-end security are critically dependent on ensuring that the confidentiality and
integrity of the SP or CP software are ensured:

. at each and every service invocation;
. during run time of the SPCP software,
. before and after any remote upgrade to such software.

This branch provides SP- and CP-specific security credentials to ensure confidentiality and
integrity.
8.3.3.3.6 IPTV TD manufacturer trust authority

Many aspects of end-to-end security are critically dependent on ensuring that the integrity of the
IPTV TD isensured:

. at each and every boot;

. during run time of the IPTV TD operating system,

. during run time of IPTV TD-specific applications,

. before and after any remote upgrade to such software.

This branch provides IPTV TD-specific security credentias to ensure integrity, e.g., IPTV
TD-specific boot, kernel, and root file system access keys.

8.3.3.3.7 Chip manufacturer trust authority

Many aspects of end-to-end security are critically dependent on ensuring the integrity of the
processor chip or security chips. This branch provides chip manufacturer-specific security
credentials to ensure integrity, e.g., SOC-specific identities and access keys.

8.3.3.3.8 IPTV service provider-specific trusted platform software and apps
There will be applications that are specific to a particular IPTV service provider.
8.3.3.3.9 IPTV service provider'scommon applications

As well as IPTV service provider-specific trusted platform software and apps, there will be
applications that are common to all IPTV service providers but that need to be restricted to certain
IPTV service providers only. These would include standardized VoD applications, etc.
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8.3.34 Usecasesfor the secureupgrade of SCP

8.3.34.1 Genera

In the security architecture, one party is assumed to be entitled to upgrade the firmware; this party is
called the firmware owner. This party can be modified in a controlled manner if alowed by a
custodian or atrust provider.

In the security architecture, one party is assumed to be entitled to upgrade the SP software; this
party is called the SP owner. This party can be modified in a controlled manner if allowed by a
custodian or atrust provider.

In the security architecture, one party is assumed to be entitled to upgrade the CP software; this
party is called the CP owner. This party can be modified in a controlled manner if allowed by a
custodian or atrust provider.

The upgrade use cases will be described in terms of firmware owner, SP software owner, and CP
software owner since this abstraction allows a stakeholder-agnostic description, enabling the
upgrade use cases to be valid for different business scenarios. For example, there may be cases
wherein the service provider is the firmware owner, controlling the complete IPTV TD; in other
cases this responsibility is outsourced to a security provider (SP provider or CP provider) or IPTV
TD manufacturer. The same observation can be made for the SP software owner or CP software
owner. Sometimes, this is completely in the hands of the IPTV service provider; in other cases, the
responsibility is outsourced to a security provider.

8.3.3.4.2 User changes service provider

When a user changes to another IPTV service provider, the following steps may be needed before
the user can enjoy the services of the new IPTV service provider:

1) Upgrade of firmware in case the new service provider requires ownership and use of
dedicated firmware.

2) Upgrade of the SP software to adapt the IPTV TD to the SP system used by the IPTV
service provider.

3) Upgrade of the CP software to adapt the IPTV TD to the CP system used by the IPTV
service provider.

To alow the service provider to upgrade the firmware or provide the firmware to be downloaded by
the IPTV TD, the service provider needs to request ownership of the firmware. The security
solution clause implies that the service provider in this case first needs to provide a secondary
bootloader and a public key certificate key, both signed by atrust provider.

Therefore, upgrade of the firmware in case of change of service provider may consist of two steps:
1a) The service provider requests to be firmware owner.

1b) The service provider requests an upgrade of firmware.

The individual sub-steps 1a) and 1b) are described in further detail in clause 8.3.3.5.

To alow the service provider to upgrade the SP software or provide the SP software to be
downloaded by the IPTV TD, the service provider needs to request ownership of the SP software.
The security solution implies that the service provider in this case first needs to provide an SP
loader and a public key certificate key, both signed by the trust provider.

Therefore, upgrade of the firmware in case of change of service provider may consist of two steps:
2a) The service provider requests to be SP owner.
2b) The service provider requests for upgrade of SP software.

Rec. ITU-T X.1193 (10/2011) 23



If other stakeholders need to take control of the firmware or SP software, the steps taken are the
same.

Theindividual sub-steps 2a) and 2b) are described in further detail in clause 8.3.3.5.

To allow the service provider to upgrade the CP software or provide the CP software to be
downloaded by IPTV TD, the service provider needs to request ownership of the CP software. The
security solution implies that the service provider in this case first needs to provide a CP loader and
apublic key certificate key, both signed by the trust provider.

Therefore, upgrade of the firmware in case of change of service provider may consist of two steps:
3a) The service provider requests to be CP owner.
3b) The service provider requests upgrade of CP software.

If other stakeholders need to take control of the firmware or CP software, the steps taken are the
same.

The individual sub-steps 2a) and 2b) are described in further detail in clause 8.3.3.5.

8.3.3.4.3 Stakeholder X requeststo be firmware owner

The following steps will effectively change the firmware owner:
1) Stakeholder X's ACS initiates remote management connection with IPTV TD.

2) During connection establishment, mutual authentication is performed between the
requesting stakeholder X'sACSand IPTV TD.

3) Stakeholder X's ACS instructs the IPTV TD to download the secondary bootloader
package.

4) Before initiating such download, the IPTV TD asks the user if stakeholder X is allowed to
take over the IPTV TD.

5) If affirmative, the IPTV TD will perform the requested download of the secondary
bootloader package, which contains the secondary bootloader image, a public key of
stakeholder X, asignature from the trust provider, and a public key certificate.

6) Only when the secondary bootloader can be verified as authentic (see clause 8.3.3.5) isthe
secondary bootloader alowed to be installed into IPTV TD.

Only when step 6 is successfully completed does the new secondary bootloader allow the loading of
firmware images signed by stakeholder X.

8.3.3.4.4 Firmwareowner requests upgrade of firmware
The following steps will upgrade the firmware:
1) The firmware owner's ACS initiates remote management connection with IPTV TD.

2) During connection establishment, mutual authentication is performed between the
requesting firmware owner's ACSand IPTV TD.

3) The firmware owner's ACS instructs the IPTV TD to download the firmware.

4) The IPTV TD will perform the requested download of the secondary firmware package,
which contains the firmware image and a signature from the firmware owner.

5) Only when the firmware can be verified as authentic (see clause 8.3.3.5) is the firmware
allowed to beinstalled into the IPTV TD.

Only when step 5 is successfully completed will the new firmware be started by the TD on the next
reboot.
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8.3.3.4.5 Stakeholder Y requeststo be SP owner
The following steps will effectively change the SP owner:

1)
2)

3)
4)

5)

6)

Stakeholder Y's ACS initiates remote management connection with IPTV TD.

During connection establishment, mutual authentication is performed between the
requesting stakeholder Y'sACSand IPTV TD.
Stakeholder Y's ACSinstructs the IPTV TD to download the SP loader package.

Before initiating such download, the IPTV TD asks the user if stakeholder Y is allowed to
install modules for the consumption of IPTV.

If affirmative, the IPTV TD will perform the requested download of the secondary
bootloader package, which contains the SP loader image, a public key of Stakeholder Y, a
signature from the trust provider, and a public key certificate.

Only when the SP loader can be verified as authentic (see clause 8.3.3.5) is the secondary
bootloader allowed to beinstalled into IPTV TD.

Only when step 6 is successfully completed does the new SP loader allow the loading of SP images
signed by stakeholder Y.

8.3.3.4.6 SP software owner requests upgrade of SP software

The following steps will upgrade the SP software:

1)
2)

3)
4)

5)

The firmware owner's ACS initiates a remote management connection with the IPTV TD.

During connection establishment, mutual authentication is performed between the
requesting firmware owner's ACSand IPTV TD.

The firmware owner's ACS instructs the IPTV TD to download the SP software.

The IPTV TD will perform the requested download of the SP software package, which
contains the SP image and a signature from the SP owner.

Only when the SP software can be verified as authentic (see clause 8.3.3.5) is the firmware
allowed to beinstalled into IPTV TD.

Only when step 5 is successfully completed will the new SP software be started by the IPTV TD.

8.3.3.4.7 Stakeholder Y requeststo be CP owner
The following steps will effectively change the CP owner:

1)
2)

3)
4)

5)

6)

Stakeholder Y's ACS initiates remote management connection with IPTV TD.

During connection establishment, mutual authentication is performed between the
requesting stakeholder Y'sACSand IPTV TD.

Stakeholder Y's ACSinstructs the IPTV TD to download the CP loader package.

Before initiating such download, the IPTV TD asks the user if stakeholder Y is allowed to
install modules for the consumption of IPTV.

If affirmative, the IPTV TD will perform the requested download of the secondary
bootloader package, which contains the CP loader image, a public key of stakeholder Y, a
signature from the trust provider, and a public key certificate.

Only when the CP loader can be verified as authentic (see clause 8.3.3.5) is the secondary
bootloader allowed to beinstalled into the IPTV TD.

Only when step 6 is successfully completed does the new CP loader allow the loading of SP images
signed by Stakeholder Y.
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8.3.3.4.8 CP software owner requests upgrade of CP software

The following steps will upgrade the CP software:
1) The firmware owner's ACS initiates remote management connection with the IPTV TD.

2) During connection establishment, mutual authentication is performed between the
requesting firmware owner's ACSand IPTV TD.

3) The firmware owner's ACS instructs the IPTV TD to download the CP software.

4) The IPTV TD will perform the requested download of the CP software package, which
contains the CP image and a signature from the CP owner.

5) Only when the CP software can be verified as authentic (see clause 8.3.3.5) is the firmware
allowed to beinstalled into the IPTV TD.

Only when step 5 is successfully completed will the new CP software be started by IPTV TD.

8.3.35 SPand/or CP upgrade security architecture

To ensure that an SP or a CP client is authentic and secure, the TD needs to provide a trusted
environment. For this, all layers of the loaded software need to be verified for integrity and
authenticity. In a hardware-supported trusted environment, the guarantee is provided by the lowest
level (i.e., the hardware), and it will only load and start a trusted primary loader that in turn will
load the next level, and so on. If this chain cannot be broken by attackers, then the whole
environment provided by these layersis known and trusted for integrity and authenticity.

The following layers are foreseen for the SP and/or CP upgrade architecture: IPTV TD processor
chip (i.e., hardware), primary and secondary boot loader, and firmware. The primary boot loader is
used to load the secondary boot loader if it proves that it has integrity and authenticity. The
secondary loader is used to load the TD IPTV firmware if it proves that it has integrity and
authenticity. Since the only part of TD that isredly trusted is the processor chip and the hard-linked
primary bootloader (which cannot be changed after the production of the chip), thisis also the basis
for the load of the security systems, i.e., SP or CP loader. The SP or CP loader in turn loads the SP
or CP client(s) (if required and available) after proving the authenticity and integrity.

This multi-layered boot processis shown in Figure 8-7.

26 Rec. ITU-T X.1193 (10/2011)



|Sign.BL1| |Chip—ID |

Trusted
Trusted environment

environment for Processor Chip for SPCP
firmware upgrade client upgrade

LL oad after verification with key a

Only loaded if it
belongsto this I:I
device. Hard linkage Primary bootl oader (BL 1)
by TTPto chip-ID. — - — -
Cannot be replaced LL oad after verification with key a LL oad after verification with key a
| FW owner 1D | | PC owner ID |
Only loaded if g1 = o © Only loaded
signedby TTP | b | i || © | c | &9 if signedby TTP
Secondary bootloader (BL 2) Prot. client loader (PCL)
LL oad after verification with key b iL oad after verification with key ¢
i Only loaded if
Only loaded if -
signed by firmware (/? U? signed _by
(FW) owner protection
Firmware (FW) Protection client (PC) client owner
X.1193(11)_F8-7
Key pairs:

(a,A) isakey pair for a specific chipset family (a = public, A = private)

(b, B) isakey pair for a specific firmware owner (b = public, B = private)

(c,C)isakey pair for a protection client owner (c = public, C = private)

(z,Z) isakey pair uniquely for the trust provider to issue certificates (z = public, Z = private)

Signatures : Certificates:

SeL1 E(H(BL1|Chip-ID),A) C,=b+identities+ §,; § =E(H(b + identities), Z)
S E(H(BL2Jb),A) Cc=c +identities+ &; & = E(H(c + identities), Z)
Sy E(H(FW), B)

Skl E(H(PCL[c),A)

Se E(H(PC), ©)
Figure 8-7 — Multi-layered boot process

TD processor chip: The TD processor chip supporting the trusted environment for SP and/or CP
client software provides facilities that enable the loading of primary bootloader software with
known integrity and authenticity. Upon power-on or restart of the processor chip, the chip has the
responsibility to load and start the primary bootloader if, and only if, the image of the primary
bootloader in ROM can be proven to have integrity and authenticity. For this proof, the chip has a
burned-in public key a belonging to its chip series, a burned-in unique Chip-1D, and a burned-in
signature of the primary bootloader. The primary bootloader concatenated with a Chip-1D has been
signed with the private key A associated with the chip series. This private key isin possession of the
trust provider, which is the only one that can sign with this private key. The verification of a
primary boot loader image (BL1) is performed by creating a hash over BL1 concatenated with the
Chip-1D, decrypting the burning in signature Sg| 1 using public key a and comparing both results. If,
and only if, both results are identical, will the image be considered to have integrity and
authenticity, and only then can this image be loaded. The creation of a signature over a
concatenation of the primary bootloader image and the Chip-ID and burning of this signature into
the chip ensures that no other primary bootloader can ever be loaded by this device aside from the
origina one. This ensures that the first level of software loaded is aways known and trusted.
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In short, the following are the responsibilities of the processor chip:
- Background:

* E() is an encryption function that encrypts a bitstream provided in the first parameter
with the key provided in the second parameter.

* D() is adecryption function that decrypts a bitstream provided in the first parameter
with the key provided in the second parameter.

» H() isahash function that calculates a hash value over a string of bits.
- Assume:

* (aA) isakey par for a specific chipset family, where a is the public key stored in the
device and A isthe private key stored and known only to the trust provider.

e Sgii =E(H(BLL|ChipID), A).
— Precondition:

e Chip-1D, SgL1, and key a are embedded securely in the processor chip; the chip aso
contains the logic to perform D(), H(), and comparison of results.

- At start-up, load BL1 from ROM.
- Verify that H(BL1|Chip-1D) == D(SgL1,a).
- If the verification step is successful, then start BL1.

Advantages.

- The primary bootloader is guaranteed to aways be the bootloader that the chip
manufacturer has provided for this particular chip and that has been signed/certified by the
trust provider.

- There is no way that a hacker can modify/replace the primary bootloader for this processor
chip without breaking the TD that contains the processor chip.

Primary bootloader: When started by the processor chip, the primary bootloader has the

responsibility to:

- load or download the secondary bootloader image (BL2), public key b, and signature Sg, »
aswell as acertificate for public key b; start BL2 if and only if the certificate for public key
b is valid and the concatenation of image BL2 and key b can be proven to have integrity
and authenticity using public key a;

- load or download one or more protection client loader image(s) (PCL), public key ¢ and
signature Sec. as well as a certificate for public key c; start PCL if and only if the certificate
for public key c is valid and the concatenation of image PCL and key c can be proven to
have integrity and authenticity using public key a.

Signatures Sgi > and Seci. have both been signed with private key A by the trusted provider. This
private key is in the possession of the trust provider, which is the only one that can sign with this
private key.

The verification of image BL2 is performed by creating a hash over BL2 concatenated with public
key b, decrypting the loaded/downloaded signature Sg 2 using key a, and comparing both results. If,
and only if, both results are identical, will the image be considered to have integrity and
authenticity, and only then can this image be started by BL 1. The signature over a concatenation of
BL2 and public key b means that the trust provider states that the linkage of BL2 with the owner of
public key b is authentic. Certificate C, authenticates public key b as belonging to the identities
presented in the certificate. This ensures that the second level of software loaded can be attributed
to a specific stakeholder, i.e., the firmware owner that is known and authenticated by the trust
provider. Typically, thisisthe IPTV TD manufacturer or, in the case where the device is owned by
an IPTV service provider, the IPTV service provider.
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The verification of image PCL is performed by creating a hash over PCL concatenated with public
key c, decrypting the loaded/downloaded signature Sec; using key a, and comparing both results. If,
and only if, both results are the same, will the image be considered to have integrity and
authenticity, and only then can this image be started by BL 1. The signature over a concatenation of
PCL and public key ¢ means that the trust provider states that the linkage of PCL with the owner of
public key c is authentic. Certificate C; authenticates that public key ¢ belongs to the identities
presented in the certificate. This ensures that the second level of software loaded can be attributed
to a specific stakeholder i.e., the protection client owner (PCO) that is known and authenticated by
the trust provider. Typically, this is the IPTV service provider that is using the specific protection
client or, in the case where the IPTV service provider has outsourced this responsibility to a security
provider, the SP or CP provider.

Listing the responsibilities of the primary bootloader:
- Assume:

* (b,B) isakey pair for a specific firmware owner, where b is the public key delivered
with the secondary bootloader and B is the private key stored by and known only to the
firmware owner.

* (c, C)isakey par for a specific protection client owner, where c is the public key
delivered with the secondary bootloader and C is the private key stored by and known
only to the protection client owner.

* (z2) isakey pair unique to the trust provider for the issuance of public key certificates,
where z is the public key of the trust provider and Z is the private key stored by and
known only to the trust provider.

 SignatureSg 2 = E(H(BL2|b), A).
e Signature S = E(H(PCL|c), A).
» Certificate C, = b + identities + S;; Signature S, = E(Hash(b + identities),Z).
» Certificate C; = ¢ + identities + S;; Signature S; = E(Hash(c + identities),Z).
- Loading and verifying the secondary bootloader:
o At start, load or download BL2|b + Sg| 2 + C,,.
* Verify that H(BL2| b) == D(SgL2, @).
» Veify that b isavalid public key for a stakeholder by verifying that H(b + identities)
== D($,, 2).
» If the verification steps are successful, then start BL2.
- Loading and verifying a protection client loader:
o At start, load or download PCL|c + Spc. + C..
«  Verify that H(PCL| ¢) == D(Secy, a).
* Verify that cisavalid public key for a stakeholder by verifying that H(c + identities)
==D(&; 2).
» If the verification steps are successful, then start PCL.
Advantages:

- The secondary bootloader and the protection client loader(s) are guaranteed by the trust
provider having signed this linkage to be authentic and to belong to a particular stakeholder
with whom it is linked. Furthermore, the identity of this owner stakeholder is certified by
the trust provider for such identities.

- There is no way that a hacker can modify/replace the secondary bootloader for this chip
family with a secondary bootloader that has not been signed by the trust provider, as so
doing would make the TD dysfunctional.
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The secondary bootloader is used to load or download, verify, and start the firmware belonging to a
firmware owner. The secondary bootloader verifies that a firmware image (FW) has been signed by
the firmware owner (using private key B); FW will be started if and only if this verification is
successful. Keys B and b are owned by the firmware owner.

Listing the responsibilities of the secondary bootloader:
- Assume:
 SignatureSpw = E(H(FW), B).
- Loading and verifying the firmware:
» At start, load or download FW + Sqy.
* Verify that H(FW) == D(Sew, b).
» If the verification steps are successful, then start FW.
Advantages:

- The firmware is guaranteed to have integrity and authenticity as signed by the firmware
owner.

- There is no way that a hacker can modify/replace the firmware for this chip family with
firmware that has not been signed by the firmware owner as so doing would make the TD
dysfunctional.

- This set-up only allows the firmware owner to replace or upgrade the firmware. Typically,
thisis the IPTV TD manufacturer or, if the device is owned by an IPTV service provider,
the IPTV service provider.

The protection client loader is used to load or download, verify, and start the protection client
belonging to a protection client owner. The protection client loader verifies that a protection client
image (PC) has been signed by the protection client owner (using private key C). If, and only if, this
verification is successful, will the protection client be started. Keys C and ¢ are owned by the
protection client owner.

Listing the responsibilities of the secondary bootloader:
- Assume:
 SignatureSec = E(H(PC), C).
- Loading and verifying the firmware:
» Atstart, load or download PC + Spc.
* Veify that H(PC) == D(Sec, ©).
» If the verification steps are successful, then start PC.
Advantages:

- The protection client is guaranteed to have integrity and authenticity as signed by the
protection client owner.

- There is no way that a hacker can modify/replace the protection client for this chip family
with a protection client that has not been signed by the protection client owner; doing so
would make the TD dysfunctional.

- This set-up only allows the protection client owner to replace or upgrade the protection
client. Typicaly, thisisthe IPTV service provider that is using the specific protection client
or, if the IPTV service provider has outsourced this responsibility to a security provider, the
SP or CP provider.
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Appendix |

Multimedia Internet keying

(This appendix does not form an integral part of this Recommendation.)

.1 Overview of MIKEY

Multimedia Internet keying (MIKEY) is a key management scheme developed by IETF. It can be
applied to real-time applications such as IPTV. In particular, MIKEY is designed for Secure Real-
time Transport Protocol (SRTP) support. In addition, it is mainly intended for use by peer-to-peer,
simple one-to-many, and small-sized (interactive) groups.

MIKEY is atwo-way key exchange protocol that aims at sharing a master key and the security
policy for the encryption process.

Figure 1.1 presents an overview of the MIKEY key management procedure.

CSB key
transport / exchange

iTGK !

TEK ESecurity protocol
derivation | parameters (policies)

I

Data SA

|

Crypto session
(security protocol)

CSID—»

X.1193(11)_FI.1

Figurel.1l—Overview of MIKEY key management procedure

The procedure for setting up CSB (crypto session bundle) and creating TEK (traffic-encrypting key)
(and data SA) is the following:

. A set of security parameters and TGK (TEK generation key)(s) are agreed upon for the
crypto session bundle.
. TGKs are used to derive TEK for each crypto session.

TEK, together with the security protocol parameters, represents the data SA used as input to the
security protocol.
1.2 Protocol operation

There are three methods for key exchange: Pre-shared key, public key encryption, and
Diffie-Hellman key exchange.

The following notations are used to describe the operation of the three types of key exchange:
. HDR: MIKEY header

. T: Timestamp

. IDx: Identity of entity x

. RAND: Random/pseudo-random byte-string
. SP Security policy
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.21 Preshared key
This method uses the pre-shared key to derive key material for encryption (encr_key) and integrity

(auth_key).
Initiator Responder

I- MESSAGE = HDR, T, RAND, [IDi], [IDr], { SP}, KEMAC
R-MESSAGE = HDR, T, [ID1], V

A 4

X.1193(11)_FI.2

Figurel.2 —Pre-shared key

where KEMAC = E(encr_key, {TGK}) || MAC, MAC is a message authentication code covering
the entire MIKEY message using auth_key, and V(verification message) is MAC computed over
the Responder's entire message, the timestamp, and the two parties' identities using auth_key.

[.2.2  Public key encryption

Initiator Responder

I- MESSAGE = HDR, T, RAND, [IDi [CERTi], [IDr], { SF},
KEMAC, [CHASH], PKE, SIGNi

A 4

R-MESSAGE = HDR, T, [IDr], V

X.1193(11)_F1.3

Figurel.3—Public key encryption

where PKE = E(PKr, env_key), PKr is the responder's public key, KEMAC = E(encr_key, IDi ||
{TGK}) || MAC, and SIGNi isasignature covering the entire MIKEY message.
[.2.3 DiffieeHellman key exchange

This method creates a DH-key, which is used as TGK.

Initiator Responder

I- MESSAGE = HDR, T, RAND, [IDi [CERTI], [IDr], { SP}, DHi, SIGNi |

R-MESSAGE = HDR, T, [IDi|CERTY], IDi, DHr, DHi, SIGNr

X.1193(11)_F.4

Figurel.4 - DiffieeHellman key exchange
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Appendix [

Extensible authentication protocol
(This appendix does not form an integral part of this Recommendation.)

This appendix is intended merely to give potential EAPs for use in the key management scheme in
this Recommendation. EAPs do not refer to mandatory-to-use EAP. Mandatory-to-use key
management methods can be selected according to the authentication policy.

.1 EAP-AKA

The EAP-AKA [b-IETF RFC 4187] is an EAP method that uses the existing AKA (authentication
and key agreement) mechanism that was developed for authentication and key exchange in the 3G
cellular network. The AKA is used for mutual authentication and the session key derivation based
on the shared symmetric key, which can be used to protect the data session in the air interface in the
3G cellular networks. On the peer side, it runs in a subscriber identity module, which is either a
UMTS subscriber identity module (USIM) or a (removable) user identity module((R)UIM), similar
to a smart card. In the 3G context, an entity called HLR (home location register) acts as the
authentication server, an entity called VLR (visitor location register) acts as the authenticator, and a
mobile station (MS) acts as the peer, respectively.

Basically, EAP-AKA incorporates AKA into the EAP method to perform authentication and session
key derivation as well as optional identity privacy support and optional result indications including
an optional fast re-authentication procedure. In addition, the peer is assumed to have access to the
subscriber's USIM where the shared secret (K) is kept, and the actual AKA protocol is
implemented. The master key (MK) is computed from the IK (Integrity key) and CK (cipher key)
computed during the EAP-AKA method run. MK is used to compute the transient EAP session key
(TEKS), MSK, and EMSK.

1.2  EAP-PSK

EAP-PSK [b-IETF RFC 4764] is EAP based on the "pre-shared key." It provides mutual
authentication based on a 16-byte pre-shared secret between the peer and the EAP server. Mainly
designed to apply to a context with restricted computational resources especially for mobile
terminal in wireless networks, EAP-PSK uses only one primitive cryptographic algorithm, namely
the AES agorithm. There are two types of EAP-PSK methods: standard EAP-PSK method and
extended EAP-PSK method. The standard EAP-PSK method uses the protected channel to transmit
a protected result indication, whereas the extended EAP-PSK uses the protected tunnel to transmit
the arbitrary information in variable length. It is regarded as atypical challenge/response protocol in
that two parties exchange their nonces, their identities, and a proof of knowledge of the secret.
Authentication can be achieved by sending a MAC computed with the pre-shared key over the
nonces and identities exchanged in the previous conversation.

EAP-PSK is based on AKEP2 (authenticated key exchange protocol 2). The assumption is that two
parties should have shared two keys as a prerequisite: al and a2, where al is used for authentication
purposes, and a2 for session key derivation.

EAP-PSK supports mutual authentication, key derivation, and dictionary attack resistance, but not
identity protection, fast reconnect, and protected ciphersuite negotiation.
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1.3  EAP-TLS

First published in October 1999 as [b-IETF RFC 2716], which was replaced by [b-IETF RFC 5216]
in March 2008, EAP-TLS [b-IETF RFC 2716] is considered a mature, stable, and widely deployed
EAP method. It relies on transport layer security.

EAP-TLS uses a TLS handshake phase to authenticate the peer and the authentication server.
Although the TLS handshake protocol actually sets up a secure tunnel between the peer and the
authentication server, this tunnel is not used in the subsequent data session. Instead, as some keying
materials are sent to the authenticator, the peer and the authenticator use them to protect the
subsequent data session. In EAP-TLS, certificates are used to authenticate the EAP authentication
server to the peer and — optionally — to authenticate the peer to the authentication server. Therefore,
mutual authentication is enabled based on the ITU-T X.509 certificates, thereby protecting against
MITM attacks and use of a rogue network access server. It also generates the symmetric keying
material that can be used to protect the subsequent data session. After EAP-TLS is completed, the
authentication server and the peer are able to share the pre-master secret used to generate the master
secret (MS), which in turnis used to generate MSK, EM SK using the pseudo-random function.

EAP-TLS can be considered a secure EAP method; as such, it is now being deployed widely in
many applications. It supports fast reconnect since new security associations can be generated by
using the existing security association efficiently and fast. In sum, it supports most requirements,
except channel binding and identity protection. Since EAP-TLS uses certificates, it inherits all
certificate-related problems, e.g.,a problem from unencrypted certificates and a problem of
postponed verification of the certificate. The first problem arises when certificates are sent
unencrypted. As a result, the identity contained in the certificate is revealed to the attacker, who is
able to eavesdrop on the conversation. The second problem occurs when the peer is unable to verify
the signature or the certificate chain. Furthermore, the peer is unable to verify whether the
certificate of the authentication server has been revoked in the meantime. Therefore, there is no
other means of avoiding the problem aside from postponing verification.

1.4  EAP-FAST

EAP-FAST [b-IETF RFC 4851] is an alternative EAP. It was originally proposed to reduce the
workload of small wireless devices. FAST stands for "flexible authentication via secure tunnelling."
The primary design goals of EAP-FAST include mutual authentication, resistance to brute-force
dictionary attacks, immunity to the MITM attack, and large support for existing user database
containing credentials. In general, EAP-FAST uses the TLS handshake protocol to establish a
mutually authenticated tunnel between the peer and the authentication server. Unlike EAP-TTLS,
however, the secure tunnel can be established using either the public key similar to EAP-TLS or a
pre-shared symmetric key known as PAC (protected access credential). PAC can be considered a
security token provided to the peer by the server to establish a secure tunnel for future optimized
network authentication. EAP-FAST consists of two phases. In the first phase, the peer uses PAC to
establish the secure TLS tunnel. If the peer does not have the corresponding PAC, the server
requests the peer to initiate the full TLS handshake. Following this full TLS handshake, the peer
requests the server to issue the PAC that can be used to establish the TLS tunnel later. In the second
phase, EAP-TLS, such as authentication or legacy authentications, may be used to authenticate the
peer within the secure tunnel. PAC consists of three components. a shared secret, an opague
element, and other optional information. The shared secret is used to establish the secure tunnel.
The opague element is provided to the peer and presented to the server when the peer wishes to
obtain access to the network resource. The opague element may include PAC as well as the peer's
identity. The server uses a strong cryptographic algorithm to protect the opague element and to
recover the necessary information for the server to identify and authenticate the peer. "Other
information” may be contained to confirm the integrity of the PAC issuer.
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There are three kinds of authentication methods: certificate-based authentication that is used in
EAP-TLS, combined authentication that is used in EAP-TTLS, or PAC (protected access
credential)-based authentication. In certificate-based authentication, the peer and the authentication
server use the certificates to authenticate each other. In PAC-based authentication, the peer uses
PAC to establish a TLS tunnel. Therefore, EAP-FAST is considered an efficient EAP method that
combines the features of EAP-TLS and EAP-TTLS and adopts the idea of using EAP-TLS with the
pre-shared key. In short, EAP-FAST is a very flexible EAP method that is intended for the
constricted mobile device since it supports mutual authentication by using a pre-shared key.

1.5 EAP-IKEv2

EAP-IKEV2 [b-IETF RFC 5106] was adopted in February 2008. Based on the mechanisms and
payloads of IKEv2, this EAP method provides mutual authentication and session key establishment
between an EAP server and an EAP peer. In order to provide mutual authentication, it supports
various authentication techniques according to the types of credentials. asymmetric key pairs,
symmetric keys, and a combination of both. A different authentication credential may be used in
each direction. For instance, the EAP server authenticates itself using public key pairs, whereas the
peer does so using the symmetric key.

1.6 EAP-TTLS

EAP-TTLS is in RFC 5281 [b-IETF RFC 5281]. An EAP (Extensible Authentication Protocol)
method, EAP-TTLS is based on the TLS (Transport Layer Security) protocol. TTLS stands for
"Tunnel Transport Layer Security”. EAP-TTLS is considered an extension to EAP-TLS.
Authentication in EAP-TLS is typically mutual, i.e., the authentication server and the peer
authenticate each other. It uses the certificate to authenticate the authentication server and a simpler
authentication method to authenticate the peer. It consists of two phases: the TLS handshake phase
and the TLS tunnel phase. In the first phase, the authentication server is authenticated to the peer
using the ITU-T X.509 certificate of the server. After the first phase is completed, a secure tunnel is
established. In the second phase, all communications are protected by this secure channel. The
client is authenticated to the authentication server by using the legacy authentication methods, such
as clear-text password or challenge-response password, or a more advanced authentication
mechanism, such as token-based authentication. EAP-TTLS supports identity protection since an
attacker cannot see the user identity because the identity can be sent in the second phase.
Nonetheless, EAP-TTLS is known to be vulnerable to the man-in-the-middle (MITM) attack. The
tunnelled protocols require the session key derived from the first phase, which is used to provide a
secure tunnel. In a certain environment, a peer is allowed to skip the first phase and to proceed
directly to the second phase. In this case, an active MITM attack may occur if the attacker can
hijack a valid authentication session. Note, however, that a cryptographic binding scheme was
proposed to protect against the MITM attack in the tunnel-based EAP method. Therefore, EAP-
TTLS can be considered to be secure if cryptographic binding is applied. In addition, as of
December 2008, the IETF EMU (EAP methods update) working group has been developing the
Internet draft on the "requirements of tunnel-based EAP method".

.7 PEAP

As a proprietary protocol, PEAP (Protected Extensible Authentication Protocol) provides an
encrypted, authenticated tunnel using the TLS handshake protocol that encapsulates further
authentication mechanisms for the peer. It uses TLS to protect against rogue authenticators, protect
against various attacks on the confidentiality and integrity of the inner EAP method exchange, and
ensure EAP peer identity privacy. PEAP also provides support for chaining of multiple EAP
mechanisms, cryptographic binding between authentications performed by the inner EAP
mechanisms and the tunnel, exchange of arbitrary parameters, and fragmentation and reassembly. It
uses public key cryptography for the authentication and negotiation of the key that can be used to
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encrypt data. PEAP aso uses TLS for server authentication and encryption yet foregoes the need for
user certificates by using a second authentication protocol between the peer and the server, which is
protected by the TLS encryption. The basic principles of EAP-TTLS and PEAP is nearly identical.
The main difference between them is that PEAP can only use legacy authentication methods such as
| D/password-based authentication in the second phase, whereas EAP-TTLS can use either other

EAP methods or any legacy authentication method. However, as of December 2008, it is still in the
Internet draft phase of IETF.
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