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Recommendation ITU-T X.1152 

Secure end-to-end data communication techniques 
using trusted third party services 

 

 

 

Summary 
Recommendation ITU-T X.1152 defines basic interfaces, interactions and security considerations for 
secure end-to-end data communication using on-line trusted third party (TTP) services.  

This Recommendation also identifies online TTP services which can be used to support secure end-
to-end data communication between two entities. 

 

 

Source 
Recommendation ITU-T X.1152 was approved on 29 May 2008 by ITU-T Study Group 17 
(2005-2008) under Recommendation ITU-T A.8 procedure. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 
operating and tariff questions and issuing Recommendations on them with a view to standardizing 
telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 
these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T X.1152 

Secure end-to-end data communication techniques 
using trusted third party services 

1 Scope 
This Recommendation defines basic interfaces, interactions and security considerations of online 
trusted third party (TTP) services for secure end-to-end data communication. 

This Recommendation also identifies online TTP services which can be used to support secure end-
to-end data communication which is a connection-oriented communication between two entities 
with no eavesdropping, injection and modification of data, unauthorized access and repudiation.  

2 References 
The following ITU-T Recommendations and other references contain provisions which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the 
currently valid ITU-T Recommendations is published regularly. The reference to a document within 
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T X.800]  Recommendation ITU-T X.800 (1991), Security architecture for Open Systems 
Interconnection for CCITT applications. 

[ITU-T X.805]  Recommendation ITU-T X.805 (2003), Security architecture for systems 
providing end-to-end communications. 

[ITU-T X.842]  Recommendation ITU-T X.842 (2000) | ISO/IEC TR 14516:2002, Information 
technology – Security techniques – Guidelines for the use and management of 
trusted third party services. 

[ITU-T X.1121]  Recommendation ITU-T X.1121 (2004), Framework of security technologies 
for mobile end-to-end data communications. 

3 Definitions 

3.1 Terms defined elsewhere 
This Recommendation uses the following terms defined elsewhere: 

3.1.1 access control [ITU-T X.800]: The prevention of unauthorized use of a resource, including 
the prevention of use of a resource in an unauthorized manner. 

3.1.2 audit trail [ITU-T X.800]: Data collected and potentially used to facilitate a security audit. 

3.1.3 authentication [b-ITU-T X.811]: The provision of assurance of the claimed identity of an 
entity. 

3.1.4 authorization [ITU-T X.800]: The granting of rights, which includes the granting of access 
based on access rights. 

3.1.5 availability [ITU-T X.800]: The property of being accessible and useable upon demand by 
an authorized entity. 

3.1.6 certification service [b-ITU-T X.843]: The service of creating and assigning certificates 
performed by a CA. 
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3.1.7 confidentiality [ITU-T X.800]: The property that information is not made available or 
disclosed to unauthorized individuals, entities or processes.  

3.1.8 credentials [ITU-T X.800]: Data that is transferred to establish the claimed identity of an 
entity. 

3.1.9 directory service [b-ITU-T X.843]: A service to search and retrieve information from a 
catalogue of well defined objects, which may contain information about certificates, telephone 
numbers, access conditions, addresses, etc. An example is provided by a directory service 
conforming to Rec. ITU-T X.500. 

3.1.10 eavesdropping [ITU-T X.1121]: Anonymous attackers can actively intercept transmitted 
data, causing a leakage of data. 

3.1.11 electronic digital archiving service [ITU-T X.842]: The electronic digital archiving 
service is a service provided by a document recorder, at which electronic documents are registered 
for safekeeping and for retention as a permanent record. The archiving of electronic documents in 
encrypted form may be required in some instances, especially where the data is highly sensitive and 
requires extra protection. 

3.1.12 electronic notary public service [ITU-T X.842]: Notary public services are high level 
services that make use of a number of basic services such as time stamping, certification, directory 
service, digital archiving and non-repudiation. In principle a document will be given to the TTP, 
and the TTP attests or certifies this document by use of digital signatures or some other means. Part 
of this service may be a directory service, where the information, such as formerly certified 
documents, may be retrieved from a database or directory. 

3.1.13 injection and modification of data [ITU-T X.1121]: This occurs when an unauthorized 
entity inserts, changes or deletes information transmitted between a mobile terminal and an 
application server. The unauthorized entity could be a person, a program, or a computer. 

3.1.14 integrity [ITU-T X.800]: The property that data has not been altered or destroyed in an 
unauthorized manner. 

3.1.15 key distribution service [ITU-T X.842]: The purpose of a key distribution service is to 
distribute keys securely to authorized entities. Depending on the TTP's security policy, keys may 
have to be forwarded to other TTP services, e.g. a directory service. These services could be 
provided by the same or another TTP. 

3.1.16 key generation service [ITU-T X.842]: This service is invoked to generate keys in a secure 
way for a particular cryptographic algorithm. 

3.1.17 key management [ITU-T X.800]: The generation, storage, distribution, deletion, archiving 
and application of keys in accordance with a security policy. 

3.1.18 on-line TTP service [ITU-T X.842]: The TTP is involved in all first time secure exchanges 
between the entities. However, the TTP is not required for follow-up exchanges and is not 
positioned in the communication path between the entities. 

3.1.19 repudiation [ITU-T X.1121]: This attack occurs when a sender or receiver denies the fact 
of having transmitted or received a message, respectively. 

3.1.20 security association [b-ITU-T X.803]: A relationship between two or more entities for 
which there exist attributes (state information and rules) to govern the provision of security services 
involving those entities. 

3.1.21 security domain [b-ITU-T X.803]: A set of elements, a security policy, a security authority 
and a set of security relevant activities in which the set of elements are subject to the security 
policy, administered by the security authority, for the specified activities. 
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3.1.22 security policy [ITU-T X.800]: The set of criteria for the provision of security services (see 
also identity-based and rule-based security policy). 

3.1.23 time stamping service [ITU-T X.842]: The time stamping service seals a digital document 
by cryptographically binding a trusted time to it (typically to a hash representation of it called 
"message digest" or "message imprint"), thus providing a means to detect any modification, such as 
backdating and avoid replay attacks or other forgeries. 

3.1.24 trusted third party [b-ITU-T X.810]: The trusted third party is an organisation or its agent 
that provides one or more security services, and is trusted by other entities with respect to activities 
related to these security services. 

3.1.25 unauthorized access [ITU-T X.1121]: This threat occurs when an illegal entity gains 
access to an application server by masquerading as a real mobile user. 

3.2 Terms defined in this Recommendation 
This Recommendation defines the following terms: 

3.2.1 certified credential: Certified credential is the credential that is authorized by TTP. 

3.2.2 control path: Control path is the route between one entity and TTP to control the secure 
data communication path.  

3.2.3 credential mapping service: Credential mapping service is a TTP service that translates an 
entity's credential for one security domain to the entity's credential for another security domain. 

3.2.4 location service: Location service is a TTP service that provides information with regard to 
the current location of an entity on the network. 

3.2.5 peer entity: The peer entity is the entity with which an entity performs secure end-to-end 
data communication. 

3.2.6 policy determination service: The policy determination service is a TTP service that 
determines security protocols and/or algorithms that are used for data confidentiality and/or data 
integrity in data transmission phase. 

3.2.7 presence service: Presence service is a TTP service that provides availability information 
of an entity.  

3.2.8 secure data communication path: Secure data communication path is the route between 
two entities to exchange application data between two entities with no eavesdropping, injection and 
modification of data, unauthorized access and repudiation.  

3.2.9 translated credential: Translated credential is a kind of certified credential that belongs to 
a security domain and is translated from another credential, which belongs to another security 
domain, by credential mapping service.  

4 Abbreviations and acronyms 
This Recommendation uses the following abbreviations and acronyms: 

App Application 

CA Certification Authority 

IP Internet Protocol 

MAC Message Authentication Code 

SA Security Association 

SCS Secure Communication Service 
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TLS Transport Layer Security 

TTP Trusted Third Party 

URI Uniform Resource Identifier 

VPN Virtual Private Network 

5 Convention 
None. 

6 TTP services for secure end-to-end data communication 
There are various security requirements for data communication as described in [ITU-T X.800], 
[ITU-T X.805], [ITU-T X.1121] and other security related ITU-T Recommendations. In addition, 
there are many kinds of security mechanisms/protocols to satisfy these security requirements. 

Nowadays, security is an essential and important function for data communication. Basically, each 
communication layer shall implement necessary security functions. Many designers have designed 
many secure communication protocols. However, it is inefficient and difficult for all applications to 
implement all security functions.  

Therefore, it is very useful that the network or a trusted third entity on the network (hereafter 
referred to as "TTP") perform essential (or minimal) security functions on behalf of applications. 
Although [ITU-T X.842] defines major security services provided by TTP, there is no concrete 
description as to which TTP services should be used or how to be used when applications perform 
secure communication. 

The purpose of this Recommendation is to define basic interfaces and interactions with online TTP 
services used for secure end-to-end data communication which is a connection-oriented 
communication between two entities with no eavesdropping, injection and modification of data, 
unauthorized access and repudiation. Moreover, this Recommendation also aims to define online 
TTP services to support the secure end-to-end data communication between two entities.  
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7 System model 
Figure 1 is the system model defined in this Recommendation.  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 – Secure end-to-end data communication based on online TTP services 

Figure 1 shows a TTP (online TTP), which provides some security services, and two entities. Each 
entity has an application and a secure communication service (SCS), which holds a control path 
with the TTP and a secure data communication path with the peer entity's SCS to provide secure 
end-to-end data communication to the application. 

It is noted that these two entities play different roles in this connection-oriented communication: 
one entity is the requester of secure end-to-end data communication, and another entity is the 
responder to secure end-to-end data communication. Hereafter, the requester entity is described as 
"Requester" and the responder entity is described as "Responder". 

8 Processes of a secure end-to-end data communication 
It is important to identify what security functions are performed during secure end-to-end data 
communication to define what and how TTP services are used for secure end-to-end data 
communication.  

This clause breaks the secure end-to-end data communication between two entities down into three 
phases: establishment, data transmission and termination, and describes which security functions 
are performed during each phase. 
NOTE – Certain secure communication might not perform all of processes described below. 

8.1 Establishment phase 
Establishment phase of secure end-to-end data communication is the phase to set up a secure data 
communication path to transmit application data between two entities. 

Entity  
(Requester) 

TTP 

(online TTP) 

Entity  
(Responder) 

Application Application 
Control path Control path 

Secure 
communication 

service 
(SCS) 

Secure 
communication 

service 
(SCS) 

Secure data communication path 
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Establishment phase (almost sequentially) consists of the following processes: 
– Identification process 
– Authentication process 
– Authorization and access control process 
– Policy determination and distribution process 

8.1.1 Identification process 
The identification process is a process to identify the peer communication entity for later processes 
(authentication, authorization, etc.). In this process, the entities exchange their credentials. In some 
cases, the entities exchange their "certified" credentials, which are credentials authorized by the 
TTP, to identify the peer entity. Public key certificate is one example of certified credentials. 

This process may also contain a process retrieving current location of the peer entity or a process 
checking the availability of the peer entity.  

8.1.2 Authentication process 
The authentication process is a process to verify whether or not the peer entity is the legal owner of 
the credential retrieved in the identification process. In this process, the entities exchange 
authentication information, such as digital signature or password. 

For example, when public key certificate is used as credential, one entity verifies the digital 
signature made by a private key corresponding to a public key contained in the communication peer 
entity's public key certificate. Also, the entity discovers the certification path from its trust anchor to 
the peer entity, and checks the validity of all certificates containing the constructed certification 
path. 

8.1.3 Authorization and access control process 
The authorization and access control process is a process to examine that both entities have enough 
privilege to communicate with each other and to control the secure data communication path 
establishment. In this process, the entities may exchange authorization information. 

In some cases, the entities exchange their attribute certificates and check whether the 
communication peer entity's attribute meets access conditions (for example, the user of the peer 
entity must be over 13 years old to receive PG13 contents delivered). 

8.1.4 Policy determination and distribution process 
The policy determination and distribution process is a process for two entities to determine and 
share security associations for data transmission phase. To prevent eavesdropping, injection and 
modification of data, unauthorized access and repudiation, the security association might contain 
security protocol and security settings of the protocol, which could be encryption algorithm, 
message authentication algorithm, and session keys for these algorithms, etc., for example. 

8.2 Data transmission phase 
Data transmission phase of secure end-to-end data communication is the phase to transmit 
application data in which the security associations shared during establishment phase are enforced. 

To prevent eavesdropping, injection and modification of data, unauthorized access and repudiation, 
the following security functions are performed concurrently during data transmission phase: 
– Data confidentiality process 
– Data integrity process 
– Audit trail process 
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8.2.1 Data confidentiality process 
Data confidentiality process is a process to transmit application data with confidentiality.  

In many cases, the sender encrypts application data with a session key that is a shared secret during 
the policy determination and distribution process, and the receiver decrypts application data with 
the same shared secret.  

The data encryption with shared secret prohibits not only eavesdropping but also unauthorized 
access because the peer entity who does not have the shared secret cannot communicate with the 
entity. 

8.2.2 Data integrity process 
Data integrity process is a process to transmit application data with integrity.  

In many cases, message authentication code (MAC) or digital signature is used for this purpose.  

For example, when MAC is used, the sender generates a MAC from application data and a session 
key that is a shared secret during the policy determination and distribution process, and sends the 
application data with the generated MAC. The receiver verifies the received MAC (i.e., the receiver 
generates a MAC from the received application data and compares it with the received MAC). 

Data integrity process prohibits the injection and modification of data. 

8.2.3 Audit trail process 
Audit trail process is a process to generate a collection of data for secure audit to prohibit 
repudiation. 

8.3 Termination phase 
Termination phase of secure end-to-end data communication is the phase to delete the secure data 
communication path set-up during the establishment phase. 

9 Online TTP services to support secure end-to-end data communication 
This clause describes which TTP functions are used for each of the processes described above.  

9.1 TTP services for establishment phase 

9.1.1 TTP services for identification process 
In the identification process, one entity should interpret the credential retrieved from the peer entity. 
In the case that two entities belong to different security domains, the peer entity's credential has to 
be translated to the form which can be interpreted via the credential mapping service.  

There are two types of credential mapping services: for the entity or for the peer entity. 

 

Figure 2 – Online credential mapping service for the entity 
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Figure 3 – Online credential mapping service for the peer entity  

In Figure 3 above, "translated credential" is a kind of certified credentials. Therefore, other TTP 
services, such as certificate management service and directory service, can be used to issue and 
retrieve certified credentials which contain certificates.  

In addition, the entity, who tries to have a secure communication with the peer entity, may use the 
TTP service that manages current location of the peer entity (location service) to retrieve the current 
location of the peer entity or the TTP service that manages presence of the peer entity (presence 
service) to check the availability of the peer entity. 

9.1.2 TTP services for authentication process 
In the authentication process, the authentication service can be used to verify the peer entity's 
credential on behalf of the entity. This service can also be used to verify the validity of the peer 
entity's credential if the credential is a certified credential.  

The authentication service can be achieved as online TTP service.  

9.1.3 TTP services for process of authorization and access control 
In the authorization and access control process, directory service can be used to manage and provide 
one entity's access conditions and/or the communication peer entity's privileges. The entity retrieves 
this information from the directory service and makes access decision.  

Access control service can be used for access decision on behalf of the entity. 

9.1.4 TTP services for process of policy determination and distribution 
In the policy determination and distribution process, key management service, especially key 
generation service and key distribution service, can be used to share the session key.  

Other TTP services, such as policy determination service, can be used to determine the security 
association (security protocols and algorithms for data confidentiality and/or data integrity) in the 
data transmission phase. 

9.2 TTP services for data transmission phase 

9.2.1 TTP services for data confidentiality process 
There are no online TTP services for the data confidentiality process. 

9.2.2 TTP services for data integrity process 
There are no online TTP services for the data integrity process. 

9.2.3 TTP services for audit trail process 
For the audit trail process, time stamping service, non-repudiation service and/or electronic notary 
public service (especially, evidence generation service and/or evidence storage service) can be used. 
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9.3 TTP services for termination phase 
To avoid reply attack or unexpected information leakage, reuse of the same security associations 
should not be allowed. Therefore, key management services might be used to destroy the security 
associations used in the communication and to ensure no reuse of the same security associations. 

To make audit trails, electronic notary public service (especially, evidence generation service and/or 
evidence storage service) may be used. 

9.4 Possibilities of online TTP services to support secure end-to-end data communication 
Table 1 shows a summary of the TTP services that can be used in each process of secure end-to-end 
data communication.  

Table 1 – Possibilities of using online TTP services in  
secure end-to-end data communication 

Processes of secure communication Possible online TTP services 

Identification Certificate management service, Directory service, Credential 
mapping service, Location service, Presence service 

Authentication Authentication service 
Authorization and 
access control Directory service, Access control service 

Establishment 

Policy determination 
and distribution 

Key management service (Key generation service, Key 
distribution service), Policy determination service 

Data confidentiality None 
Data integrity None 

Data 
transmission 

Audit trail Time stamping service, Non-repudiation service, Electronic 
notary public service, Electronic digital archiving service 

Termination Key management service, Electronic notary public service 

9.5 Integration of TTP services 

As mentioned above, there are many possible TTP services for secure end-to-end data 
communication. In order to use many TTP services, the entities have to access each TTP service, 
interact with each TTP service to establish a secure communication session, and manage the state of 
the secure communication session one by one.  

 

 

 

 

 

 

 

 

 

 

Figure 4 – Example of accessing each TTP service one by one 

  Credential 
mapping   Authentication   Access Control   Key Management 

Entity Entity Secure data communication path 
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To reduce cost, it is useful to introduce a service that integrates multiple TTP services and manages 
the states of these secure end-to-end data communications called "secure session control service". 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5 – Example of secure session control service 

For example, the secure session control service may integrate TTP services related to the 
establishment phase (e.g., credential mapping service, authentication service, access control service, 
key management service, location service and presence service), unifies all accesses from entities, 
transforms request/response messages from one TTP service to another, and manages the states of 
these secure end-to-end data communications between entities. 

10 Basic interfaces for secure end-to-end data communication based on online TTP 
This clause describes the basic interfaces for the secure end-to-end data communication in Figure 1. 
There are three types of interfaces between components: Requester-TTP interface, Responder-TTP 
interface and Requester-Responder interface. In addition, there are three types of internal interfaces 
within component: TTP internal interface, Requester internal interface and Responder internal 
interface. 

Entity Entity Secure data communication path 

Control path 

Credential 
Mapping 

Authentication Access Control Key 
Management 

Location Presence 

Secure Session 
Control 
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Figure 6 – Basic interfaces for the secure end-to-end data  
communication based on online TTP 

10.1 Requester-TTP interface 
Requester-TTP interface is the interface between the Requester and TTP where TTP authenticates 
the Requester and the Requester requests for TTP to control the secure data communication path 
between the Requester and the Responder, and to make audit trails of data transmission.  

10.2 Responder-TTP interface 
Responder-TTP interface is the interface between the Responder and TTP where TTP authenticates 
the Responder and sends the Responder the Requester's request to control the secure data 
communication path, and the Responder requests for TTP to make audit trails of data transmission.  

10.3 Requester-Responder interface 
Requester-Responder interface is the interface between the Requester and the Responder, where the 
Requester and the Responder exchange protected application data through the secure data 
communication path that was set up by TTP.  

10.4 TTP internal interface 
TTP internal interface is the interface within TTP where one TTP service communicates with other 
TTP services to handle messages from the Requester or the Responder.  

Example: 
– the interface for authentication service to resolve credential of one entity to handle 

authentication request message; 
– the interface for access control service to retrieve an entity's attribute from presence service 

to handle establishment request message. 
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10.5 Requester internal interface 
Requester internal interface is the interface between the application and the secure communication 
service in the Requester, where the application sends/receives application data to/from the 
application on the Responder. 

In addition, some applications might request secure communication service to control the secure 
end-to-end data communication path with the Responder and to make audit trails of data 
transmission. 

10.6 Responder internal interface 
Responder internal interface is the interface between the application and the secure communication 
service in the Responder, where the application sends/receives application data to/from the 
application on the Requester.  

11 Basic interactions for secure end-to-end data communication based on online TTP 
This clause describes basic interactions for secure end-to-end data communication in Figure 1 along 
the following scenario: 
i) Establishment of control path 
 At the beginning, the Requester and the Responder each establishes a control path with 

TTP respectively. 
 During the establishment of control path, TTP performs the identification process and the 

authentication process on behalf of both entities. 
ii) Establishment of secure data communication path 
 After establishment of the control path, the Requester starts to establish a secure data 

communication path with the Responder. 
 During the establishment of secure data communication path, TTP performs the 

authorization and access control process and the policy determination and distribution 
process on behalf of both entities. 

iii) Secure data transmission 
 Once the secure data communication path between the Requester and the Responder is 

established, data (application data) is transmitted (exchanged) via the secure data 
communication path between the Requester and the Responder. 

 During the secure data transmission, the Requester and the Responder perform the data 
confidentiality process and the data integrity process. 

iv) Audit trail creation 
 During the secure data transmission, the Requester or the Responder may request TTP to 

create audit trails of data transmission. 
 During the audit trail creation, TTP performs the audit trail process on behalf of both 

entities. 
v) Termination of secure data communication path 
 After data transmission is finished, the Requester (or the Responder) starts to terminate the 

secure data communication path between the Requester and the Responder. 
 During the termination of secure data communication path, the Requester and the 

Responder perform the termination phase. 
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vi) Termination of control path 
 After all data transmission is finished, the Requester and the Responder each terminates its 

control path with TTP respectively. 

Because i) and vi) are entity level granularity processes, i) and vi) are performed only once. 
However, because ii), and v) are communication level granularity processes, ii) and v) may be 
performed several times if the Requester communicates with the Responder several times in the 
scenario above. 

11.1 Preconditions 
Before describing basic interactions, the preconditions for secure end-to-end data communication 
based on online TTP are described in this clause. 

11.1.1 Preconditions for identification 
In the case that various applications with different credential structures run on a SCS, credential 
mapping is required for the identification process. Therefore, TTP will maintain relations between 
one credential in one security domain and another credential in another security domain. 

11.1.2 Preconditions for authentication 
For the authentication process, both entities are certified by TTP or an external certification service. 
In the case that both entities are certified by TTP, each entity retrieves and stores its own TTP 
certificate.  

In the case that external certification service is used, both entities and TTP trust the external 
certification service that certifies the entities. For example, in the case of using PKI in the external 
certification service, a certain CA may certify each entity (or user of entity) and TTP, and will issue 
a certificate for them. In addition, each entity retrieves and stores its own CA certificate, and TTP 
retrieves and stores its own CA certificate as well. 

11.1.3 Preconditions for authorization 
For authorization, access control service may maintain a set of attributes and access policies of each 
entity. 

11.1.4 Preconditions for policy determination 
For policy determination, key management service may maintain a set of policies for secure end-to-
end data communication, according to available protocols and/or algorithms of each entity.  

11.2 Establishment of control path 

To establish the control path between one entity and TTP, the following interactions are performed.  
1) SCS of one entity sends authentication request to TTP. 
2) TTP identifies the credential of the entity from an authentication request. 
3) If TTP can identify the entity, TTP authenticates the entity. Otherwise, TTP returns error as 

an authentication response. 
4) If TTP can authenticate the entity, TTP registers security policies that are included in the 

authentication request. Otherwise, TTP returns error as an authentication response. 
5) TTP returns an authentication response message to the SCS of the entity. 
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Figure 7 – Establishment of control path between entity and TTP 

11.3 Establishment of secure data communication path 
After the establishment of the control path between the Requester and TTP and the control path 
between the Responder and TTP, the Requester can request to establish secure data communication 
path between the Requester and the Responder as follows.  
1) SCS of the Requester sends a discovery request to TTP to resolve the location of the 

application of the Responder.  
 NOTE – The location of the application could be URI, IP address, etc. 
2) TTP resolves the location and returns it as a discovery response.  
3) If SCS of the Requester can retrieve the location, SCS creates an open request and sends it 

to TTP.  
4) TTP performs authorization decision based on the credentials that are included in the open 

request.  
5) If authorization decision is successful, TTP determines the security associations for data 

transmission phase. Otherwise, TTP returns error as an open response.  
6) TTP sends the open request and security association for data transmission phase to SCS of 

the Responder.  
7) SCS of the Responder checks if the open request and security association for data 

transmission phase are acceptable.  
8) If they are acceptable, SCS of the Responder stores security association and returns an open 

response. Otherwise, SCS of the Responder returns error as open response.  
9) TTP checks if the open response is an error message or not.  
10) If it is not an error message, TTP sends the open response and security association for data 

transmission phase to SCS of the Requester. Otherwise, TTP sends the open response to 
SCS of the Requester.  

11) SCS of the Requester checks if the open response is an error message or not. 
12) If it is not an error message, SCS of the Requester stores security association for data 

transmission phase.  

 Authentication 

 Identification 

Authentication Response 

Authentication Request 

App SCS 
TTP Entity 

 Register Security Policies 
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Figure 8 – Establishment of secure data communication path  
between Responder and Requester 

11.4 Secure data transmission 

After the establishment of the secure data communication path between entities, one entity can send 
application data to the peer entity as follows.  
1) Application asks that SCS sends application data to the peer entity.  
2) SCS enforces the security associations to application data and retrieves the protected 

application data. 
3) SCS sends the protected application data to the peer entity via the secure data 

communication path.  

Open Response

Security Association 

Open Response 

Authorization 

Policy Determination 

Open Request 

Security Association 

Open Request 

Set SA 

Set SA 

Discovery Request 

Location 
Discovery Response 

App SCS SCS App 
TTP 

Requester Responder 
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Figure 9 – Secure data transmission between entities (sending data) 

In addition, one entity can receive protected application data from the peer entity as follows.  
1) SCS receives the protected application data from the peer entity via the secure data 

communication path.  
2) SCS checks if there are available security associations to enforce to the protected 

application data.  
3) If security association exists, SCS enforces the security association to the protected 

application data and retrieves the application data. Otherwise, SCS drops the protected 
application data off.  

4) If SCS can retrieve the application data successfully, SCS sends the application data to the 
application. Otherwise, SCS drops the protected application data off. 

 

Figure 10 – Secure data transmission between entities (receiving data) 

11.5 Audit trail creation 
During the secure data transmission, SCS can request TTP to make audit trails as follows.  
1) When SCS receives application data from application (or receives protected application 

data from the peer entity), SCS sends an audit request to TTP. 
2) When TTP receives the audit request from an entity, TTP creates or updates audit trails 

according to the audit request. 
3) After sending the audit request to TTP, SCS sends application data (protected application 

data) to the peer entity (the application). 

Protected Application Data 

Application 
Data 

App SCS 

  Enforce SA 

Entity 
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Figure 11 – Creation of audit trails (sending data) 

 

Figure 12 – Creation of audit trails (received data) 

NOTE – Some applications might request SCS to send audit request to TTP when the application 
sends/receives application data to/from the peer entity. 

11.6 Termination of secure data communication path 
After the data transmission is finished, the secure data communication path is terminated as follows: 
1) SCS of the Requester sends a close request to TTP.  
2) When TTP receives the close request from the Requester, TTP sends a close request to the 

Responder. 
3) When SCS of the Responder receives the close request from TTP, it deletes the security 

associations and returns a close response to TTP.  
4) When TTP receives the close response from the Responder, TTP performs the termination 

process of the secure data communication path and sends a close response to the Requester. 
5) When SCS of the Requester receives the close response, it deletes the security associations. 
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Figure 13 – Termination of the secure data communication path between  
Responder and Responder 

11.7 Termination of control path 
To terminate the control path, the following interactions are performed.  
1) SCS of an entity sends a termination request to TTP. 
2) When TTP receives the termination request from an entity, TTP deletes security policies of 

the entity, which are stored in the establishment of control path process, and returns a 
termination response to the entity. 

3) When SCS of the entity receives the termination response from TTP, SCS of the entity 
terminates the control path with TTP. 

 

 

 

 

 

 

 

 

Figure 14 – Termination of control path between entity and TTP 
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12 Security considerations 
To make secure end-to-end data communication between entities using TTP services, TTP is 
requested to be managed and operated as specified in [ITU-T X.842]. 

In addition, there are the following security considerations. 

12.1 Requester-TTP interface 
The communication between the Requester and TTP should be free from eavesdropping, injection 
and modification of data.  

And the Requester should authenticate TTP to prevent from masquerading TTP. 

12.2 Responder-TTP interface 
The communication between the Responder and TTP should be free from eavesdropping, injection 
and modification of data.  

And the Responder should authenticate TTP to prevent from masquerading TTP. 

12.3 Establishment of the secure data communication path between entities 
The security level of authentication performed by TTP should satisfy the security level of the secure 
data communication path between the Requester and the Responder. For example, when TTP 
authenticates the Requester by password authentication and the Responder requires certificate-based 
authentication, TTP should refuse the communication request from the Requester to the Responder. 

12.4 Stored data in the entity 
Entities have to store secret information for authentication (e.g., private key of the entity) and 
information to authenticate TTP (e.g., X.509 certificate of TTP, CA certificate of TTP or CA 
certificate of the entity as trust anchor). Because their leakage allows vipers to masquerade as an 
entity or TTP, entities should store them in the entity to protect them from unauthorized access.  

12.5 Stored data in the TTP 
TTP also has to store secret information for authentication (e.g., private key of TTP) and 
information to authenticate the user (e.g., CA certificate of TTP or CA certificate of an entity as 
trust anchor). Because their leakage allows vipers to masquerade as an entity or TTP, TTP should 
store them in TTP to protect them from unauthorized access.  

In addition, TTP may hold privacy sensitive information as a part of entities' attributes. To avoid 
invasion of privacy, TTP should protect this information from unauthorized access and should 
verify the correctness of their information whenever TTP registers and updates this information. 
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Annex A 
 

Re-establishment 
(This annex forms an integral part of this Recommendation) 

A.1 Re-establishment process of a secure end-to-end data communication 
There is another process of secure end-to-end data communication, "Re-establishment". Re-
establishment is a process to avoid compromising key information of existing secure data 
communication path. The re-establishment phase consists of re-authentication of the peer entity and 
renew of the key information. 

A.2 TTP services for re-establishment process 
In many cases, whole or part of the establishment process is performed in the re-establishment 
process. Therefore, TTP services that can be used for establishment processes can also be used. 

Table A.1 – Possibilities of using online TTP services for re-establishment process 

Processes of secure communication Possible online TTP services 

Identification Certificate management service, Directory service, Credential 
mapping service, Location service, Presence service 

Authentication Authentication service 
Authorization and 
access control Directory service, Access control service 

Re-
establishment 

Policy determination 
and distribution 

Key management service (Key generation service, Key 
distribution service), Policy determination service 
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Annex B 
 

Entity level granularity and communication level granularity 
(This annex forms an integral part of this Recommendation) 

The granularity of each process in the establishment phase is classified into two types: entity level 
granularity process and communication level granularity process.  

The entity level granularity process means that the result of the process depends on the entity. In 
other words, the process will make the same result, even if a certain entity tries to establish multiple 
secure end-to-end data communications. For example, the identification process and the 
authentication process are entity level granularity processes.  

The communication level granularity process means that the result of the process depends on 
application or the secure data communication path. In other words, the result of the process might 
be different every time. For example, the authorization and access control process and the policy 
determination and distribution process are communication level granularity processes. 

The difference of granularity causes different points in time to perform those processes. The entity 
level granularity processes can be performed by TTP only once, even if those processes are for 
different peer entities. On the other hand, the communication level granularity processes should be 
performed by TTP whenever a new secure data communication path is established. 
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Appendix I 
 

Service scenario 
(This appendix does not form an integral part of this Recommendation) 

This appendix gives a typical service scenario of secure end-to-end data communication using TTP 
services.  

Managed dynamic end-to-end VPN is a typical example of use case for a number of terminals that 
connect through an open network and communicate with each other. 

In this scenario, as shown in Figure I.1, TTP controls secure communications between terminals, 
but application data are directly exchanged between two terminals. 

 

 

 

 

 

 

 

 

 

 

Figure I.1 – Managed dynamic end-to-end VPN 

Most of the current secure communication technologies, such as transport layer security (TLS), 
require that two terminals authenticate each other, perform access decision, negotiate security 
algorithms and share secret values for secure communication directly. However, because the 
authentication process and/or the secret sharing process often use public key cryptography, they 
require quite high processing power.  

In the managed dynamic end-to-end VPN scenario, it requires lower processing power for terminals 
to establish secure data communication between them than the current secure communication 
technologies, because TTP authenticates terminals in advance of communication between terminals, 
and TTP performs access decision and key distribution to terminals during the secure 
communication establishment.  

On the other hand, in this scenario, TTP controls the secure communication between terminals, but 
does not relay any application data exchanged between terminals. Therefore, it also avoids 
information overload to TTP. (Current VPN technologies based on cryptography use VPN gateways 
to encrypt/decrypt application data. Therefore, it causes information overload to VPN gateways in 
the case that numerous numbers of terminals connect to VPN gateways.) 

TTP 
Terminal 

Secure data communication path 
Control path 
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Appendix II 
 

Relationship among this Recommendation, ITU-T X.842 
and the Liberty Alliance Project 

(This appendix does not form an integral part of this Recommendation) 

This appendix analyses the relationship among TTP services described in this Recommendation, 
TTP services defined in [ITU-T X.842] and services defined by the Liberty Alliance Project. 

In Table II.1, the letter "O" denotes that there is a particular TTP service in the specification(s) and 
the letter "X" denotes that there is no TTP service in the specification(s). 

Table II.1 – Relationship among this Recommendation, X.842 and the  
specifications of Liberty Alliance Project 

 This Recommendation ITU-T X.842 Specifications of the 
Liberty Alliance Project 

Certificate 
management 
service 

O O X 

Credential 
mapping service 

O X O 
(ID-WSF Identity 
Mapping Service 

[b-Liberty Authn]) 
Location service O X O 

(ID-WSF Discovery 
Service 

[b-Liberty Disco]) 
Presence service O X O 

(ID-SIS Presence Service
[b-Liberty Presence]) 

Authentication 
service 

O O O 
(ID-WSF Authentication 

Service 
[b-Liberty Authn]) 

Authorization 
service 

O O 
(Directory service, 

Access control service) 

O 
(ID-WSF People Service

[b-Liberty People]) 
Key management 
service 

O O X 

Policy 
determination 
service 

O X X 

Time stamping 
service 

O O X 

Electronic notary 
public service 

O O X 

Electronic digital 
archiving service 

O O X 
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