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FOREWORD
The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.
The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.
The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.
In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE
In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.
Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS
ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.
As of the date of approval of this Recommendation, ITU had received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2009
All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Technical Corrigendum 2
1)

Correction of the defects reported in defect report 326

a)

Add a new paragraph to the end of 18.1.1

Annex J provides a suggested algorithm to be used for protected passwords.
b)

Add Annex J and renumber subsequent annexes:

Annex J
Use of Protected Passwords for Bind operations
(This annex does not form an integral part of this Recommendation | International Standard)

The protected component of SimpleCredentials specifies an OCTET STRING to be hashed. This annex provides
information about how this octet-string may be constructed. It also proposes some suggested associated procedures.
In its simple form, the octet-string is constructed as the DER encoding of the following:
SEQUENCE {
name
time1
random1
password

DistinguishedName,
GeneralizedTime,
BIT STRING,
OCTET STRING }

The name component is the distinguished name of the sender and the password component is the password of the
sender.
The sender generates the two other values as follows:
a)

The time1 value should specify the time after which the authentication should fail. This time should be
"closely" after the current time.

b)

The random1 value is a new random number generated for each authentication attempt. The value
should be sufficiently large to prevent the same number to be generated frequently.

The same pair of time1 and random1 should never be used more than once.
The same value of name, time1 and random1 shall be supplied in the SimpleCredentials data type of the Bind.
NOTE 1 – The hashing algorithm is also transferred.

The receiver of a Bind request/result will perform the authentication as follows:
a)

If the value in time1, as supplied in the SimpleCredentials, is less than the current time seen by
the recipient, the authentication already fails here. Also, the time value should be different from recently
received time values.

b)

If the value in the random1, as supplied in the SimpleCredentials, is equal to a value received in a
recent Bind request/response, the authentication also fails.
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c)

If time1 and random1 appear to be valid, the name, time1 and random1 included in the Bind
request/result, together with the local copy of the password, are used to generate a copy of the message
digest using the algorithm indicated.

d)

If the generated message digest is equal to the message digest received in the Bind request/result, the
authentication is positive, otherwise it fails.

The above procedure allows the password to be protected during transfer and it prevents replay of the transmission
sequence. If the attempted reply is done early, the random number will cause the authentication to fail. If the reply is
attempted sometime later, the random number may be accepted, but the authentication will fail due to the time value.
The scheme above may be extended by using the following sequence.
SEQUENCE {
f1
time2
random2

OCTET STRING,
GeneralizedTime,
BIT STRING }

-- hashed octet string from above

The DER encoding of this data type is then used as the octet-string in the SimpleCredentials.
In this case, also the time2 and random2 have to be included in SimpleCredentials.
The hashing algorithm used for producing the f1 component shall be the same as used for the hashing, as indicated
within the HASH data type within SimpleCredentials.
NOTE 2 – This Directory Specification does not give any recommendation as to how values for time2 and random2 are
selected.

2)

Correction of the defects reported in defect report 330

a)

In clause 7, in the paragraph starting with "The extensions field allows..", replace the existing text:

"If the criticality flag is TRUE, unrecognized extensions shall cause the structure to be considered invalid, i.e., in a
certificate, an unrecognized critical extension would cause validation of a signature using that certificate to fail. When a
certificate-using implementation recognizes and is able to process an extension, then the certificate-using
implementation shall process the extension regardless of the value of the criticality flag. Note that any extension that is
flagged non-critical will cause inconsistent behaviour between certificate-using systems that will process the extension
and certificate-using systems that do not recognize the extension and will ignore it.
If unknown elements appear within the extension, and the extension is not marked critical, those unknown elements
shall be ignored according to the rules of extensibility documented in 12.2.2 in ITU-T Rec. X.519 | ISO/IEC 9594-5."
With the following text:
"If the criticality flag is TRUE, unrecognized extensions shall cause the structure to be considered invalid, i.e., in a
certificate, an unrecognized critical extension would cause validation of a signature using that certificate to fail. When a
certificate-using implementation recognizes and is able to fully process an extension, then the certificate-using
implementation shall process the extension regardless of the value of the criticality flag. When a certificate-using
implementation recognizes and is able to partially process an extension for which the criticality flag is TRUE, then its
behaviour in the presence of unrecognized elements is extension specific and may be documented in each extension.
However, the default behaviour, when not specified specifically for an extension, is to treat the entire extension as
unrecognised. If unrecognized elements appear within the extension, and the extension is not marked critical, those
unrecognized elements shall be ignored according to the rules of extensibility documented in 12.2.2 in ITU-T
Rec. X.519 | ISO/IEC 9594-5.
Note that any extension that is flagged non-critical will cause inconsistent behaviour between certificate-using systems
that will process the extension and certificate-using systems that do not recognize the extension and will ignore it. The
same may be true for extensions that are flagged critical, between certificate-using systems that can fully process the
extension and those that can partially process the extension, depending upon the extension."
b)

In clause 7 replace the following paragraph:

"A validation engine has two possible actions to take with respect to an extension:
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i)

it can ignore the extension and accept the certificate (all other things being equal);

ii)

it can process the extension and accept or reject the certificate depending on the content of the extension
and the conditions under which processing is occurring (e.g., the current values of the path processing
variables)."
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with:
"A validation engine has three possible actions to take with respect to an extension:
i)

if the extension is unrecognized and is marked non-critical, the validation engine shall ignore the
extension and accept the certificate (all other things being equal);

ii)

if the extension is unrecognized and marked critical, the validation engine shall reject the certificate;

iii) if the extension is recognized, the validation engine shall process the extension and accept or reject the
certificate depending on the content of the extension and the conditions under which processing is
occurring (e.g., the current values of the path processing variables)."

3)

Correction of the defects reported in defect report 331

In the Scope clause replace:
The schema components, including object classes, attribute types and matching rules for storing PKI and PMI object in
the Directory, are included in this Recommendation | International Standard.
with:
The schema components (including object classes, attribute types, and matching rules) for storing PKI and PMI objects
in the Directory are included in this Recommendation | International Standard.
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