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1 I ntellectual capital

“ Everyone has the right [..] to enjoy the arts and to share in
scientific advancement and its benefits.

Everyone has the right to the protection of the moral and
material interests resulting from any sciepiific, literary or
artistic production of which he isthe author.”

Intellectual property rights have historically played an important role in protecting creators of all kinds in
scientific, commercial and artistic endeavour. However, as knowledge and creativity have begun to
supersede the boundaries of traditiona media — particularly due to the emergence of the Internet and the
increased capacity of electronic networks — new challenges to the established copyright models have been
raised. Insofar as the right to own copyright incurs a financial cost, it can also constitute a barrier to the free
flow of information and knowledge and to the development of trade and investment.

So far, the reatively high cost of Internet connections remains the major barrier to wider Internet access.
However, as the new information economy develops, and knowledge becomes a fundamental source of
wealth, the cost of Internet content may become also a major factor affecting affordability for developing
countries. There is therefore a need to promote initiativesélo ensure a fair balance between intellectua
property rights (IPR) and the interests of users of information.

Despite the existence of international conventions, fundamental differences in nationa and regiona
regulations and concepts of IPR exist. The preparatory process of the United Nations World Summit on the
Information Society (WSIS), to be held in Geneva in 2003 and in Tunis in 2005, offers a unique forum to
discuss these new topics. This paper forms part of the Visions of the Information Society project which has
been set up in parallel to the Summit preparations (http://www.itu.int/osg/spu/visions/index.html), and offers
some background information to participants in the Summit, providing a broad overview of the subject,
trying to highlight some of challenges and opportunities posed by the impact information and
communication technologies (ICT) are having on increasing access to information. References to documents
and materials that have been elaborated at the national and international level on the subject of copyright can
also be found in the study, or on the Visions website.

1.1 Introduction: definition of intellectual capital

We are living today in a knowledge society, a society shaped by the information revolution and advanced by
communication technologies. At the dawn of this new age, the concept of “intellectual capital” has been used
for the first time to explain the importance of intellectual resources - such as information, knowledge, and
experience - in the modern economy.

Many authors have explained the importance of intellectual capital, comparing it to technological advances
in the past.. Since the beginning, developments of sciences and technology improvements have been the
precursors of change in society and the economy: in the past, steam, electricity, transport, all contributed to
the creation of new social and economic development, generating origina forms of business, working
processes and products.

Today we have completed the transition to a service economy and are en route towards an information
economy, where the primary sources of wealth are considered to be information. This includes notably
scientific knowledﬁe, but also communication, entertainment, services, news, information sharing and
working processes.

Intellectual capital therefore is an intangible asset that has supplanted industrial machinery and natural
resources, and is today considered one of the most valuable factors for the creation of wealth, being at the
same time source and final product. The management of intellectua resources has thus become the most
important task of business, governments and people in contemporary society .


http://www.itu.int/osg/spu/visions/index.html

1.2 Intellectual capital and ICTs

The upsurge of information communication technology and, in particular, the development of computer
networks, such as the Internet, contributed greatly to the emergence of the information era.

Information and communication technologies can be defined, for the purpose of this study, as a collection of
technologies and applications which enable processing, storing and dissemination of information by
electronic means to a wide variety of users or clients, thus increasing the efficiency of information-related
human activities. ICTs are also characterised by the speed of their technological advance, and the rapidly
increasing range of applications in many sectors of professiona and persona life. Additionally, thanks to
digitization, it is today possible to reduce al sorts of information and data to binary digits — a series of zeros
and ones — that can then be processed, stored, copied, and shared, using different applications, and can travel
seamlessy over electronic networks, enabling intellectual capital to be transferred efficiently. The improved
capacity provided by broadband technology is opening the way for further development of virtual content
trade, fostering the creation of original forms of business and the growth of “virtua” markets.* Because of
the high economic benefits expected from ICTs, these have become a popular focal point of public policy in
an information age.

Technological innovations have the potential to democratise access to and use of information, but at the same
time represent a threat to equal access and information dissemination. Private companies are willing to enter
the new information economy, and exploit the potential benefits of e-commerce, in consequence the amount
of protected (paying) information that is put on the Internet will grow, together with the price of this
content.*Information processing, transmission, or storage, using ICTs is creating new issues, which will be
examined in the following paragraphs.

13 The new challenges of the infor mation society

The most important technological changes behind the information revolution are in respect of improvements
in data storage, manipulation and transmission of information. ICTs have transformed the perception of
“utilization” of awork, blurred the lines between rﬁadi ng (or listening or watching) and copying, and caused
ashift from “sale” of productsto their “licensing”.

The new economic and social order is therefore generating a growing body of laws and regulations, and
fostering discussion within the international community.

The main concern for policy-makers, operators and users, therefore revolves around the management of
intellectual capital in the information society. This includes two priorities: the need to protect intellectual
creation and the need to respect the principles at the basis of our society, such as the right of freedom of
expression and of access to informatiﬁn, stated in theUniversd Declaration of Human Rightd“and renewed
in the UN Millennium Declaration]* Information and communication technologies, and in particular the
Internet, should contribute to closing the gap between the information “haves’ and “have-nots’, not to
widening it.

New technologies are breaking the mould of traditiona IP protection, and legal cases involving the
dissemination of online music or digital books have often hit the headlines. These cases may relate primarily
to commercial issues affecting developed economies at present, with no obvious relevance to less devel oped
ones. But their outcomes in terms of international legislation, technological innovation, consumer rights,
competition and public interests will be global, and will inevitably have an impact on access to information
in developing and least developed economies.


http://www.un.org/rights/50/decla.htm
http://www.un.org/millennium/declaration/ares552e.htm

2 A framework for the protection of intellectual capital: Copyright

“Whileintellectual property rights play a vital rolein fostering
innovation in software, e-commer ce and associated trade and
investment, there is a need to promote initiatives to ensure fair
balance between | PRs and the inter ests of the users of
information...” (The Tokyo Declaration)

The protection of intellectual property has a central role in our economy, which is increasingly based on
information and knowledge. The digitization of information and the development of information and
communication technologies, however, are posing new and far-reaching challenges to traditional copyright
laws.*Intellectua works no longer need to be distributed as hard copies, but can be digitized and then travel
seamlessly around the world. Copyright protection has been broadened to include new knowledge products,
such as computer programmes and electronic databases. New forms of management of rights on digita
information are being created.

21 Definition of copyright

Intellectual property (IP) rights can be defined as the protection given by a government to creativity and
innovation. IP law protects origina ideas, creative forms of expression, or new inventions, and it can be
divided to four main branches. patent, trademarks, copyrights and trade secrets. Each form of IP has its
standards and procedures, which establish the role and scope of protection, its conditions and limitations, and
the possible remedies against infringement. This paper will concentrate on copyright, which is the right to
literary property.*~Copyright is the legal term to design a set of exclusive rights given to creators of
“literary and artistic works’, over reproduction, distribution, and public performance and display of their
works. Under the Berne convention of 1971, copyright protection encompasses diverse forms of creativity,
such as, [I.j)r example, writings, musical compositions, films, drawings, photography or architectural
creations.“~More recently, the WIPO Copyright Treaty of 1996 (WCT) added to the previous list computer
programmes, considered as literary works, and compilation of information and Eﬁa which, by reason of the
selection or arrangement of their contents can “ constitute intellectual creations”.

Copyright grants authors a series of limited exclusive rights over the use of their creations, for afixed period
of time. This typically corresponds to the lifetime of the author plus 50-70 years, at the expiration of which
the work will fall into the public domain and therefore become freely available to the public. The author can
also grant, or even sdl, his or her rights to others. Today authors usually sell their rights to publishing,
recording or movie picture companies, in return for an economic reward. Copyright law, however, does not
protect ideas — as patents do — but rather the expression of them, their arrangement and appearance in works,
musical notes and so on.


http://www.wsis-japan.jp/documents/tokyo_declaration.html

Figure 1: Growth in the duration of copyright protection after life of author
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Source: T. Reynolds, “Quantifying the evolution of copyright and trademark law”, 2003 [unpublished].

Technological advance can promote the development of innovative avenues for social and political
expression and give the opportunity for the whole population to access information. Access to information,
however, is influenced also by copyright, which has emerged as one of the instruments that can regulate the
international flow of knowledge and ideas. Information technologies and digitization risk deepening the
divide between people who can afford access to information and knowledge and those who cannot. As the
Parliamentary Assembly of the Council of Europe stressed in its Recommendation 1586 of 2002, itis
necessary to ensure “fair access to digital material for educational and other socially necessary purposes’.

To guarantee adequate and affordable access to knowledge and knowledge-based products, the right balance
should be found between rewarding copyright holders and protecting the public interest in accessing
information. Thisissue is particularly critical for developing and least developed countries: the ownership of
today’s intellectual property rights is often in the hands of the major industrialized nations and of wealthy
corporations. Low-income countries have considerable difficulties in obtaining these products, but it is
preciselﬁhese that are so essential for the development of their economiesin the first part of the twenty-first
century.*~Equally, there is little protection afforded to traditional or indigenous knowledge, such as herbal
medicine.

The way in which these new challenges may be finally resolved may have important implications for access
to and use of information. The issues of ownership and control of information in the digital age will be
analysed in the following paragraphs, introducing the general principles at the heart of copyright and their
scope and limitation.

2.2 The scope of copyright protection: limits and exceptions

The World Intellectual Property Organization| (VI\éPO) conventions, state that the principal objective of the
organization is to “encourage creative activity”™ by protecting the rights of authors in their literary and
artistic works. Copyright protection, therefore, has the purpose to provide authors with a legal guarantee that
they would profit from their labour, making it worthwhile to be credtive.

However, it is difficult to determine how much control rights holders should be able to exercise to reach a
balance between keeping the copyright incentive meaningful, and not stifling the dissemination of
information and knowledge. Additionally, this balance is not unalterable, but can be altered by technologica
changes, which may therefore induce legal adjustment.


http://www.wipo.int/

In order to balance these different instances, copyright laws incorporate mvariety of limitations to the
authors' exclusive rights, in particular in relation to the right of reproduction.™Copyright, in fact, allows the
author to benefit from limited rights (in duration, extension, object, etc), which leave room farthe utilisation
of the work by others, thus enriching the public domain and promoting access to information.

The public domain is a common property of the public, made up of al these works that are not, or no
longer subject to proprietary rights, such as copyright, and are therefore freely available to all users.*The
utilisation of such resources cannot in theory be restricted, and there are no royalties to be paid to any right
holder. Considering that knowledge is the product of an ongoing cumulative effort, each new creator should
be able to build on the works of those who came before; hence the existence of alﬁ)bust public domain is
essential to allow access to information, maintain creativity and promote innovation.

The scope of copyright protection, in particular with reference to new markets fostered by ICTs, should be
delineated, in order to limit the application of copyright and clearly define the extension of information
which arein the public domain and therefore available to al.

221 Copyright doesnot protect ideas

As mentioned above, copyright law protects the expression of i%ﬁas, which can be embodied in whichever
means, for all possible uses, but not the underlying idea in itself =~Additionally, facts, news information and
mere data are also excluded from protection.

Following this rationde, the Berne Convention limits the extent of its protection to compilation of
information and data — databases — to those works which, “by reason of the selection and arrangement of
their contents, congtitute intellectual creations’ and denies it to “news of the day or to miscellaneous facts
having the character of mere items of press information” and to data and materials arranged in a non-

sel ective and non-creative way (for example in aphabetical order).

In 1996, however, the European union introduced irective on the legal protection of databases,mwhi ch
has the aim of protecting the substantial investment®of the owner of the database, instead of the originality
of the creation.*-The Directive separately protects database contents through sui generis rights that give the
database’ s owner the right to prevent extraction and/or re-utilization of the whole or significant part of the
database by others.

While the protection of database is meant to promote the investment of developed countries' companies in
this field, to create mqre comprehensive database, the same protection could have the contrary effect on less
devel oped economies,*for which these rules could be particularly burdensome and stifle their technological

and scientifgﬁ progress, as they may not be able to afford the access to such sources of information and
knowledge.

Furthermore, researchers, teachers, journalists or librarians — also from devel oped countries — may be obliged
to conclude licensing agreements with rights holders also to use data which WOUI}E] be freely available,
making more difficult and costly the development of scientific research and education.

In the United States the situation is different. Compilation of information and data are protected only in the
measure these data are selected, coordinated, or arranged in such a way that the resulting work as awhoﬁ
constitutes an original work of authorship™and not on the basis of the investment done by the owner.
Databases that do qualify for copyright protection, therefore receive a protection limited to the organization
of material that display the stamp of author’ s originality — the “expression”.

“ Copyright assures authors the right to their original expression, but encourages othersto build
freely upon the ideas and information conveyed by a work. [...] This principle, }ﬁmwn as the
idea-expression or fact-expression dichotomy, appliesto all works of authorship.”

The development of electronic databases deserves the attention of legislators, at national and international
levels. however, it will be necessary to consider that the subsistence of the public domain is as important for
innovation and creation as the legitimate return of investment and the reward of authors work. WIPO and
other interested entities have been — or are in the process of — devel&i ng several studies on this topic, and
the idea of a“database treaty” has been inserted in the WIPO agenda.



2.2.2 Timelimitation

A further limitation to the extent of copyright protection is the limited duration of such rights. As established
in the Berne Convention, and furthered in national laws, the duration of copyright is not perpetual: after a
certain period of time the work will not be protected anymore and will therefore fall into the public domain.
This limitation has been established in the authors lifetime plus 50 years by the Berne Convention, and then
enhanced by single countries: in Europe and in the United States the protection amount today to seventy
years after the death of the author.

This limitation is, again, aimed at balancing the interest of the author, who will be able to benefit from
exclusive rights on his or her work, and therefore to gain compensation; and from the public, to whom the
work will be available — free of royalties and other copyright-related fights — after the expiration of the term.
For this reason the recent Copyright Term Extension Act|(CTEA),* has been so criticized in the United
States. In fact, despite the stated purpose of the Act to provide fair legal protection to origina works - thus
encouraging the utilisation and restoration of older creations - it provoked the dissent of the public, in
particular amongdmse people and organizations that relied upon the growth of the public domain to pursue
their endeavour.®= This prolongation has been seen by some people as a violation of the constitutional
principles underlying intellectual property protection, and as an unjustified burden on the public interest in
access to information, shifting the balance between creators’ property rights and the public interest.

2.2.3  Exceptionsto copyright protection (“fair use”)

The exclusive right granted to the owner of original works include, principaly, the right of reproduction,
adaptation, public distribution and public performance (digital performance included). However, to balance
the need for protection of the legitimate rights of the creator with the need of the public to access
information, copyright laws incorporate a variety of exceptions limiting the author’ s rights. These exceptions
permit, in certain specia cases, the use of copyrighted resources without the consent of the copyright owner.
The Berne Convention leaves to nationa legidation the task of finding such a baance, alowing the
reproduction of protected works in “certain special cases’, provided that such reproduction “does not
conflict with a@orma] exploitation of the work and does not unreasonably prejudice the legitimate interests
of the author”.

These “specia cases’ are defined in a more detailed way by the stringent EU Iegislation,gwhile in the
United States they are based on more general principles, and their further elaboration is carried out on a case-
by-case basis. The basic principles in both cases include, principaly, the purpose of the utilisation — which,
in any case, should be non-commercial, and preferably for educational or research purposes — and the
amount of the copyrighted work used, which has to be limited to a portion of the total work. Additionally,
this utilization should take into account the legiti matnterest of the right holder, and therefore should not
constitute a threat to the potential market for the work .

The advent of information and communication technologies, however, has shifted the balance between the
user’s needs for access to information and the legitimate rights of the creator and the publisher (the right
holders), providing new opportunities on both sides. ICTs, in fact, give end users the possibility to access
information more easily, irrespective of geographical location and through different technological means,
and allow authors and publishers to exploit new markets, and innovative mechanisms for distribution. At the
same time, however, users can utilise technology to create and distribute unauthorized, perfect copies of
protected works at virtually no cost, and producers can exercise increased control over the utilisation of these
(digital) works.


http://www.loc.gov/copyright/legislation/s505.pdf
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Box 1: Copyright exceptions — also defined as “fair dealing” or “fair use” exceptions in the US® — are principally
designed to protect fundamental freedoms (freedom of expression, freedom of the medig) and promote important
public interest values, such as education, research and public access to information.*=Furthermore, exemptions
from copyright are also accepted for limited private utilisation. These last exceptions are justified also because the
transaction cost of entering into a license agreement for any utilisation would be too high for the parties, and also
for the simple reason that right holders were not able to control any single utilisation of a product. These cases
cover limited non-commercial uses of works, such as the reproduction of a CD on an audio cassette, home video
recording of a TV show or the photocopying of a few pages of a book at a library.In some countries, the
possibility of limited private utilisations of a work protected by copyright, are leveraged by taxes imposed on
media equipment such as blank CDs or videotapes. The amount collected is then distributed among the right
holders — such as music and films companies.

Exceptions to copyright in different countries (2000) (left chart), and Percentage growth of tax levy on
media equipment (right chart)
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Source: T. Reynolds, “Quantifying the evolution of copyright and trademark law”, 2003 [unpublished].

Theresult is a general atmosphere of diffidence, or hesitation, where users are at risk of seeing their freedom
to access and use knowledge limited considerably, and producers feel threatened by these technologies,
which may hinder their capacity to obtain adequate compensation for their work. In consequence, it is
necessary to review the status and the scope of fair use exceptions in the light of the new opportunities and
threats introduced by ICTs.

This situation is not new in the relation between technology and intellectual property. In the past, many
technological innovations have been considered a threat to authors' rights, and their diffusion encountered
the strong oppon of publishers and distributors. This is the case, for example, of video cassette
recordings (VCR)®! film distributors asserted that V CR would enable people to record movies and see them
without limits, thus “killing” cinema. The US Supreme Court, however, considered the utilisation of VCRs at
home, to record TV praogrammes to be seen in a successive moment (home videotaping for time-shifting) a
permitted and fair use.*~Consumers have therefore been able to continue to use VCRs, and film companies
have discovered a new means to distribute their product: the videotape. In this case, technological innovation
corres;ﬂ\ded to are-balancing of copyright rules and their exceptions, and the elaboration of a new business
model.

In the case of digital communication technologies, the problem seems similar. The answer probably cannot
be found only in regulation, but it will be a mix of technical, market and regulatory solutions. Some of the
new challenges posed to copyright in the information society will be dealt with in the following paragraphs.

10



2.3 Recent moves of international regulation of copyrights

“ The promotion of innovation and the protection of its products
is the goal of intellectual property law, more imperative than
ever inthisdigital age” (WIPO survey)

The significant increase in the online exploitation of intellectual property, and the growing role of the
Internet in international trade, has created the need to revise and update the current legislation on copyright,
to make the Internet a suitable channel for global e-commerce.

Traditionaly, laws governing the protection of copyrights extend only to the nationa boundaries of the
nation where the inventor has filed for protection. However, more recently, nations have attempted to expand
the protection of copyright beyond their boundaries and into international markets, as the growing
internationalization of the trade of knowledge and the possible future developments of e-commerce, make it
necessary to harmonize copyright legidation around the world. Additionally, nationa legidations are no
longer sufficient to deal with the global market for digital knowledge-based products, created by information
and communication technologies (ICTs), and innovative regulation is therefore necessary so that intellectual
work can be commercialized through the Internet receiving an appropriate protection.

Before the advent of ICTs, the disparities in national copyright regimes for knowledge-based products have
been always a concern. However, at that time users could not copy and re-distribute these works on the scale
permitted by communication technologies today. For example, a journa article, which is protected by
copyright and accessible only under the payment of afee, may be accessed by a user, who can then send it to
aperson in another country where copyright laws are less restrictive where it can be published on aweb page
which will be accessible not only by the population of the second country, but worldwide.

For this reason, national governments — in particular from developed countries — have been pressing for the
elaboration of an iﬁernati onal system for copyright protection, to safeguard their authors aso in the global
Internet economy.*= National laws cannot be extended outside national boundaries, and international dispute
settlement mechanisms are often particularly complex and time consuming. In addition there are problems
relating the definition of theﬁppropriate territoria jurisdiction in a domain, such as the Internet, where
boundaries are only “virtua”.

To answer to the challenges of the new information and communication society, in 1996 WIPO, which isin
charge of administering and updating the Berne Convention, adopted two new treaties, also called the
“Internet treaties’. To these treaties should aso be added the World Trade Organization's (WTO) Trade-
Related Aspects of Intellectual Property Agreement (TRIPS Agreement) of 1994, which, integrating some of
the provisions of WIPQO treaties (in particular of the Berne convention), é_r]ied to create a globa minimum
standard of intellectual property protection for productsin el ectronic form.

231 TheWTO agreement on trade-elated aspects of intellectual property rights (TRIPS)

The TRIPS Agreement, which came into effect on 1 January 1995, is a multilateral agreement setting up a
trade-related intellectual property system which also alow for a more effective dispute settlement resolution
system based on WTO' s procedures. The agreement, reached during the 1986-1994 Uruguay _round of trade
negotiations, was promoted in particular by the United States, the European Union and Japan.

The agreement requires WTO members to provide minimum standards of protection for a wide range of
intellectual property rights, including copyrights, patents, trademarks, industrial designs, and geographical
indications. TRIPs incorporates many of the substantive provisions of existing international 1P agreements
such as the Berne Convention, extending their application to all WTO members. It also introduces a number
of new obligations, in particular covering IPR enforcement and dispute settlement, and applies the principles
of national treatment and most favorite nation (Mﬂ\l) status to the field of intellectual property, to eliminate
discrimination at national and international levels.

The TRIPs expressly mention articles 1 to 21 of the Berne convention, as modified in 1971, and its
Appendix, which allows developing countries, under certain conditions, to make some limitations to the right
of trandation and the right of reproduction. Notwithstanding the ial provisions foreseen to favour the
participation of developing and least developed countries (LDCs),*~the utility of this agreement for these
economies is dtill controversial. Many authors maintain that the TRIPs is an attempt to import intellectual
property laws from a developed countries to underdeveloped ones. Considering the very low level of
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development of certain countries and the delay they accumulated in the system protecting intellectual
property rights, putting in place aworld-class IPR regime could be a burdensome task for them. Furthermore,
the alignment of their IPR regime, with those of more industrialized countries in itself is not sufficient to
induce investment and development. Intellectual property is not an end in itself, and most of the work has to
be done at the local, more than the global, level. In the view of many commentators, instead of a “one-size-
fits-al” approach, developing nations should be free to elaborate their specific system for the protection of
intellectual property, appropriate for dealing with their particular needs:{?]

“ [T he danger with TRIPSisthat it will mostly hurt the developing countries access to ideas’ fel

In addition to requiring compliance with the basic standard provisions of the convention, the TRIPS adds
certain points relating specifically with computer programmes (software), which, following a number of
precedents established by national laws, becargj protectable under copyright as literary works, and therefore
are protected for a minimum term of 50 years.

The inclusion of software under “literary creation” however, created some discussion of its inadequacies in
protecting “functional works’. The problem arises in particular regarding the practice of the “reverse
engineering” and the applicability of proprietary right to user interfaces (also defined as “look and feel”,
being the “ sensoria” contact between the programme and the user).

The solution of these issuesis |eft to national legislations by the TRIPS. The agreement, in fact, incorporates
principles on the basis of which it is the expression that is protected, and not the underlying idea (art. 9.2).
This legitimates the reverse engineering of computer programmes, aIElfasi when it does not result in a copy
of the original programme and is needed to achieve mﬁoperabnlt n the same way, national legidation
can decide which regime to apply to user interfaces.*~In this regards exceptions have been studied for
devel oping countries, which should have a greater flexibility in the utilization of reverse engineering.

The agreement also make specific reference to the protection of databases and other compilation of data and
materials, which should be protected even where the data included are not protected as such by copyright.
Databases, however, should be protected only when, by reason of the selection or arrangement of their
contents, congtitute intellectual creation. Furthermore, the provision confirms that any form of database is
protecte%__lwhether digital or other form. Again, it is not the content of the database (i.e. data) to be protected
initsalf.

2.3.2 WIPO treaties

The World Intellectual Property organization (WIPO), established with the Stockholm Convention of 1967,
is the international organization dedicated to promoting the use and protection of intellectua creations. It
administers international treaties relating to different aspects of intellectual property protection, and
promotes the harmonization of intellectual property all over the world through cooperation among States.

During the WIPO diplomatic conference on certain copyright and neighbouring rights, held in Geneva in
1996, participants reached the consensus over the establishment of two new tre%es the WIPO Copyright |
|I reatg (WCT) and the WIPO Phonograms and Performances Treaty | (WTTP).® Another proposed draft
treaty ([reaty on Intellectual Property Rights in Databases)] which would have prowd rotection to non-
original databases, did not get discussed, and got postponed to an extraordinary session.**The treaties came
into force in 2002. However, though 30 countries ratified them, some of the world's biggest economies are
not in the count. The Europﬁrl] Union (comprising 15 countries) Japan and China haven't yet agreed to adopt
the framework (see Figure]

In particular, it is necessary to mention a provision introduced by the WCT, which specifically regards the
communication of copyrighted works over the Internet. The WCT, adopting a proposal by the European
Union, extended the right of communication to “any communication to the public [..]] by wire or wireless
means in such a way that ﬁembers of the public may access these works from a place and at a time
eventually chosen by them.”
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Figure 2: Average number of international copyright treaties signed by WIPO member countries,
2001.

4.0

High Upper-Midde Lower-Middle Low

Note: Six copyright treaties have been taken into consideration for this chart, namely, the Berne Convention for the
Protection of Literary and Artistic Works (1886); the Universal Copyright Convention of (1952 and 1971), the Rome
Convention for the Protection of Performers, Producers of Phonograms and Broadcasting Organisations (1961); the
Geneva Convention for the Protection of Producers of Phonograms Against Unauthorized Duplication of Their
Phonograms (1971); and the Brussels Convention Relating to the Distribution of Programme-Carrying Signals
Transmitted by Satellite (1974). It is worth noting that the two last WIPO treaties (WTC and WTTP) have been
approved only by one country appertaining to the high-income group, Japan, while the rest of the forty-one
ratifications are distributed mainly between lower-middle and low-income countries (until 13 March 2003)

Source: T. Reynolds, “Quantifying the evolution of copyright and trademark law”, 2003 [unpublished].

2.3.2.1 Scope of the right of communication

The utilization of the term “communication”, while broad enough to include the Internet and new
communication systems, raised some concerns regarding its scope, in particular to determine the eventual
responsibility for copyright infringement of Internet service providers (ISPs). The WIPO Expert Committee
considered that the term “communication” involves “making the work available, not the mere provision of
server qfﬁce communication connections, or facilities for the carriage and routing of signals [emphasis
added]”.

The digtinction between content and carriage, and therefore the exclusion of the responsibility of 1SPs for the
content they deliver particularly important, as if ISPs are constantly afraid of being sued because they
provide access to the wrong content, they will tend to pﬁvi de content only from the safest sources, therefore
unnecessarily restricting users access to information.*An example of the possible consequences can be
found in the United States, where I1SPs are not held responsible for the content which is hosted on their
servers, in principle, however, if aright holder deems that one of his or her works is being used in violation
of copyright law by a website hosted by a certain ISP, he or she can send aletter of “cease-and-desist”, after
which, if the ISP does not block access to the allegedly infringing website, it can be taken to court, together
with the author of the website, for copyright infringement. As a result, many ISPs block the website before
even being sure that it is actually an infringement, and not a permitted fair use. An example is given by the
case of Earthlink, an Internet service provider which, following a complain from Miramax, immediately shut
dowEﬂthe website concerned, only notifying the owner of the allegedly infringing website afterward the
fact.

Fixation and reproduction of digitad works was another point discussed during the WIPO diplomatic
conference. In some countries “fixation”, including reproduction, of a protected work exists even when data
are only temporarily stored in electronic medium, as it happens when uploading or downloading works from
or to the memory of a computer. These acts have therefore to be authorised by the right holder. This
interpretation was not incorporated in the WCT, which did not consider that the temporarily copying of a
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protected work in the computer’s random access memory (RAM) as a copyright infringement.fFJHowever
this question gave raise to debate in the United States, following the approval of the Digital Millennium
Copyright Act.f?]

2.3.2.2 Anti-circumvention measures

A further risk to fair use is posed by the article relating to legal protection of technological measures (TMs).
Actualy, an implication of new technological developments is that while they facilitate an almost unlimited
access to protected works, and the making of inexpensive perfect copies, they offer also the technical means
to manage such access. Technological measures and rights management information provide a fundamental
support for the efficient application of copyright in the digital environment, allowing rights holders to control
the uses of their works and consequently to impede the unauthorized exploitation of their creations.

During the WCT preparatory work, however, participants argued that technology is not enough to block the
growth of unauthorized digital reproduction, because there will always be another technology capable of
defeating the protection. For this reason TMs have to be legally protected against circumvention.

Article 11 of the Treaty is dedicated to the protection of TMs and states that member countries should
provide the appropriate “legal protection and effective legal remedies against the circumvention of effective
technological measures that are used by authors in connection with the exercise of their rights under this
Treaty or the Berne Convention and that reﬁi ct acts, in respect of their works, which are not authorized by
the authors concerned or permitted by law.”

With this article, the convention gives an additional protection to copyrighted materials, establishing the
prohibition to circumvent technological measures, but only in the case those last are restricting acts “which
are not authorized by the authors concerned or permitted by the law.” This means that, for example, the
circumvention of a TM that restricts copying that qualifies asfair use would be permitted by the convention.

Legally-protected TMs can indeed help rights holders in protecting their creations, being the most valid
answer to the threat coming from new communication technologies, and hence constitute a necessary step to
building a secure digital information and commur‘gjation environment and to fostering the development of
the digital economy and of new e-business models.

Technologica measures, however, may also allow copyright holders to control —and charge a fee for — each
and every instance of access to and use of a digital knowledge-based product, nullifying in practice the
principle regarding copyright exemptions and fair use exceptions.

This is the main concern of that part of the doctrine considering copyright as the right of the creator to
receive col sation for their work, and not the right to control any kind of utilization by the consumer of
the product.™For these authors, technological measures might limit excessively the possibility of the user to
enjoy the product that has been legally acquired, and shift the balance of copyright in favour of the right
holder.

This could create new barriers to access for libraries, educationa institutes and in general for all users of
digital knowledge. Libraries are facing growing problems in the management of the different digital
subscriptions, online publications are more expensive than the traditional ones and often their utilization is
subject to many more conditions, which are impairing the public service and therefore the diffusion of
information and knowledge.

3 Copyright implications for the infor mation society

From international treaties to national laws, the problem of finding a fair balance between the rights of the
owners of intellectua property and those of end-usersis not new. Those countries that responded by creating
new ad hoc legidation still face the new features of online communication and transmission of intellectua
works.

New regulatory initiatives are often animated by large right holder groups, such as publishing and recording
companies, which find themselves in an ambiguous situation vis-a-vis information and communication
technologies. They fedl threatened by new technol ogies, which enable users to make perfect copies of works
and distribute them sea@%sly, but are aso captivated by the innovative market opportunities that these
same technol ogies open.
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Several problems and attempted solutions are presented in the following sections, with particular attention to
the legislation of the United States and of European countries. These are promoters of stricter copyright rules
and have recently implemented new pieces of legidation, the effects of which are the source of animated
debate. The debate in the United States is particularly centred on the scope of copyright protection. Initially
the objective of copyright protection had been to promote the development of science and knowledge
through the protection of creators work. Regulation aimed at finding a balance between different interests.
Today we are moving from the protﬁtion of authors to the protection of investors, as has been clearly
affirmed by the EU database directive.

Without entering into the detail of copyright regulation in the United States, in the following sections a series
of legidative initiatives which have a direct impact on the access and use of copyrighted materials in the
Internet will be mentioned. These acts are the Sonny Bono Copyright Term Extension Act, the Digital
Millennium Copyright Act and the not-yet-adopted database protection legislation.

In European countries the situation is dightly different, with European countries trying to harmonise
legidlation that, historically, present many differences. Recently the European Union has been quite active in
the field of intellectual property, implenﬁ\'j:ng a Directive on database protection and other instruments for
the protection of software and copyright.®-M oreover, the Commission has recently presented a prﬁﬂosal fora
Directive on the enforcement of intellectual property rights, of particular interest to Internet users.

31 Threatsto fair usein thedigital society

It has been said that “the answer to the machine is the machi nef’mmeaning that technology that technol ogy
should be able to propose solutions to problems raised by technologica change. Modern technol ogies permit
right holders to exercise control over access to copyrighted digital works, and also to control and regulate the
utilization of such works once accessed by providing access barriers or anti-copy mechanisms. These
technological measures (TMs) constitute then a sort of “electronic fence”, which can help in fighting against
piracy_and allow owners of digitalized intellectual works to seek payment for the access or utilization of
them.®~ This could be part of the exercise of their legitimate right to be rewarded, and could help the
development of Electronic commerce] However, it may also represent a powerful means which could allow
absolute control over copyrighted works, permit right holders to impose barriers to access without respecting
statutory exceptions, and prevent access to information and knowledge, even for fair use purposes. Also,
thanks to these technologies, right holders are now able to interact directly with users, therefore the
utilization of contractual agreements to regulate the access to and the utilization of copyrighted works is
growing: today each single use of awork can be negotiated and licensed. The owners of digital intellectual
works, suitable of being distributed over the Internet, are relying more and more on a mix of contract law
(licenses) and technological measures to charge end-users for accessing their products. This is mostly due to
the wide presence in the consumer market of products encumbered by intellectual property rights, which
created a shift in the traditional licensing methods of works. Intellectual creations are branded and sold as
mass-market products, and right holders, wishing to maintain the advantages of control over use and
reproduction associated with IPRs, have the interest to emphasize the difference between the sale of a
product and the licensing of a work. The “sale’ of a product — a book, a film or a simple article from a
newspaper —which does not imply the transfer of author’ s copyrights to the buyer, but allows them to use the
product as he prefers, is being gradually substituted by the “Iicensi%” of the product, meaning that the
degree and scope of the utilization will be regulated by the right holder.

This approach may be more suitable for an environment that is changing constantly and rapidly, making it
difficult for legidation to follow its evolution. However, it is also necessary to develop the appropriate body
of regulation to the new situation, preserving the principles inspiring EF exceptions to copyright and
defending the right of the users to accessinformation at an affordable price.

Leaving access to copyrighted works to the contractual process opens up the possibility for right holders to
unilaterally impose their own conditions, overruling those exceptions foreseen by the law. “ Shrink and wrap”
and “click-on” licenses, which are aready used for software and other digital products, may be an example
of how the public could be left without choice other than to accept or reject contractual terms, or even with a
product that they will not be able to use fully because of imposed restrictions. Although users can aways
seek protection against abuses, the procedure would be too burdensome for the average customer, Whﬁvill
often accept terms without the possibility of negotiation, And in many cases without even reading them.
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In the light of these developments, legislation can play different roles in defining the rules governing the
relative rights of authors and users, and hence influencing the development of online “knowledge” services.
L egidlation needs to give guarantees to copyright owners regarding their compensation, but must al so respect
the right of the population to access information to allow the development of knowledge and innovation.
This is particularly true for developing and least developed countries, for Whogl digital technologies
represent a tremendous opportunity from which they cannot afford to be excluded.*-The same is true for
users in al parts of the world which have been relying upon on fair use principles for educational and
research purposes. The following section provides an overview of the current issues arising from the
application of copyright laws to the Internet environment.

3.1.1  Extendingtheduration of copyright protection: Internet amplifying effect.

In 1998, the Congress of United States passed the Sonny Bono Copyright Extension Act (CTEA), which
extended the term of copyright for twenty additional years. Although the term had aready been extended
several timesin the past forty years, and the extension has no direct relation with the utilisation of digital and
communication technologies, the act had an impact on the Internet community.

The Internet is an inexpensive means of mass communication, and offers an aternative model for the
communication and diffusion of information and knowledge. Once a creative work has entered the public
domain, it can be available immediately, and at no charge, in electronic format on the Internet. This gives the
opportﬂnity to other people to extract further benefits from that work, or even to create on the basis of that
work.

Despite its stated purpose to provide fair legal protection to creative works and thereby encourage
distribution and restoration of older works, in the view of some authors, the extension of the term for an
additional twenty years, may create a “copyright black hole”, where copyrighted works may linger unfree for
over a century. It has been estimated that with this latest extension, only 2 per cent of works copyrighted
between 1923 and 1942 will continue to be available to the general public, as the other 98 per cent is out of
print. ReproduEILilon is no longer commercially viable but copyright protection means they cannot enter the
public domain.

Among the people affected by this extension was Eric Eldred, the proprietor of the unincorporated
a website which is a sort of online library, contai nin%jalectronic copies of public domain works of
literature. In January 1999, Eric Eldred challenged the CTEA™ arguing that it violated the limits imposed to
the Congress by the US Constitution, establishing that Congress have the_power to secure authors and
inventors exclusive rights for their creations, only for alimited period of time.

Although the US Supreme Court recently regjected the arguments of Eldred,E his challenge forced a
reconsideration of the basis of copyright law, and of the nature of the public domain in the information era.
Both parties supported their reasons with the necessity of finding a balanced regime for copyright protection.
Lawrence Lessig, for the petitioners, affirmed that the Internet is an instrument “enabling a much broader
range of individuals to draw upon and develop [...] creative work without restraint”. However, he observed
that following the emergence of Internet “copyright law will increasingly control ordinary uses of creative
content in activities that before the Internet were not even remotely within the reach of copyright” and that
therefore_“the extensions of copyright law are closing off this medium to a broad swathe of common
culture’.EConverser, the respondent, in the person of the Solicitor General T. Olson, gave a different
interpretation, affirming that “[...] digital media have lowered copying costs, new markets and media have
increased the value and commercial life of works; and losses due to piracy have incr " and therefore
“under traditional copyright policy, each of those changes tends to justify alonger term.”

Considering the importance of education and the dramatic possibilities given by the Internet for the diffusion
of information, the opportunity to have easy and inexpensive access to books online would help greatly in
meeting the needs of less developed economies. The presence of alarger number of books freely available in
the public domain could help reduce costs for Qael oping countries and could form a fundamental element
for the development of “digital library” services.

3.1.2  Legal protection of technological measures: therewill still beroom for fair use?

Anocther piece of legidatiop,that has provoked an animated debate in the United States is the Digital
Millennium Copyright Act,*“which introduces new national copyright regulation, mainly in two aspects:
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establishing detailed provisions against the circumvention of technological measures protecting access to
copyrighted works, and requiring 1SPs to remove, upon request, any hosted content that supposedly infringes
the work of a copyright holder, regardiess of whether the reproduction of materials is permissible under
existing copyright law.

The Digital Millennium Copyright Act (DMCA) has been enacted to implement the obligations undertaken
by the US under the 1996 WIPO Copyright Treaty, and to respond to the concerns of national copyright
holders that their works would be widely pirated in the networked digital world. Introducing legal protection
for technological measures of protection, the US legislator was aware of the necessity to devise a legal
system that would accommodate fair use and other copyright exceptions, at the same time guaranteeing
effective protection of the prohibition of circumventing technological measures that restrict unauthorized
acts not permitted by the law. In the quest for such a balance, the US Congress finally approved the
particularly complex and burdensome DMCA, which went beyond the treaties' requirements, putting a ban
on acts of circumvention access controls and on distribution of technologies that have primarily
circumvention-enabling uses.

The new introduced two new prohibitions. The first (section 1201 (a)(1) and (2)) protects
access to a copyrighted work, prohibits any act of circumvention and the dissemination of technologies
designed to circumvent access controls. The second bans the dissemination of technologies designed to
circumvent measures protecting “a right of copyright ﬂvner”, i.e. measures impeding unauthorised copying,
adaptation, distribution, etc. (so called copy contrals).

With these norms, the DMCA goes beyond traditional copyright prerogatives, distinguishing the right to
access awork from a “right of the copyright owner under thistitle’. The right of accessis not foreseen by the
WIPO Internet Treaties, which establish a more genera “[ight of communication|, that also includes the
communication of a work over the Internet. The special mention of the right of access in US law seems to
respond to the “changing economics of exploitation” of copyrighted works in the information and
communication society, and the need to cover possible new forms of commerce.

As regards section (b) of the DMCA, prohibition in this case is limited to the manufacturing and distribution
of devices which allow the circumvention of TMs, protecting a right of the copyright owner, and not to the
act of circumvention in itself, which seems therefore Iﬁl, as long as it does not result in a copyright
infringement otherwise protected under the Copyright Act.

These new levels of copyright owner’s control, thanks to the legal protection TMs, is, in the view of some
stakeholders, necessary to give right holders the assurance their rewards will not be undermined in the new
networked environment, so that they will be able to exploit these new markets.

Howger, these provisions of the Act are criticized for compromising the principles of fair use and first
sale®™With legally protected technological measures, the right holder is able to reach every single user, and
therefore control the degree of enjoyment of his copy of the work. This control was once exhausted with the
first sale. But it is not the same today.

“1 would not be permitted to circumvent the access controls, even to perform acts that are lawful
under the Copyright Act, such as using my copy [of a video game] in another computer or
lending it to a friend — act permitted to the owner ﬁ the copy under the “first sale doctrine”
codified in section 109(a) of the Copyright Act[..]”

Reproduction for educational purposes has aways been considered a fair use, and non-scholarly fair uses
could include parody or commentary. Even some kinds of non-commercial copying for private use — t
reproduction of a CD, or the copying of a TV programme for time-shift viewing — may be legitimate.
Supposing that al new digital products — therefore most of the information and knowledge products present
on the Internet — were accompanied by such measures of protection, the user, who is not able to bypass such
controls, may be prevented from exercising their fair use prerogatives. Such measures could, at the same
time, protect works that are covered by copyright and works that are in the public domain. Also, TMs do not
expire with the expiration of the right. Therefore limitation might affect the utilization of a work for
unlimited time. Some comments on the_effects of the DMCA on fair uses have recently been posted on the
United States Copyright Office websit
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“First sale?’Elrights could also disappear with the new legidation. The copyright holder will be able to
control, and therefore graduate, different levels of enjoyment of works, and offer them at different prices.
However, this opportunity seems a threat to some, giving to large industries — such as music labels or cinema
productions — the power unilaterally to limit (or eliminate) the public’s rights. Of course this is just one
scenario, and rights holders may use the new technological opportunities to offer a wider range of services
and products, instead of a narrower one. Therisk is nevertheless there.

Section 1201 of the DMCA also includes provisions regarding exceptions for certain classes of activities.
But these exceptions have been extensively criticized as being too narrow, and libraries and non-profit
groups have expressed their concern about the impact of anti-circumvention provisions on the public access
to information. To address the concerns of these groups, for example, the Act includes a specific exception
enabling non-profit libraries and educational institutions to circumvent technical protection systems to “make
agood faith determination of whether to acquire a copy” of awork (“shopping privilege”). Librarians do not
see the value of this provision, which has little application in practice, given that vendors of technicaly
protected copyrighted works generally already give incentives to allow their potential customers to take
adecision.*~The application of the reverse engineering exception, which permits decompilation of computer
programmes only when it is necessary to achieve interoperability o “independently created computer
program with other programs’, is aso limited under this section.™ The particular weakness of digita
information products to unauthorized appropriation may justify some restriction on reverse engineering
activities. These protection however should be appropriate, but not excessive, as reverse engineering “is
fundamentally directed tqgjiiscovery and learning” and represents a useful source of information and an
instrument for innovation.

Fair use permitted duplication of certain portions for appropriate purposes. These uses are now denied unless
the user falls within one of the “specia status’ exceptions. Thus these new provisions created a difﬁcﬁ
environment for users of information and communication technologies, in particular for ordinary fair users.

The anti-circumvention clause of the DMCA was notably the trigger for the arrest of a Russian programmer,
Sklyarov, who faced prison after being arrested in the United States in July 2001. He was charged with the
distribution of software that could break e-book protections, an act that violates the DMCA (but not the laws
of Sklyarov's own country, Russia). Eventually Sklyarov was released, and the charges against him dropped,
but a US attorney continued to pursue the case against the company the programmer had been working for,
ElcomSoft, which faced four charges for violating the DMCA by selling a software product that allows users
to disable security settings on Adobe Systems’ e-book files, so that they could be printed, shared, or viewed
on various devices. The company was finaly acquitted from the charges. The case, however, is quite
paradigmatic and opens discussion on two main issues relating to DMCA, namely tlﬁ balance of rights
between copyright holders and citizens, and the nature of jurisdiction in the Internet age.

As regards the former, the defence of the software company relied mainly on the fair use principle,
maintaining that the device they marketed could allow the public to make lawful uses of the product. The
company affirmed that electronic book publishers, in fact, often restrict purchasers' uses to reading e-books
only on one computer. After downloading a book, a reader could not easily transfer it to a second computer
or a handheld, and even a blind person is sometimes prevented from using technology to read an electronic
book. Sklyarov, who devel opeﬂe product, affirmed that he wanted to enable people to use legally obtained
e-books in any way they chose.

Under US law, however, the simple manufacturing, distributing, etc, of a device to circumvent controls
protecting a copyrighted work, consti aviolation of the law, and is therefore punishable, irrespective of
the actua violation of the copyright. he victory of the software company in this case showed that the
public is unwilling to convict a company just because it created a program that might be used to commit acts
of copyright infringement: it needs to have some evidence of piracy.

Slightly different is the European discipline on the topic. The European Copyright Directive,mwhich has
been however criticized as it is seen as an instrument to favour the dominance of large corporations in
particular in the sector of software development and manufacturing of technological devices.

The Directive criminalizes the circumvention of technological measures of protection, but foresee aso the
possibility to apply exception to copyright infringement for special purposes. Article 5.2, amongst others,
provides a long list intended to protect academics, and preserve some hypothetical “fair use” for press and
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parody. The actua impact of the new regulation, however, will be realized only with the implementation of
the opt-outs offered by the Directive.[”]

The principa concern of the user community is therefore that fair use exceptions will be wiped away, and
that a small group of large companies would be able to decide what users can and cannot do with the
products they legally access. Concern has aso been expr for the possible negative effects on
competition in the commercialization of technological equipment,™-and for the work of researchers in the
field of encryption and TMs. The latter are afraid that in diffusing the results of their researches — as
Sklyarov had done — they will incur copyright infringement.

3.1.3  Copyright, Internet and national boundaries

The case of Sklyarov was also seen as atest of the new trend towards the globalization of Internet law. In the
case, the manufacture and commercialization of such a software tool was completely lawful in Russia
However, the product was then sold through the Internet in other countries, including the United States,
where the deviceisillegal. It is therefore necessary to understand how (and if) national laws can be stretched
to encompass the boundless Internet environment. ElcomSoft was released under the motivation that it could
not be ﬁmed responsible for creating a software program that was perfectly legal in the company’s
country.

A similar situation was faced by a Norwegian court, which judged the case of a teenager who developed
software enabling him to watch DVD movies on his Linux-based computer. He also posted the software
(DeCSS) on the Internet, allowing people around the world to downlﬁ it and use it to crack the security
codesinstalled on DV Dsto protect them against unauthorized copying.

An online hacker publication in the United States, 2600 Magazine, was barred from posting links to the
DeCSS decryption application website. The software, breaking the digita securitylﬂj disks, violated the
DMCA's anti-circumvention provisions, and was thereforeillegal in the United States.

The Norwegian court, however, despite the pressure of the Motion Picture Association (MPA), acquitted the
offender affirming that he used the software to crack the codes that prevented him from watching the movie,
and that under national law consumers have the right to access legally purchased DVD films, even if these
are played in a different way than the makers had foreseen. Although the ruling was based on Norwegian
copyright law, it can have international repercussions, as the software is readily available to anybody on the
Internet, including in the United States. This situation adds pressure for the creation of a globally harmonized
copyright environment.

Box 2: Jurisdiction and online music: The case of Kazaa

The most famous — or infamous — example of jurisdiction “chase” is the one that is currently taking place against
@ a popular file-sharing service delivering encrypted songs, movies, and videogames, to about 60 million
users worldwide. Kazaa is currently being sued by the music and movie industry, which however encounter many
problems in the localization of the company, as its organizational structure was fragmented among several states.
Kazaa, initialy based in The Netherlands, was then sold to an Australian investment firm with its assets being split
between other countries. Copyright holders are therefore trying to coordinate lawsuits against at least five
companies in three countries. Kazaa faced separate lawsuits, brought by national music copyright organizations, in
the Netherlands and the United States. Cases like this one, a representative from the (Recording Industry
Association of America) affirmed, leave national copyright holders with little recourse.

Note: See infra paragraph 3.2.1 on peer-to-peer technology.

Sources: “The Race to Kill Kazaa’, Wired News, February 2003, at ptip://www.wired.com/wired/archive/11.02/kazaa.html ]
See dlso the case[Toys ‘R’ Usv. Step two,|and relating articles: “Does Operating a Web Site Confer Jurisdiction?’, LawMeme,

February 1, 2003, at http:/research.yale.edu/lawmeme/modul es php?name=News& file=article& sid=878| and Can the “World
Be Copyrighted?’ , Wired News, February 26, 2002.
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In addition, consumer groups are concerned about the risk that content industries — owners of copyright —
would use the law to litigate against start-ups, and therefore to control which digita technologies can be
viable and therefore available to the public, hence shifting future competition.

An example is provided by a kind of “strategic” lawsuits that have been recently brought to the court in the
US on the basis of an alleged infringement of the anti-circumvention provisions of the DMCA.

While the Act in theory has an exception that allows the reverse-engineering of a programme to
achieve interoperability “in practice its broad anti-circumvention prohibitions have created a
litigation third rail too dangerous for most would-be competitors to touch [..]. In effect, the
DMCA has become the magic key — not to opening the doors of competition, but rather to
keeping them tightly locked shut [...]. The same restrictive rationale and techniques can be
applied to limit safety and reliability inspections for a vast range of critical products -
everything frﬂ electronic voting machines to security systems to computerized car-engine
controllers.”

The copyright industry can become, in effect, the censor for public users, controlling the technology asit is
developed, as well as the utilization of content. These concerns should be solved by appropriate legislation,
whose task, in the field of copyright, has aways been to balance the frequent shifting in the relation between
consumers and producers’ rights, and guarantee the subsistence of fair use exceptions.

3.1.4 What leve of liability for online service providers?

The second important innovation brought by the DMCA regards the liability of Internet and online services
providers for illicit content hosted on their servers. Section [LZ USC 512]of the Act foresees that a service
provider shall not be liable for infringement of copyright by reason of the provider transmitting, routing on
providing connection for materias over its system or network, and for the storage of the material on its
system or network. In trt'ol.ﬁs_lcase it could be temporary storage or “storage at the direction of the user” as
happens for web hosting.

The Section then establishes a series of requirements providers have to fulfill to assess their independence
from infringing content they transmit or host. In practice, the Act offers a safe harbour to 1SPs, and at the
same time provides strong incentives to the providers to remove immediately and allegedly infringing
materials, once they are notified of the aleged infringement.

For the purposes of the law, ISPs are divided into three categories, implying a different degree of
involvement of the provider in the management and control of the content. The first two categories in fact
may be seen as a codification of the Tgﬂcept of “mere conduit”, while the third category addresses service
providers that host third-party content.

In the latter case, the prerequisites the provider has to fulfill to be exempted from liability for copyright
infringement under the Act, are stricter. The provider must not have “actual knowledge that the materia or
an activity using the materia on the system or network is infringing”; it must not be aware of facts or
circumstances from which infringing activity is apparent, and once it becomes “aware” of this infringing
activity, it has to “expeditiously remove, or disable access to, the material”. Furthermore, upon notification
of claimed infringement by the copyright holder, the ISPs, always to avoid liability for damages, have “to
remove, or disable access to, the materia that is claimed to be infringing or to be the subject of infringing
activity.”

This system has been called “notice and take down” (or “cease and desist” order), and is applied when a
person publishes copyrighted material, such as a song, a picture or part of a novel on a Web site without the
copyright holder’s permission. In this case the copyright holder can notify the Internet service provider (ISP)
hosting the site, who is then required to send an officia notice to the Web page owner. If the Webmaster
does not take down the copyrighted material or get the copyright holder’s authorization, the ISP can remove
or block the access to the Web page with the copyrighted material. In any case, the refusal to utilize the safe
harbour provided by section 512 does not presuppose the ISP sliability, but means only that its position will
be evaluated together with the position of the subscriber (for example the website owner).
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The problem is that some I1SPs, fearful of violating copyright law, do not follow the exact procedures
outlined in the Act, and sometime prefer to remove the entire Web site, rather than just the page with the
copyrighted material, or take down directly the contentious material without waiting for the official letter
from the copyright owner as required by the DMCA.

The provider, after receipt of the notification, and once they have blocked access to the supposedly
infringing materia, also has to take “ reasonable steps promptly to notify the subscriber that it has removed or
disabled access to the material.” The subscriber may then send a “counter-notification” to the provider, on
the basis of which the latter will then inform the complaining copyright holder that the material will be
replaced in ten days. During this time, therefore, the right holder can decide to file an action for copyright
infringement, otherwise the content will be put back on the website.

Although this latter provision is seeking to make it more difficult for copyright owners to oblige I1SPs to
eliminate suspect materials from their servers, the procedure is still quite burdensome, and damages both
ISPs and subscribers, while still leaving room for possible abuses. Providers recently found themselves
obliged to respond to hundreds of “cease and desist” orders under Section 512 (c) every month. These orders
are frequently based on lists of potentialy infringing files which are generated by “bots’, i.e. automatic
retrieval systems which works as search-engines does, going through the Web looking for files that appear to
match copyrighted materials. Theﬁists therefore contain many errors and often include files that surely do
not contain copyrighted materials.

However, to avoid further problems and time-consuming legal claims, 1SPs will often comply with the order
and remove even material whose posting was not a violation of copyright law. In this way subscribers will
have the burden to respond with a counter-notification, and even then will not be sure to be able to continue
to post their content. Recently, a US provider notified to a subscriber that its connection was going to be
severed in a few months, due to charges that it violated the DMCA by posting a parody website I The
“notice and take down” practice, therefore, athough giving right holders an efficient means to stop
unauthorized diffusion of their work online, may also be use to restrict the freedom of speech and of critics.

With a cease and desist order, a copyright holder ﬁy aso request the names and addresses of the ISP
subscribers they suspect to be infringing copyrights.“~This provision offers the possibility to right holders
directly to sue users who are infringing copyrights, for example exchanging large amounts of files through
file sharing systems (P2P). However, this aso poses new threats to privacy on the Internet. Section 512
permits copyright owners to send an order to a service provider to provide information about a customer, and
the pﬁjﬁ(i der will be obliged to comply immediately with this order, without judicial approval being required
first.

3.1.5 Contract law as an alternativeto copyright?

In the digital communication environment, because every act of usage necessarily involves some sort of
copying (to play a CD-ROM or read a website on a computer involves copying it, even if only temporarily,
to the hard drive), the rights of intellectual property owners have been extended to include every conceivable
act of viewing, transmitting, receiving or smply using a copyrighted work. In the past, not al uses were
considered relevant from a copyright perspective: listening to music or watching a movie were not acts
controlled in any way by the right holder. As mentioned above, in the information and communication age
this has changed fundamentally, and while information is today capable of travelling more efficiently and
rapidly then ever, new barriers are posed on the circulation of knowledge, and the balance between copyright
and freedom of expression and information is undermined.

Additionally, while technology can facilitate the copying and distribution of digital information, it also
grants the owners of digital property an unprecedented degree of_control over the use and distribution of
information, giving authors more, not less, control over their work.

As mentioned above, the combination of legal protection and technological measures, together with the
possibility to license the utilization of an intellectual product directly to the end-user, forms the basis for the
so-called digita rights management (DRM) systems. These systems are capable of controlling, monitoring,
and metering almo: ery conceivable use of a digital content, and are considered the “third pillar” of
copyright protection. y distributing music using DRM, content providers can collect a fee from users for
every copy they download, charge for every time a song is played, limit the locations in which a file can be
used, or even programme a file to expire after a certain date.

21



The development of digital right management systems demonstrates how technology, backed by law, is able
to regulate behaviour: while in the real world restrictions are represented by physical barriers, technica
standards constrain behaviour in cyberspace. Technological measures, in essence, can interact with law,
becoming in turn atype of law.

DRM can be an enabler for new business models, as it will alow producers to seek payment for their
products even when they are distributed in electronic form through the Internet, and therefore foster the
development of e-commerce. However, new legal and technological protections confer a degree of control
over the design of information rights to private parties, giving them a power over access to and use of
copyrighted content that goes beyond the rights afforded by copyright law. This might make it possible for
copyright owners also to leverage a “thin” copyright in informational works to protect information that
would otherwise be cohnjdered in the public domain, and therefore shift the balance between owners and
usersin aharmful way.

The main concern relating to contractua licenses is that they may well be used to substitute or complement
copyright rictions, further eroding the existing freedoms, in particular in the case of non-negotiated
contracts,~“ctommonly used in the software market. The relation between contract clauses and copyright law
is unclear: the latter should specify if it is possible and to which extent, to “contract around” copyright, and
in particular should define the possibility to overrule the exceptions granted by copyright law.

Certain user freedoms, however, reflect fundamental public interests that are constitutionally protected in
many countries (such as education and freedom of speech) and clearly cannot be overcome by contractual
agreement. A decision in this direction has been recently taken by the New Y ork state Supreme Court, which
retained a contract rule restricting the right to publish the results of testing and review of a software product
which was included in the license for the utilization of the same software, as “ deceptive” because it implied
consumers who conducted the reviews would be violating the law, when they would not. In its ruling, the
Court prohibited to the software firm from using its end-use licensing schemes to ban product review and
benchmark tests, affirming that

“Quch clauses censoring speech and criticism chill not only consumers speech, but also prevent
academics, consumer advocates, and technology experts alike from openly and freely discussing
software products. Restrictions like these threaten to hinder the spirit of innovation and critical
appraisal the public needs to keep softwar e effective, efficient, and safe.”

In that case, therefore, it seems there is no reason to apply a different discipline than in case of “anaogue’
contracts. Where right management systems attempt to impose restrictions on access to or use of
informational content that would be improper in a contractual agreement, the restrictions should be viewed
as void, because they would be contrary to public policy and public interests.

However, the treatment of contractual clauses restricting the utilization of the products in ways that were not
subject to control in the past is still uncertain. As some authors affirmed, certain uses were considered as
“free” not for a specific reason or to protect a given interest, but only because there were no means to control
them. Followiﬁg this reasoning, it would seem logical that today’s rights holders can exploit also these new
opportunities.

Although this conclusion might appear to be correct from the copyright owner standpoint, it nevertheless
neglects to consider two aspects. The first one is the scope of copyrights, which have never been intended, as
shown above, to give a complete monopoly of work to the author.*~Secondly, athough it is not automatic
that giving right holders the opportunity to protect and control their intellectual works that all the products
will be over-protected — perhapsiit is not even in the interest of publishersto excessively limit the possibility
of utilization of awork — the degree of protection would probably depend also on the level of competition in
the market. Different publishers can offer products with different limitation on use and at proportionate
prices, thus giving customers the opportunity to choose. But considering that consumers does not aways
have the opportunity to opt for a different product, and th&lthe sector is lead by a small number of large
multinational companies, with significant market power,“= probably this capacity to choose — and-the
bal ance between users right and protection — should be preserved a so through copyright law and policy.
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3.2 Revolutions on the web: Peer-to-Peer Networ king and Open Sour ce

3.21  P2P: from the Napster sagato the Kazaa race: can P2P become a viable legal business mode ?

The adoption of these national and international legal instrument for the protection of copyrighted works has
been supported in particular by the entertainment industry, the sector which, more than others, is affected by
the diffusion of new information and communication technologies. The distribution of music and movies
channels is growing every month — thanks also to the development of broadband services — however, an
appropriate model for distribution has not still been found. Most of the music, films or computer
programmes circulating in the Internet are “ pirated” copies, distributed in violation of copyright laws.

This has resulted in adrop of 11 per cent in CD sales for the music industryduring the first semester of
2002, while the number of estimated users of Kazaa, the file-swapping system, are growing dramatically, and
at the beginning of 2003 amounted to about 22 million in the United States alone. In Europe the situation is
not nﬂ different, with the music industry reporting a 7.5 per cent average overall downturn in saes in
2001.

Copyright has, since its inception, passed through many innovations, but the balance between public access
and creators rewards has always been preserved and exceptions to copyright maintained. Even after the
diffusion of technologica tools that increased the ability to reproduce works, such as the photocopying
machine and the video cassette recorder (VCR), copying for private use has always been permitted, as well
as copying for educational purposes. However it seems that the baance of this market was in the
“imperfection” of the %ier copying methods, which did not permit a perfect reproduction and a large
diffusion of the works:***~digital and communication technologies have a disruptive effect on this system,
breaking its delicate equilibrium.

In particular, since the “Napster saga’, peer-to-peerEItechnoIogieﬁ (see Box 4) have been seen as a threat by
the entertainment industry. When the first P2P software (Napster) was released, its inventor probably did not
imagine the reactions it was going to generate. Created as a system intended to link a small group of friends,
the utilization of Napster rapidly extended to millions of users. Napster allowed the exchange of music files
between different users by diffusing peer-to-peer software (“*MusicShare’) and by hosting a centralized
directory that responded to searches for particular songs by identifying the matching files of Napster online
users. It therefore created a revolutionary way of distributing music through the Internet, shaping a new type
of demand — and sending shockwaves among copyright owners and the traditional music industry.

Napster, Kazaa, and other peer-to-peer_systems facilitate the distribution of digital content by alowing
individuals not only to search for MP3 n the World Wide Web, but also to search for MP3s and other
files stored on the hard drives of individual PCs. Peer-to-peer networking dramatically expands the universe
of available music, allowing a person who has recorded a movie on their computer to make this movie
available to million of other users smply by connecting to the network. However, if it is true that the dark
side of P2P alows its users to easily swap copyrighted materials for free without the authorization of right
holders, this technology has also an enormous (and legal) potential .
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Box 3: P2P (peer-to-peer) networks

The Internet is essentially a communication network which allows people to connect with each other and to
exchange resources and ideas. The World Wide Web is structured around a client-server model, and was not
originally designed as a conduit for person-to-person interaction.

Michelangelo, Il Giudizio Universale, Sxtine Chapel, Rome.

The dramatic evolution of networked communications, in both speed and capacity, has today brought the
emergence of a new form of communication, no longer based on a client-server hierarchy, but on a equal
relationship between groups of users, or peers, i.e. at people at an equivalent level in the Internet hierarchy; hence
the expression “peer-to-peer”, abbreviated as P2P.

Systems using peer-to-peer technology, such as Kazaa, today allow for the sharing of files among individual users,
and offer to them the possibility to exchange also copyrighted material, such as musica files, facilitating the
violation of copyright laws.

A P2P network can be composed either entirely of peers at the same level (decentralised P2P) or a sort of hybrid
system of client-server and a peer network (centralized P2P). In the second instance, a centralized server directly
links all the connected users together. Without this server there is no network. An example of a P2P network using
a centralized technology is Napster, which acted as an intermediary between two peers, facilitating MP3 file
seeking.

In a decentralised network, conversely, each PC is a node, which is at the same time both a client and a server.
Every computer in the network is connected to every other computer without the need for any centralized server to
control the content. Equality among peers is perfect in this case, as the information goes through all the connected
computers. Today there are numerous new decentralized architectures, such as Kazaa, Morpheus or Grokster,
which have implemented new technologies and enhanced the accessibility and the quality of their services.

P2P allows the exploitation of the potential residing at the edges of the network infrastructure. Before P2P, the
million of computers connected to the Internet were not really a part of this network. In fact they were nothing but
clients. With P2P, all these computers can become a part of the network.

The P2P model is seen as the key element in the Internet evolution, and many of the most innovative initiatives on
the Internet are deriving from the utilisation of this model, the example being the famous Napster or Kazaa. But
P2P is also at the basis of instant messaging (IM) services and chat software (such as IRC), of the [BETI |(search for
extraterrestrial intelligence) project- where the spare capacity of PCsis used for the elaboration of data, it is used for
universities cooperation programmes, and helps the exchange of information among researcher. Additionally, as
the cost of distribution through the Internet is practically inexistent, a host of unknown artists are likely to use the
new potential provided by these technologies to spur their carriers, and be less dependent upon the traditional
music distribution system. Peer-to-peer technology in itself can be the vehicle to foster innovation and the spread
of new intellectual creations.

The popularity and the ease in the utilization of P2P networking is illustrated by the tremendous growth in
the number of users of P2P. However, of all the music downloaded via Napster, a large percentage was in
infringement of copyright, and the same is applicable to other sharing systems (and relates not only to music,
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but also to films and software). The large number of files exchanged every day over the Internet, however,
makes it not worthwhile for copyright holders to pursue single infringers.%]

“Hillary Rosen, the president of the RIAA, conceded to me that “ there are not enough lawyers
in the world to sue all the people we'd have to sue." (Asit is, the association sends as many as
thirty threatening letters every day.) Stop fighting to preserve the past, Rosen counsels record
labels. It can't be done. [..] Instead of fighting the trend, she says, the industry should
“ embrace the opportunities’ provided by the Internet. Don't try to stop the flow of zeros and
ones, rechannd it.”

The legal interest in peer-to-peer revolves around a question of old commerce and new e-commerce. In fact,
in the Napster case, the interests of the music industry were so threatened that an aliance, guided by the
Recording Industries American Association (RIAA), filed a suit against Napster for the violation of the
provisions of the Copyright Act. As mentioned in Box 4, Napster was not an entirely P2P network, asit used
a centralized server to alow file-swapping. This centralized architecture was both a technical strength and a
legal weakness.

Napster was in fact sued for “contributory and vicarious copyright infringement”. The RIAA alleged that the
conduct of the company, providing users with the necessary infrastructure, intentionally enabled and
promoted the distribution of unauthorized copies of music. Additionally, and here the structure of the
technology was critical, it was asserted that Napster, through its central server, was able to control al these
infringements.

Napster’s defense, built on the “ Sony case”, the fair use doctrine and the application of the new safe harbour
provisions of Section 512(a) of the Digital Millennium Copyright Act, was not successful, and did not
impede the negative ruling by the Court. Napster was judged as not comparable to VCR devices, as that
technology wed users to “merely [enjoy] the tapes at home”, while Napster facilitated unauthorized
distribution.~—Additionally, in this case Napster had knowledge of the activities of its users, and was aware
that infringing material was available in its system. Also, Napster user’s activities could not be considered
“fair use” because they threatened the incentives created by copyright. To avoid liability for copyright
violation, Napster had therefore to exclude infringing files from its directory once alerted by the copyright
holders,—under the “notice and takedown” regime mentioned above. This killed the service in a few
months. he Court decision was accepted with satisfaction by the music industry, which considered it as a
necessary step for the development of their own online digital business model.

Despite the termination of Napster, however, supporters of P2P technology did not abandon the elaboration
of new architectures based on a decentralized , to provide new alternatives to file-sharing users,
avoiding the legal struggle which Napster incurred. nutella was one of the first decentralized networks to
appear on the Web, quickly followed by many others, and was considered a new menace for the
entertainment industry.

From Napster, to Gnutella, to Kazaa. File swapping has not been stopped by legal constraints, and even with
the new instruments offered by the DMCA or by European Copyright Directives, the entertainment industry
is not able to adequately face the spread of P2P technologies. Notwithstanding the multiple legal actionsit is
facil& Kazaa is till providing its services, and countless copies of the software are downloaded every

day.
Thelegal strength of Kazaais its decentralized network configuration, which does not permit to the company
to control or supervise the activity of users*Additionally, the structure of the firm has been broken up, and

control scattered to several businessesin dif t countries, some of which are well-known safe harbours for
intellectual property violation or tax havens.

This to say that, although new and more stringent technical and legal controls have been enacted, it is
impossible to stop the evolution of technology. In addition, in the effort to stop piracy, copyright rules have a
tendency to proliferate, and become overprotective. In the digita age copyright has expanded to include
every conceivable act of transmitting, viewing, receiving, or simply accessing a copyrighted work.
Furthermore, the potential of using “code’ (technologica measures) and contracts clgﬁes as substitutes or
additions to copyright, threatensto further erode the existing freedoms and exceptions.
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Among the many music-sharing services, there are some companies that have started to develop online
music distribution services based on a more classic “client-server” configuration, where users are able to
download files on a micro-payment basis. However these systems are not yet producing the desired results,
in particular because of the competition from P2P services offering free downloads. Price, however, is not
the only problem. At second glance, the unsuccessful deployment of payment-based and legal services seems
also due the control music industries are ill trying to exert on the music they offer, and the limited
extension of the same service.

Online music downloading services are currently provided by a handful of companies such as MusicNet
(Wwww.musicnet.com) and PressPlay (Jvww.pressplay.com), respectively backed by Warner, BGM and EMI
and by Universal and Sony. These services, started in 2001, are built on rietary software, and control
every utilization, from the download of a song to the listening of the music. he user, who, for a monthly
fee, can download the music from the list, is not free to listen the song on a MP3 player, cannot exchange the
music with afriend who is not signed up to the service, and is aled to burn or transfer music to a portable
device only after the payment of an additional fee for each song.

Additionally, these services are not able to provide the same range and variety of music that i rrently
available for free on Kazaa and services alike, because of the complex copyright licensing system, d the
delay with which some time albums are released online, for fear that would affect the sold of CD version.
Recent technologica developments such as broadband capacity, MP3, digital compression, streaming, and
peer-to-peer file sharing, have provided consumers with easy access to music on the Internet and stimulated
their interest in using the Internet as a primary way to enjoy music. Communication technology is constantly
advancing, and users are demanding downloadable formats and new services, currently offered successfully
by P2P networks. Given that P2P systems cannot be blocked, the power to stop online piracy rests with
users. The entertainment industry, instead of trying only to block them, lobbying for restrictive copyrigﬁrﬂ
laws, suing providers or even single users, introducing restrictive TMs to their products, or “spoofing”
files in the network, should try to offer improved services and convenient deals. Specificaly, they should
provide their customers with a better place to go.

Today we are assisting to a situation of — at least partial — market failure, where the demand for music of
usersis not fulfilled by producers, who cannot find a model to exploit the market. Authors and producers are
unwilling to distribute their products online as long as a payment scheme is set up and pirated copies are
banned. At the same time, the current services they are proposing are suffering from the complex and overly
restrictive schemes they have to follow. Continuing on this path, there will be no improvement, as there is
neither an incentive for private users to stop illegitimate file sharing, nor for creators to make their work
available online, and no system to allow to online music subscription services to work.

Perhaps, as some authors suggested, it will be necessary to find a different mechanism to reward artists. A
mix of compulsory licensing“~and collective licensing models could provide a solution to the current
impasse in the distribution of digital products over the Internet.

Compulsory licensing would help in the development of these services by allowing all online music
providers to obtain a license through a simplified one-stop-shopping process. Also, obliging authors, such as
singers, to join a collective licensing association, would give users the right to obtain a licen use any
piece of music and distribute it over the Internet, while at the same time rewarding rights holders.

A similar objective isthe one pursued by Apple, which recently launched itsiTune servi ce,m/vhich obtained
in its first weeks a considerabl e success among users. The positive take up of iTune is apparently to the ease
with which customers can access and use the service, and the relative “freedom” of utilization th enjoy
once they buy the music, athough, of course, always more limited in respect of free downloads.™-Appleis
trying to utilize a more simple copyright management to strike a deal with major musi tﬁmpanies, and also
to get smaller independent firms on board, hoping to make music more easily available.

These kind of services will have several advantages for users: they will be legal, more easily accessible in
respect to the services currently offered through P2P technology, which are often more difficult to use in
particular for people not expert with ICTs, and will to offer the a good variety of songs, faster downloads,
and other enhanced services, such as additional information on singers, videoclips, etc. Additionally, more
freedom should be left to users, which to be willing to pay to download music should have not only alarge
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choice of songs, but aso the possihbility to use these songs as they wish, listening to them from their
computer, or in a portable MP3 player, or burning them on aCD.

P2P services will be free to exist, and continue to provide an incredible tool for the exchanges of files among
users, for examples songs that are no longer available in the commercial circuit, or local productions which
are not widely distributed. Additionally, to balance the possible illegitimate uses of copyrighted products that
can still survive in the market, akind of levy tax on brﬁﬁjband access might help. The tax could be collected
by 1SPs, incorporating it to broadband subscriptions.**~This method is already applied to blank CDs and
videotapes. It is in fact supposed that this equipment will serve, at list in part, for the reproduction of
protected works, therefore the amount of the tax is collected and then redistributed to right holders to
compensate them of the loss they have suffered. Programmes aimed at raising awareness on the importance
of respecting copyright, together with a more “friendly” policy toward the Internet and file sharing, and a
creative approach to new solutions, could give artists and music labels greater results ratg than their
“aggressive fight against piracy” to conquer their “legitimate” monopoly of online distribution.

3.22  Open source and open society

As seen above, computer programmes are covered by copyright protection, and the author usually allows the
utilization of the programme by third parties through licensing agreements, with which they establish the
modalities and limits of utilization. Software programmes are typically purchased or received in the form of
compiled objects, and do not provide access to the source code, which is the collection of instructions a
computer programmer writes to tell a computer what to do. These instructions are written in high-level
languages such as C++, Cobol or Java, and can be understood by anyone having a proficiency in that
language.

In the early days of software industry (sixties and seventies), many programmes were licensed in source code
form, on the grounds that programmes were usualy the result of custom development, and therefore
designed to work only in a specified environment.

With the emergence of home computers, off-the-shelf, mass-market, computer programmes were devel oped
to run on standardized Personal Computers (PC), and caused the growth of the practice of “closed source”
licensing, which nowadays dominates the market. Closed source is preferred by commercial software
companies, dlowing the licensor to maintain the source code as a trade secret, and impeding users from
modifying the programmes, as rewriting would require access to the source code.

This is the essentia reason for the development of the “open source movement” .@This movement was
initiated by a group of programmers who believed that access to the source code is fundamental for the
developmerwf better and more efficient computer programmes, and then extended to the entire user
community.

“Open” or “free” sourcein this context relates to a source code that is avai Iﬁﬂe to all users, which can freely
accessible and modifiable, and not to something that is available at no cost:

“Free software is a matter of liberty, not price. To understand the concept, you should think of
“free” asin“ free speech”, not asin “ free beer.”” (R. Stallman, GNU philosophy)

Also, “open” does not mean necessarily that the software source code is placed into the public domain:
programmers may <till copyright the code, and then license it according to a particular mass-market licensing
model. As Debianhut it “ To stay free, software must be copyrighted and licensed” .

This is because software that is placed in the public domain can be cracked and put into non-free programs,
becoming therefore unavailable for further modification and improvements. The software author, conversely,
uses his own copyright to guarantee that all Uﬁ may enjoy the same rights by affixing any of a number of
standard licensing notices, such as “ to the code. Well-known examples of free or open source
software are the GNU/Linux computer operatmg system, Perl programming language, the Internet e-mail
engine SendMail or the Apache Web server.

User innovation networks, such as open source, have a great advantage over the commercia development
systems that are at the basis of current software market: they enable each user, whether an individual or a
corporation, to develop exactly what they need rather than being restricted to available marketplace choices
or relying on a specific manufacturer’s work. Moreover, individual users do not have to develop everything
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they need on their own: they can benefit from innovations developed by others and freely shared within and
beyond the user network. The open source movement claims then that by making the source code available,
programmers are able to develop higher quality software and fix bugs faster than commercial software
developers, and that the resulting software will be less expensive the commercial ones. At the same time,
running a system based on open source software may be technically more complex, and require appropriate
management, making it difficult for smaller users to benefit from them.

To obtain an open source license, software has to respect a series of key principles. These principles are
embodied in the open source definition, published by the Open Source |nitiative, and in sample licenses
published by the Free Software Foundation and s, such as the GNU™*Genera Public License (GPL)
and the BDF (Berkeley Software Design) licence™>-If a license does not comply with these principles, the
software cannot (at |east should not) be labeled “ open source.”

Many thousands of free and open source software projects exist today and their number is growing rapidly.
Pre-packaged support for such projects is now available online, and users are beginning to understand the
potential of such software. Implementing new projects is becoming progressively easier and more effective.
A warehouse of_apen source projects, [Sourceforge.net] already lists severa thousands of projects and
registered users.™> The open source model is beginning to be employed at the governmental level,
constituting an attractive alternative to commercially developed software, and it is becoming a t for
traditional software companies, that until now were able to maintain a sort of monopoly in the sector.

The possibility of using open source software has met with much interest from developing countries, where
the cost of traditional commercial software is often too high for local standards. Additionaly, open source
software would allow users to adapt the products for the local needs, and foster the development of inter-
operating applications, through follow-on innovation. Under TRIPS, developing countries are already
permitted to reverse engineer software, however the widespread usmf open source software could prove
more practical and it is an dternative these countries should consider.

4 Conclusions

4.1 Implicationsfor developing countries

Developing and least developed countries are trying to fight against the digital divide to gain the access to
information and communication technologies, so to reach the incredible resource of information and
knowledge represented by the Internet. However, having a computer connected to the Internet network today
is not enough: some of these resources are not, or may not bein the future, available to all users.

Probably thisis not much different from the past situation: before the Internet, developing countries also had
only to limited access amount of resources and information. Some authors assert that in any case they are
able to benefit from the knowledge that islgﬁenly disseminated in the Internet, and to some sources for which
alocal library or university is ableto pay.

If this conclusion seems logical, given the need to reward the origina effort of creators, it is also worth
noting that intellectual capital cannot be considered as a mere “property”, and should not be subject
completely to the will and wisdom of the owners. Some authors affirm that, given the existence of rights
management systems, which are legally protected, and the growing importance of contractual agreements
between owners and end-users, legidation will have a residua role in the field of copyrights. This
interpretation, however, is probably too radical, as appropriate legidation, created specifically for the need of
the country, has afundamental role to play for the preservation of the right of usersto information and
to use them, either for reasons of public interest of for consensual, limited, private uses.

New information and communication technologies can be the beginning of a new era for knowledge
diffusion, bringing to the elaboration of new business models and to the diffusion of a variety of services,
respondent to the users' more diverse needs. The risk, however, is to create a “pay per view” world, where
there will be not room for “exceptions” and fair use, and intellectual property will not be seen as aregime to
protect authors and foster creativity and public accessto ideas, but only as a means to reward investment.
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This shift is already happening. Without a clear and balanced IPR system, the combination between technical
and legal measures may ensure unlimited filtering capabilities to digital communication technologies,
excluding people form the content needed to make informed judgment and rational decisions, and

“may result in growing barriers to the access to all types of information, which will be
increasingly channeled through digital networks. Such barriers are likely to affect not only
technology, but also general factual information as well as scientific knowledge. This may
consolidate existing trends of not openly diffusing the results of scientific rﬁmch, and thereby
restrict access by developing countries to the pool of scientific knowledge.”

International treaties and regulations should therefore consider the necessity to devise legal provisions that
can accommodate both protection of intellectual work and fair uses and other exceptions to copyright
infringement. Furthermore, after ratification, international provision should be implemented appropriately at
the national level, and this requires an appropriate legidative framework, without which copyright protection
may not have beneficial effects on investment and innovation.

4.2 Can copyright be used to encourage creativity, foster development and allow accessto
information to everyone?

In their contribution to the WSIS process, several organizations and member countries expressed the need to
promote and preserve information in the public domain, suggesting that a more adequate baance between
property rights and other social needs (e.g. cultural and educational) should be identified and incorporated in
the legal framework, while exceptionsto IPR should be clearly defined.

The legal cases which are currently creating so much debate in the ICT community are an example of how
the emergence of the Internet put the future of copyright law at a crossroads. Copyright in the information
and communication society is not a stand-alone issue, but it can influence access to information, regulating
the flow of knowledge and ideas. Copyright is also gtrictly linked to competition, technological innovation,
consumer rights and public interests — all elements that have a fundamental role in the balanced devel opment
of society.

Notwithstanding the conflicting views that exist concerning the implementation of some national and
international instruments relating to copyright protection, a solid legal framework for copyright protection
seems to be an essential tool for preserving the balance between the interests of right holders and those of
users, and for the development of ICTs and their applications. Rational copyright legislation is ideally one
recognizing that technological advanceistoo fast for traditional rigid regulation, that takes into consideration
the different needs of the country in which it is implemented, balances the interests of all stakeholders, and
succeeds in the fundamental role of copyright discipline — i.e. fostering creativity and innovation — while
avoiding the creation of new digital monopolies and preserving the public interest, to allow everybody to
fully participate in the society of the future
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