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Understanding Spam

Legal definition of spam:  Anti-spam laws exist in a number of 
countries around the world

• Currently no universally accepted definition of ‘spam’
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Spam Continues to Grow and Evolve
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Claimed Region of Origin

Asia
14.7%

Europe
9.9%

North America
70.9%

South America
2.6%

1.8%

Africa
0.1%

Note:  Claimed region of origin indicates the region from which the message claims  to originate. 
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Non-English Spam is not Insignificant

Non-English
16%

English
84%
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Solution to Spam?  Multi-Layered Approach
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Fraud is Bigger Threat than Spam to Email Security

Ability to do business onlineAbility to use email as a 
communication medium

Key Threat

Customers and potential 
customers

EmployeesGroup Targeted
BrandIT ResourcesAsset Attacked

ExternalInternalRange of Damage

FraudSpam
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Messages Are Deceptive
Email: Messages appear legitimate … except for fraudulent URLs

http://205.214.89.85/ebay.html
www.citibank.com:ac%398HAAA9UWDTYAZJWV
WAAAA9pYWwgc2l6ZT00PjxTVgc2l6ZT00PjxT3Aa
c%398HAAA9UWDTYAZJWVWAAAA9pYWwgc2l6
ZT00PjxTVgc2l6ZT00PjxT@211.155.234.84
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Websites Are Also Deceptive
Websites: Fraudulent sites often look more “real” than the legitimate sites

Exploits Microsoft I.E. “%01” 
vulnerability to display a legitimate URL

Legitimate Site
(with warning) Fraudulent Site
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Growth and Impact of Email Fraud

SourceDescriptionCost

FTCEstimated number of people reporting fraud to FTC3%
Number of FDIC fraud messages caught by Brightmail in 

one week in January 2004

US Population fallen victim to Identity Theft

Individual time spent recovering from Identity Theft

Cost of Identity Theft in last 5 years in US

Brightmail3.5 million

Gartner3.4%

Identity Theft 
Resource Center

600 hours

FTC$60 Billion

High Profile Attacks

Yahoo, Earthlink, AOL, AT&T, MSN, MSNTV…Service Provider

EBay, Best Buy, PayPal, Microsoft, Sony, Target, UPS, Fedex, 
British Airways, Monster.com, 1-800-Flowers.com…

Consumer

Citibank, Visa, Fleet Bank, Barclays Bank, NatWest, Lloyds TSB, 
Nationwide, Halifax, Bank One, Bank of America, Wells Fargo, Bank 
of Montreal, Schwab…

Financial Services
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