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What is Phishing =

Phishing attacks use 'spoofed' e-mails and
fraudulent websites designed to fool recipients
into divulging personal financial data such as
credit card numbers, account usernames and
passwords, social security numbers, etc.




History of Phishing = L

First known attacks on AOL accounts in 1996

Sporadic attacks up until 2003, mainly AOL, eBay and
PayPal

Major growth from mid-2003 until present day
Focus on English language — U.S.A, Australia and U.K.

2004 - first non-English language attacks on Swiss
Banks

Increasing sophistication of attacks




Unique Phishing Attacks (to end May 2004)
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Citibank
eBay
U.S. Bank
Paypal
Fleet

Visa

AOL
Lloyds TSB
Barclays
Westpac
Nationwide
Halifax
Natwest
Bank One
Chase
Earthlink
AN \V4
e-gold
HSBC
MSN
Woolwich
Yahoo

May-04 Apr-04

Feb-04 Jan-04

167 62 4 0 2 0
149 135 63 42 10 6
33 28 23 9 2 1
21 0 7 8 2 4
17 9 10 10 35 4
17 15 4 0 1 1
15 31 11 6 1 1
12 17 10 0 3 1
10 0 0 0 0 0
9 6 1 0 1 0
7 6 2 0 0 1
6 4 5 0 0 1
6 3 2 0 0 0
6 18 5 8 9 6
4 7 4 0 0 3
3 5 2 2 0 2
3 3 4 0 1 0
3 0 0 0 0 0
3 0 0 0 0 0
3 2 3 4 2 0
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Typical Emails e

: File Edit View Tools™ Message Help .ﬂ?
™ % =S g 4\
g X €3 €3 O

~ Spoofed From Address

Subject: Citibank official notice! [Fri, 25 Jun 2004 03:33:26 +0500]
citr

Cear client of the Citi,

As the Technical service of the Citibank have been currently updating the software,
We kindly ask you to follow the reference given below to confirm your data, otherwise
YOLIP ACCassta=Hresr=teTTTTIEy be DIOLRE

https: fweb da-us citibank.com/signinfscriptsflogin2fuser setup |sp

WWe are Oretefeies=all conneration

A member of citigroup
Copyright @ 2004 Citicorp

Faked and encoded URL

http://%31%34%38%2E%32%34%34%2E%39%33%2E%39:%34%39%30%33
/%063%69%74 /% 69%6E%64%65%78% 2E%68%74%6D

https: /fweb.da-us.dtibank, com fsignin/scripts [Iogin2fuser_setup.jsp

E—— T
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Typical Website D {onmomcarion:

COMMUNICATIONS

‘3 Welcome to Citi.com - Microsoft Internet Explorer

Tools

[EIEN Edit SUEE —a

orites

Gﬁa-:l-\ \‘3 @ @ :-_/h p5earch *Favorit&s er\‘ledja @ @v h} E s D .ﬂ

Address @ http: ffwww. citi. com domain findex. htm

‘A Citibank customers details confirmation - Microsoft Internet Explo. .. |._|

please confirm :ml

I iti i s Checki t linked t 5

GenL“ne C|t|bank S|te = a00is | svied |ATMIDeb|t€ard (CiN) | rT:";[;:EifE:'::'{Ef;Eht:mﬂ your s
V am PIN Saving account linked to your

'I'I'Elcume tD C'i.tl ATM/Dehit Card (if you hawve}

FREE Citl featured offer from: Citiba) I:I
User ID* (if you hawe) First and Last Name

. Citibank reminds you t
checking REE is a very good thi | | :I

Password (if you have) Social Security Number (55N)

=

with direct deposit

look appl : e —
for a praduct or service ppor‘{] new account ﬁ,—l:::l":::}cude J MiHualness Mother's Maiden Name (MMN)
|Choose one V.| |Choose one V| I:I
ration date for Credit Card  Date Of Birth (DOB)
FREE checking .Variahle rates as low as CVV2 code for Credit Card

E-mail address

{if you have)

Popup Window on %] L— [
Phisher’s site — e

Need help?
Forgot Your PIN?

= You must enter User D if you use MyCiti, Citi Cards or Citi Businass m=o
This web site {citi) is the global source of information about and acceg o : ; v : o
citi Citigroup Privacy Promise Terms & Conditions Copyright @ 2004 Citicorp bug
Citi.com nise

Terms & Conditions
Copyright & 2004 Citicorp
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Attack trends

Email sources
Majority relayed through compromised adsl/cable connected Windows

machines
95% of FROM: addresses spoofed

Select [P I-— sz range @R S[:ﬂlll
[ Use group of ranges

Select ports range: Idefault -Idefault W Use default ports list

[ Use ports ranges list

E| COpen ports (4)

""" @ 135Cpen oc-srv)
Do @ 133 Open (nethios-ssn)
""" @ 445 Open (microsoft-ds)
@ 1025 Cpen (Microsoft ADL)
=1-f# Closed ports (53)

""" @ 0 -134Closed

""" @ 135 - 135 Closed

""" @ 140 - 444 Closed

----- @ 445 - 1024 Closed

----- @ 1026 - 65535 Closed

ISu:an complete




Attack trends C

- ]
Websites

Compromised Windows Cable/ADSL machines
Worms/trojans/backdoors
Open remote access services (VNC)

Subverted legitimate sites
Wide open/badly configured machines
Unpatched vulnerabilities

Throw away hosting




Key elements to phishing D Commmearions

Email should not be traceable

Web site should not be traceable

Money should not be traceable

User needs reason to give details:-
“your account will be deactivated...”
“fraud on your account...”

“‘win a prize...”

Web site should look convincing:-
Correct colours/logos
Not given away by URL....




Hiding the URL CoNMUNIEATIENS

=M Wells Fargo Sign gn - Microsoft Internet Explorer
File Edit  View Fawvorites Tools Help #‘

Q Eack -\) Ia @ :_‘f;j p Search ‘?‘;\_{ Favorites e Media @l @ - % - |_;J _1‘3
Address |@ http:,|",|"online_wellsfﬁrgo_com_account._?301fwells.htrn Vl Go
-~

| - (== =
‘ \\
Not Yet Enrolled? s View Your Accounts
Free! 1. Username/s SH: 2. Password? =
Start viewwing all your Wellz | | |
Fargo accounts online. \4
= Enrcll Nows Usermame Help

Legitimate unrelated

Sub-domain looks like demain i

bank =

MM oam IonCce o TTaamgin Fast Markets

Sign on to other services
My Applications il

Enroll to View Your Wells Fargo Accounts
It's free and secure. To enrall for online account access for your personal or business accounts, simply enter your

=] & Internet

[¢

E—— T
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Hiding the URL

2l 1.5. Bank Internet Banking - Microsoft Internet Explorer

File k dit WView Favorites Tools Help

eﬁack @ -\_:] @ @ \/_h pSEarm ‘E,jn:sv‘Favorites *Media @ B' »f__; E \_‘J \ﬁ

TUMBLEWEED

COMMUNICATIONS

Address |@ https: ffwww .usbank. comjinternetBanking DisplayMaintenancePage

Customer Service Contact Us Locations

Ehank,,

___—-——ﬁ

Internet Banking

Internet Banking Maintenance

Enter Your Information: Step 2 of 3

Personal Account

r Primary Account Holders Full Hame

Enter your Full Mame on your account statement.

+ Phone Number

Enter your Home Phane Number.

+ Checking or Savings Account Number

Enter your U.3. Checking or Savings Account Mumber, omitting spaces
and hyphens.

+ Check or ATM Card Number

@ Done

ﬂ Internet

T —
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Hiding the URL: Pop up name window S MHUNICATIoNS

——

‘3 U.5. Bank Internet Banking - Microsoft Internet Explorer

Customer Service Contact Us Locations

Internet Banking Maintenance

Enter Your Information: Step 2 of 3

Personal Account
r Primary Account Holders Full Name

Enter your Full Name on your account statement.

+ Phone Number

Enter your Home Fhone Number.

+ Checking or Savings Account NHumber

Enter your L3, Checking or Savings Account Number, omitting spaces

and hyphens.
» Check or ATM Card Number
| | g
@ Done £ Internet
T — T
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Hiding the URL: Pop up on top <, TUMBLEWEED
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‘3 Welcome to Citi.com - Microsoft Internet Explorer

Tools

[EIEN Edit SUEE —a

orites

Gﬁa-:l-\ \‘3 @ @ :-_/h p5earch *Favorit&s er\‘ledja @ @v h} E s D .ﬂ

Address @ http: ffwww. citi. com domain findex. htm

‘A Citibank customers details confirmation - Microsoft Internet Explo. .. |._|

please confirm :ml

I iti i s Checki t linked t 5

GenL“ne C|t|bank S|te = a00is | svied |ATMIDeb|t€ard (CiN) | rT:";[;:EifE:'::'{Ef;Eht:mﬂ your s
V am PIN Saving account linked to your

'I'I'Elcume tD C'i.tl ATM/Dehit Card (if you hawve}

FREE Citl featured offer from: Citiba) I:I
User ID* (if you hawe) First and Last Name

. Citibank reminds you t
checking REE is a very good thi | | :I

Password (if you have) Social Security Number (55N)

=

with direct deposit

look appl : e —
for a praduct or service ppor‘{] new account ﬁ,—l:::l":::}cude J MiHualness Mother's Maiden Name (MMN)
|Choose one V.| |Choose one V| I:I
ration date for Credit Card  Date Of Birth (DOB)
FREE checking .Variahle rates as low as CVV2 code for Credit Card

E-mail address

{if you have)

Popup Window on %] L— [
Phisher’s site — e

Need help?
Forgot Your PIN?

= You must enter User D if you use MyCiti, Citi Cards or Citi Businass m=o
This web site {citi) is the global source of information about and acceg o : ; v : o
citi Citigroup Privacy Promise Terms & Conditions Copyright @ 2004 Citicorp bug
Citi.com nise

Terms & Conditions
Copyright & 2004 Citicorp
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Hiding the URL: Fake browser parts TUMBLEWEED

File Edit View Favorites Tools Help ,ﬂ

OBack ('lj p S *Famrit&s Q‘MEdia @ &g' ri;‘

M Billing Update @

/ = please log in =

You hawve been directed to cur Billing Update page because

wie have recently trizd to VeriCharge your credit or debit card

we have on record for $0.01, and the charge was declined. eBay User ID
i= only to confirm that the credit or debit | |

itted to eBay is current. The charge being

caused by your credit card being over its
Fake browser address [wsnseis pazswor
esp your account open we need to verify | |
ba r credit or debit card. In furtherance all
lill be given a full 428 hours pricr to eBay
lccount. We thank you for your response
and ook forward te continuing to serve you.

Sincerely eBay Billing Team.

This web page is secured with 128 bit S5L encryption.

Fake padlock ~.

Announcements | Register | Safe Trading Tips |

Copyright ® 19385-2004 =Bay Inc. All Rights Reserved.
Designated tredemarks and brands are the property of their respective owners.

Policies gedback Forum

| About eBay

Teviewed b

&

I|@ Done ’_ E | Internet \ 2
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Approaches to Countering Phishing D Commmearions

Legislation

It's already illegal!
Spam filters

Can catch a proportion

Relies on continual updates

Needs action from recipients/ISPs
Education

Tell people about phishing

Educate people about security vulnerabilities
Two Factor Web Authentication

Cost of roll out
Email authentication

Solves the underlying problem — spoofing of FROM addresses

Sender-ID/Caller-ID/SPF
S/MIME digital signatures

Will take time to roll out
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