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INTRODUCTION

    This document has been developed by public and governmental  "Association of Documentary Telecommunication" (ADT) on behalf of the commission of the Minister of the Russian Federation for Communication and Informatization. The following persons took part in the development and discussion of the document: Avetikov Serguey Yurievich (SZS "Sovintel"), Antimonov Serguey Grigorievich (DialogNauka), Ashmanov Igor Stanislavovich (Ashmanov and Partners), Baranov Serguey Gennadievich (VGTRK), Bryukhanov Andrey Anatolievich (Infosystemy Jet), Bykanov Aleksandr Vladimirovich (Rostelekom), Vankov Vadim Valerievich (MTU-Intel), Ganev Michail Igorevich (RosNIIROS), Didenko Pyotr Vladimirovich (Zenon N.S.P.), Zhelonkina Tatyana Germanovna (Mail.ru), Zhasurskii Ivan Ivanovich (Rambler), Kader Michail Yurievich (Cisco Systems), Kashinskii Serguey Igorevich (Infosystemy Jet), Kovalenko Nikolay Pavlovich (ZNIIS), Kolmanovskaya Yelena Savelievna (Yandex), Kondakov Harry Igorevich (Kaspersky Laboratory), Kononov Aleksandr Anatolievich (ISA RAN), Koreshkov Yury Petrovich (Minsviaz of the Russian Government), Kremer Arkady Solomonovich (ADT Executive Committee), Kurnosov Ivan Nikolaievich (Minsviaz of the Russia), Linde Serguey Yurievich (RosNIIROS), Lozinskii Dmitry Nikolaievich (DialogNauka), Murugov Serguey Mikhaylovich (RosNIIROS), Novikov Nikolay Aleksandrovich (Minsviaz of the Russian Government), Pershov Aleksandr Nikolaievich (Minsviaz of the Russian Government), Sobolev Dmitry Vladimirovich (TransTeleCom Company), Sundukov Aleksandr Gueorguievich (Minsviaz of the Russian Government), Timoshin Vladimir Nikolaievich (Kaspersky Laboratory), Trifalenkov Ilya Anatolievich (Infosystemy Jet), Fedotov Nikolay Nikolaievich (RTKComm.RU), Frolov Aleksandr Viacheslavovich (Sluzhba Data Recovery.ru), Sharov Boris Aleksandrovich (DialogNauka), Yakushev Mikhail Vladimirovich (Microsoft).

The memorandum proposes uniting around Minsviaz of Russia all those interested in creating a powerful barrier to the distribution of harmful programs and spam. 

The first chapter examines the negative influence of harmful programs and spam on governmental, commercial, non-commercial and personal infocommunication systems. A classification of different user categories is given: governmental, commercial and non-commercial organizations, and private users. Specific features of protection against harmful programs and spam are considered for each category of users. In the second chapter, the first-priority measures for counteracting to harmful programs and spam distribution are specified.

Conclusions and recommendations are given in the conclusion.

  Principal terms and definitions used in the document. 

Virus attack —an intentional distribution of malicious programs  (computer viruses, in particular) undertaken with the purpose of putting an infocommunication system out of operation, obtaining unauthorized access to the system, changing information stored in the system, or performing any other harmful action.

Malicious program —a program (or a part of a program) which deliberately results in unauthorized deletion, blocking, modification, or copying of information, or operational failure of a computer, computer system, or computer network.
Computer virus  —a program (or some package of executed codes/instructions) capable of creating its copies not necessarily completely identical to the original, and to injecting them into different objects/resources of computer systems, networks etc. without the user's authorization. Such a program is certainly malicious. 

Spam —advertising or other e-mail messages distributed to addressees who have not explicitly or implicitly expressed a desire to receive such messages, or who have expressed an unwillingness to receive them. As a rule, mass distribution and the anonymity of the advertising distributor are basic features of spam.  
CHAPTER 1. 

THE NEGATIVE INFLUENCE OF HARMFUL PROGRAMS AND SPAM

    At the initial stage of network technologies development, a the damage from virus and other types of computer attacks was comparatively low owing to the insignificant dependence of the Russian economy on information technologies. Now, as a result of continuously increasing number of attacks, the creation of mechanisms for their automation as well as the considerable dependence of citizens, business and public authorities on means of electronic access and information exchange, the damage from carrying out attacks against infocommunication systems comes to enormous sums.

     As Internet technologies are developed and introduced into infocommunication system, the Internet, as well as corporate Intranets, are more and more being actively used to carry out destructive activity. By penetrating a company’s or organization’s network, a malicious program can perform various destructive actions, from information deletion and theft to a complete shutdown of system operation. And the unauthorized distribution of e-mail messages (spam) considered as a type of attacks via the Internet can cause a no less damage as well. 

    As Computer Economics Company reports, a damage from viruses and other malicious programs was $14.5 billions worldwide last year. The situation associated with the distribution of computer viruses is constantly getting worse. In accordance with information of the ICSA Labs Company, the number of "infected" computers increased from 1% to 10.5% between 1996 and 2002. Information recovery expenditures almost doubled last year. According to estimates of the Yandex Company, about 60% of mail messages are spam. Internet users spend much time and money to obtain and read spam. According to estimates of Rambler Internet Holding, the loss to Russian Internet users from downloading spam exceeds  $200 millions per year. Private Internet users of Russia alone pay a total "spam tax" of about $120 million annually. This amount is six times greater than that allocated for the "Electronic Russia" Program in 2002. A trend toward an increase in the share of spam worldwide is being noted.  If in 2001 spam occupied only 8% of total e-mail traffic and cost 10 billions euros, in 2002 for the first time in the history of e-mail the spam proportion in total message traffic exceeded 40%. By 2007, according to a forecast of the Radicati Group Company, the proportion of spam will be 70% of total e-mail volume.  According to data of Western experts (CNews Analytics), the number of hacker attacks against Russia increased considerably in November, 2002, which made it the 10th most attacked country that month, although never before or since had Russia appeared even in the top twenty of the most attacked countries of 2002. The number of computer attacks from the beginning of 2003 to April 16, 2003 was 143. At the beginning of April the number of attacks conducted against Russian infocommunications tended to decrease. However, some growth in the number of security violations is expected in summer, which is associated with the vacation season and, as a result, a decrease in attention toward information safety by organizations.

The low level of information security in the majority of systems connected to a global network has become a critical problem nowadays. Among the factors directly affecting a level of infocommunication system’s security a special place is occupied by commercial software (SW), when the variety of options provided and the fast appearance of the product on the market are most often outweigh its security. Errors in such SW are continuously detected by developers, hackers and independent research groups. Distribution of commercial products on the global scale means that as soon as a vulnerability is detected, a hacker can exploit it on hundreds of thousands or even millions of systems on which the product with unresolved security problems is installed. An insufficient level of user experience frequently does not allow the Sw to be upgraded independently and the system vulnerabilities eliminated. Consequently, the system can easily be exposed to attacks of criminals and subsequently used as a starting point for the implementation of attacks against more protected systems or to be used for masking the real attacker’s origin.

  The ubiquitous usage of unlicensed SW by organizations and private users should be given a special attention. By using such software users limit themselves to outdated protection against long-known viruses. The lack of a current virus base update and qualified technical support offered to official buyers has a negative effect upon infocommunication security.

    Considering the type of information being used, the volume of external infocommunication connections, and the degree of regulation, three main types of infocommunication systems subject in various degrees to the negative influence of malicious programs and spam should be identified: governmental systems, the systems of commercial and non-commercial organizations, and private systems.

1.1. Governmental infocommunication systems

    The activity of governmental organizations influences all the society and they are objectively more open than commercial ones. Within the framework of such governmental programs as, for example, "Electronic Russia", the implementation of electronic interaction of citizens with governmental structures is planned. This makes the infocommunications of governmental institutions especially vulnerable to malicious programs.

A disruption of governmental infocommunication systems by malicious programs can affect the situation in the whole country.

    Spam can also cause appreciable damage to the state as it results in the wasteful expenditures on traffic and time to connect to the Internet, as well as in losses of work time of state employees.

    Another important aspect is related to the lack of backup structures in public authorities. The customer has no opportunity to choose another organization if the information system of the governmental organization he needs is overloaded with spam or halts operation as a result of the influence of a malicious program.

    The state has objectively greater possibilities of regulating its activity. It creates favorable conditions for carrying out administrative and technical measures ensuring the protection of governmental infocommunication systems. At the same time, many governmental organizations do not have the necessary protection resources. The software products, which have no resistance to virus attacks, are used in such organizations on workstations and server units. The spam protection resources are also seldom used by governmental organizations.
    Taking into account the importance and scale of governmental infocommunication systems, the problem of their information security support is of primary importance.

1.2. Infocommunication system of commercial and non-commercial organizations
The information stored in infocommunication systems of commercial and non-commercial organizations has value only for these organizations themselves, their partners, and their clients. Therefore, the scales of damage from its loss or distortion will, on the whole, be less than the possible damage from the loss or distortion of governmental organization information. 

    Nevertheless, large commercial and non-commercial organizations can be compared to governmental structures taking into account the scale of possible damage associated with the effect of malicious programs and spam. As a rule, the organizations elaborate and implement their own information security policies. 

1.3. Personal infocommunication systems
    The protection of personal infocommunication systems (for example, computers) against malicious programs and spam is the prerogative of the owners of these systems. The damage from the loss of information stored in a personal system, as a rule, is rather insignificant and affects only the owner of this system. Privacy and a low level of regulation are typical of personal information systems. 

    The employees of governmental or non-governmental organizations doing official work at home on a personal system can unintentionally make the system a launching point for the implementation of attacks aimed at official infocommunication system, or facilitate the leakage of official information, or unintentionally bring a malicious program from the home computer to a work place. In this case, mass distribution of malicious programs and outbreaks of virus “epidemics” are possible.

CHAPTER 2. the problems OF protecting AGAINST malicious PROGRAMS AND SPAM

    To efficiently counteract the distribution of malicious programs and spam, the adoption of comprehensive measures at different levels is necessary. An efficient solution to this problem is impossible without the participation of all interested parties. The following participants have to be involved to solve the problem:

· program and hardware developers;

· system integrators; 

· telecommunication operators;  

· state executive and legislative bodies.

     We must realize that no measures can guarantee complete protection. We can only talk about the minimization of risks rather than their complete elimination.

2.1. The Improvement of Regulations 
The proper support of the informational security system development which includes the use of certified and licensed hardware and the subsequent certification of the system is one of the directions in the improvement of regulation with respect to malicious programs and spam

In spite of the considerable number of regulations in force in the field of information protection there exists a gap between the actual level of information and communication technologies and the legislation regulating their design, introduction, and operation. In particular, it is necessary to issue a document about terms and definitions in the area of malicious programs and spam and eliminate ambiguous interpretations of the corresponding concepts. It seems advisable to study the problem of regulatory strengthening of the responsibility of the state and non-governmental employees to observe a security policy in organizations (especially for actions which may result in the distribution of viruses or a decrease in the resistance of an infocommunication system to attacks).

     In regulatory and technical terms, it is necessary to begin development of a set of profiles to protect against malicious programs according to the GOST/ISO IEC 15408 standard. 

There is no need as yet to pass a separate law on spam, as amendments and additions to existing federal laws as well as regulations and laws at another level would be quite enough. 

The federal law "On Advertising" should be supplemented with an article about distribution of advertising by electronic means (including computer networks and communication facilities), having established that the general procedures for regulating advertising activity with features resulting from the specifics of the technical means used are to be applied to such distribution. 

The Code on administrative violations should be supplemented with an article about the administrative responsibility for distribution of unsolicited electronic and postal advertising and other kinds of messages. 

The federal law "On postal communications" should be supplemented with a provision about the procedure for the delivery of mail to mailboxes whose subscribers have clearly expressed an unwillingness to receive advertising messages. This is not about a prohibition on receiving letters and newspapers in general. It means that, firstly, all mail should pass through post offices (i.e. should be sealed and postage paid), and, secondly, mail marked as "advertising" should not be delivered to mailboxes with stickers like "No advertising!"  

2.2. THE Development of A SECURITY policy
    Security policy is understood as a set of documented administrative solutions aimed at ensuring information security. The security policy determines the organizational strategy in the field of information security, as well as that measure of attention and the amount of resources the management of the organization considers to advisable to be allocated as critical.

    The security policy should include comprehensive solutions covering all aspects of the use of infocommunication system. It seems advisable to include the following sections in the document describing the organization’s security policy:

· an introductory section, specifying the role and place of information security support in the infocommunication system;

· an organizational section, containing a description of departments, commissions, groups etc. responsible for information security support;

· a classification section, describing the material and information resources available to the organization, as well as the level of protection needed;

· staff issues section, describing security measures applied to the staff (a description of positions from the point of view of information security, the organization of staff training and retraining, the response procedure in case of violations of security policy, etc.);
· a section describing the problems of the physical protection of the infocommunication equipment;

· an administrative section, describing the management of technical equipment;

· a section describing restrictions an access to information resources;

· a section describing a procedure for the development and maintenance of the automated information systems;

· a section describing measures directed at ensuring the uninterrupted operation of the organization;

· a legal section, confirming conformity of security policy to current legislation, as well as internal regulatory and administrative documentation.

    Once created, the security policy should not be considered as dogma. It should continuously be reviewed and corrected  as infocommunication technologies develop and new threats emerge.

2.3. Educational activity
    The lack of the required knowledge in the field of protection against malicious programs and spam is a source of problems with ensuring information security.

At the first stage, with the object of organizing educational activity aimed at counteracting information security threats, the following measures can be suggested:

· the preparation of brief brochures and training instructions with recommendations on information protection for the managers of different levels, administrators  of information systems, and home and office computer users;

· the development of manuals describing all studied aspects of information protection which have been studied from the practical point of view, as well as the continuous reviewing and upgrading of such manuals;

· the development of educational programs and training materials for studies in higher and specialized secondary educational institutions, at refresher courses, as well as carrying out such studies;

· the creation and continuous upgrade of Internet information resources devoted to protection against malicious programs and attacks by intruders, news distribution lists, conferences, and other similar resources;

· the creation of manuals for schoolchildren on the basic principles of information security;

· the creation of permanently operating forums where expert groups could exchange their experience to counteract information security threats;

· study of problems of creation of  the a uniform national system  to notify governmental, commercial and non-commercial organizations, as well as individual computer users about the appearance of new information security threats.

    The educational activity should be carried out widely and on a permanent basis, as only in this case it is possible to ensure an adequate response to the appearance of new information security threats.

2.4. the Tasks of HARDWARE developers
The  protection against malicious programs and spam requires the following steps from hardware developers:

· the constant development of means of protection against malicious programs and spam, and tracking of current trends in this area; 

· the participation in elaborating an agreed set of requirements for means of protection against malicious programs and criteria for their objective testing;

· ensuring a possibility of an attractive financial model to implement and support means to protect against malicious programs and spam;

· extending comprehensive assistance to carry out educational activity aimed at improving the professional skill of the technical experts and principals  in the area of protection against malicious programs and spam;

· the active participation in the development of regulations which promote the development of effective and documents consistent regulations on computer technologies.

2.5. The tasks of system integrators 

    The system integrators create information security support systems based on a set of separate information protection resources and support the proposed solutions at  the stage of their operation. The tasks of the system integrators are as follows: 

· forming sets of standardized solutions providing the completeness and economic efficiency of measures to protect information in the infocommunication systems;

· providing external monitoring of the infocommunication systems’ security level;

· creation of quality requirements of the services provided, taking into account the application of resources to protect against malicious program and spam;

· participation in elaborating the requirements for hardware protection manufacturers from the point of view of implementing the information safety system and its support in the process of operation;

· participation in the organization of notification and warning systems about threats associated with use of malicious programs; 

· participation in the development of regulations. 

The listed tasks determine the place of the system integrator as the connecting link between the developers of information protection hardware, operators, and infocommunication system users.

2.6. THE task of telecommunication operators
The telecommunication networks connect the owners of information systems and resources and constitute the main medium of malicious programs and spam distribution, therefore telecommunication operators should be actively involved in the process of counteracting malicious programs and the distribution of spam. 

As operators can offer to users the services of one kind of telecommunication (telephone, telegraph, telemetry, data transmission etc.) or many services, including all their available varieties, the requirements for them to counteract malicious programs and spam distribution should differ as well.

In this case, it should be noted that all telecommunication operators without exception should be interested in providing a reliable and secure information transmission as a basis of their activity; therefore, they should have a trained staff and well thought-out regulations, including those to prevent malicious programs and spam distribution. Hence, the following tasks should be specified first to be resolved by the groups of operators listed above:

· The organization of the response service to information security incidents (RFC2350, 3013). In case the organization of this worthwhile service is impossible, mail accounts specified by RFC2142, Abuse and Security, as well as ones reacting to correspondence coming into these mailboxes should be created;

· The maintenance of their own records in RIPN, RIPE, ARIN etc. databases in their actual state;

· Interaction with clients in case of incidents of malicious programs and spam distribution;

· Interaction with governmental bodies involved into counteracting to malicious programs and spam distribution.

The first priority tasks of all operator groups should be supplemented with the recommended requirements on:

· the support of the protection of one’s own information resources in their actual state by eliminating vulnerabilities detected;

· the participation in the elaboration of the requirements for "trusted segments of public networks";
· the participation in the elaboration of the requirements for a base level of telecommunication operator security introduced in the draft document "A Concept of Information Security for Public Telecommunication Networks of the Interconnected Telecommunication Network of the Russian Federation";

· the development and implementation of the following services:

 - an audit of information resources protection;

 - the creation of network segments with implemented systems of protection against threats to information security. 

The introduction of similar services will create conditions for the creation of segments in the Russian Internet, the connection to which will substantially decrease the probability of damage from malicious programs, spam and intruder attacks.

For operator groups offering information tools services, the recommended requirements on counteraction to malicious programs and spam distribution should be expanded by the development and implementation of such additional services as:

· providing for anti-virus protection on mail and other servers;

· filtering traffic to block malicious programs and spam distribution.

2.7. THE tasks of GOVERNMENT AGENCIES
The main tasks of government agencies as well as lawyers working in this field are: 

· the development of regulations to counteract malicious programs and spam distribution;  

· the involvement of experts in the area of infocommunication technologies and information security support systems in legislation development activity;

· comprehensive support of educational activity;

· assistance in organizing international cooperation.

CONCLUSION

    The problem of counteracting malicious programs and spam distribution is rather serious and pressing  Malicious programs and spam cause tangible damage to infocommunication systems owned by governmental  and non-governmental organizations  as well as private persons. At the same time, it should be noted  that depending on the specifics of a particular infocommunication system and the value of the resources protected, the counter measures can be more or less strict, but in any case, it is necessary to escape redundant radicalism. 

    In the context of organizational and legal activities it is necessary to elaborate regulations aimed at protecting governmental, non-governmental, and private infocommunication systems. It is proposed that working group be created under the aegis of ADT to carry out and coordinate further activity regarding the preparation of draft  documents in this area. The tasks of this group can be as follows:

· the development of sets of equipment profiles to protect information resources against malicious programs;

· the development of measures contributing to the effective  use of current regulations;

· the development of requirements for a base level of information security support for telecommunication operators, including conducting the necessary research to counteract malicious programs and spam;

· the development of proposals on the responsibility of information exchange participants for  violations of the security policy requirements; 

· the development of guidelines for organizations and individual users on counteracting malicious programs and spam distribution;

· the development of drafts of regulations governing the use of the Internet resources by governmental agencies;

· the elaboration of proposals on the creation of a rapid system to notify governmental, non-governmental organizations and individual users of the appearance of threats to information security.

In the context of technical activity, it appears advisable to establish a continuously operating working group for the discussion and elaboration of agreed technical proposals (recommendations, standards) in the field of counteracting malicious programs and the distribution of spam which will be based on the working group which prepared this document. 

   In the context of educational activity, it is necessary to organize the notification of users of legal means, and technical and organizational resources to combat malicious programs and spam. It should be expedient for this purpose to use the information resources of the Internet, mass media, and other information channels. 

In particular, in the framework of educational activity it is necessary to provide:

· the preparation of instructions, educational literature, guidelines and manuals, as well as Internet reference resources, with recommendations on information protection for managers at different levels, administrators of information systems, office and home computer users, instructors in the corresponding disciplines at higher and special secondary educational institutions;

· the development of educational programs and training materials for studies at higher and special secondary educational institutions and at refresher cources, as well as the organization of such studies;

· support of the continuously operating forums activity on the exchange of experience in copunteracting computer security threats.

A solution to the problem of counteracting malicious programs and spam distribution is possible only through the joint efforts of all interested participants of the infocommunication market, with comprehensive consideration of the organizational, legal, technical, and educational issues.

International cooperation is necessary for effective countermeasures against the distribution of viruses and spam. 
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