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Introduction

Since the first anti-spam law worldwide was passed in 1997, at least 75 governments around the world have
passed anti-spam laws.1 That first anti-spam law was in fact passed at state-level in the United States, by the
state of Nevada.2 The anti-spam laws in existence today take the form of so-called “opt-in” or “opt-out”
regulations. Some require labels or other markings to identify certain messages as unsolicited or
pornographic. Others punish senders who use fraudulent or deceptive techniques. Still others require the
sender to provide his or her identity and a mechanism to remove the recipient from future mailings. A survey
of anti-spam laws around the world shows that the tools lawmakers have used to regulate spam are varied.
Unfortunately, the one common trait they share is that almost all have failed to effectively tackle the
problem, which has persisted beyond all legal countermeasures. An effective approach has yet to be found,
but a deeper enquiry into how to create an effective law is more valid than ever before.
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The empirical evidence for the failure to date is
quite clear. Since the enactment of the first antispam law, spam has grown from a mere nuisance
into a global plague. In 1997, the average e-mail
user received approximately one unsolicited
commercial e-mail message per week.4 By 2003,
the average e-mail user received 25 such messages
daily.5 While that is an astounding 175-fold
increase in merely six years, the averages vastly
understate the problem for many active e-mail
users, some of whom receive literally thousands of
spam messages each day.6 Spammers routinely
flout the law because the risk of prosecution is so
low. Three months after the passage of a national
anti-spam law in the United States, known as the
CAN-SPAM Act,7 only three per cent of spam
messages complied with its requirements.8 What is
worse is that today the compliance rate is down to
a scant one per cent.9

Figure 1. Thirty-seven states in the United States have passed
anti-spam laws since 1997. In spite of a variety of regulations,
including both opt-in and opt-out approaches, the laws have had
little effect on the growth of the overall spam volume.

The near-viral growth of spam comes not only in
spite of the passage of more than 75 anti-spam laws around the world, but also the extensive use of filtering
technology which was unheard of in 1997.10 Filtering and other technological measures have, to this point,
been a double-edged sword. While there is no doubt that filters have become better at blocking unwanted
messages, the total number of messages getting through to recipients’ inboxes has, in many cases, continued
to rise. This rise can be explained by the fact that sending spam is a business with virtually zero incremental
costs.11 As a result, even as filters have increased in accuracy, spammers have been able to simply inflate
their total volume. The consequence is often that the same number of messages get through to recipients
without spammers facing substantial additional costs.12 Often described as an “arms race” between filter
makers and spammers, today’s situation can also be seen as a chicken and egg problem: spammers send
more messages because there are more filters, and there are more filters because spammers continue to send
more messages. The true casualties of this cycle are those businesses and organizations that cannot afford—
for financial or practical reasons—to install rigorous filtering systems. They are caught dealing with the full
force of the spam tsunami, and they are literally drowning.
It is important to remember the incredible efficiency e-mail delivers. Technological advances have virtually
eliminated the marginal costs from e-mail communications. Although this is a remarkable accomplishment, it
means a few individuals can exploit this efficiency to create the worldwide problem of spam.13 Examining
the basic economics of spam, it quickly becomes clear that the solution to this problem almost certainly
begins by imposing increased marginal costs on spammers as they send each message.14 The clearest
example of such a proposal is e-postage.15 The idea of e-postage is to make e-mail slightly less efficient for
all users in order that it will become too expensive for spamming to continue to exist. But it should give us
pause when a solution being proposed involves adding inefficiencies for nothing more than inefficiency’s

sake. We should worry when the solution to spam is to impose transaction costs on a virtually transactioncost-free environment. And while someday some form of e-mail postage may be necessary for us to
internalize the costs of spam, we need to be extremely careful not to destroy what is the inherent magic of email.
Effective anti-spam law, however, can be like e-postage that only spammers are required to pay. This is why,
in spite of early failures, there should remain hope that law can do some good. While it is foolish to believe
that law alone will ever completely eliminate spam, the law is particularly good at imposing costs. Moreover,
a well-crafted law can distinguish between good actors and bad actors and mete out punishment accordingly.
If each spam message sent carries with it a credible risk of a fine or other punishment to the spammer, then
the effective cost of sending spam will correspond with the volume a spammer produces.
In order for the risk to be credible, however, the law must be regularly and successfully enforced.
Regrettably, to this point none of the world’s anti-spam laws can claim this distinction.16 Until we
understand the factors that have kept this first generation of laws from success, it will be impossible to
design the next generation to more effectively address the spam problem. When passing anti-spam laws, we
need to stop simply repeating what has been tried and failed already. We need a framework to evaluate and
understand the likelihood of a new law’s success. We need to draft measures that actually assist law
enforcement, foster international cooperation, generate revenue to fund prosecutorial taskforces, and drive
down the costs of tracking and prosecuting spammers. Until we do this, spammers will continue to ignore
our laws because our laws will continue to pose no threat to them.

2

Sentiment versus action laws

To date, the vast majority of the laws passed to regulate spam have been what can be called, for the purposes
of this paper, “sentiment laws.” Sentiment laws are designed to send a message about a community’s
sentiment (e.g., “we, as a community, oppose unsolicited commercial communications”) but put little effort
or design into how they will actually be enforced. Sentiment laws tend to work well only in situations where
there is no moral ambiguity, or the problem is in a nascent enough stage that the law can steer public
opinion. Moreover, sentiment laws are inappropriate in instances where a few actors can, with relatively low
cost or effort, cause widespread problems. This is because it is inevitable that at least a few individuals will
always resist or ignore the community’s norms. If their actions alone are enough to cause a widespread social
problem, the law will need to bring more to bear than the community’s sentiment in order to deter them.
This is not to criticize sentiment laws. In fact, these laws in certain circumstances can be extremely effective.
For example, anti-incest laws are generally followed even though they provide little more than the
community’s sentiment.17 Moreover, many murder laws are basically sentiment laws. Murder laws are
effective in large part because they express a universally agreed-upon community norm. They also regulate
what is, while a horrible crime, an act that is typically limited in scope and duration.
Compare on the other hand the laws many countries have enacted to combat terrorism. These anti-terrorism
laws tend to focus not on the undeniable moral outrage over the act, but instead on empowering law
enforcers with the special tools and powers necessary to stop the crime.18 Laws against terrorism are not
sentiment laws; they are what can be called “action laws”. They aim to solve the practical problems law
enforcement authorities face when trying to stop the crime of terrorism. Terrorism inherently is a crime
where the law-breakers do not follow society’s moral code and where a limited number of individuals can
cause widespread problems. As a result, laws that simply express the public’s sentiment would be unlikely to
provide much, if any, deterrent effect.19 Instead, anti-terrorism laws often grant broad subpoena powers, fund
prosecutorial taskforces, and lower evidentiary standards with the purpose of making the apprehension and
prosecution of terrorists less difficult.20
Using this analogy to understand the problem of drafting effective anti-spam legislation, the following can be
affirmed: laws against murder are to laws against terrorism as current laws against spam are to effective laws
against spam. It should be clear here that this analogy is not intended to draw moral equivalence between the
crimes of murder or terrorism and spamming. Rather, it is under the view that understanding the core
difference between sentiment laws and action laws can help us design more effective anti-spam legislation.
Put another way: if law is going to have any positive effect on the problem of spam, then we need to move
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from sentiment laws that simply express the fact that we do not like unsolicited e-mail to action laws that
empower law enforcement authorities to do something about it.

3

Opt-in, opt-out, opt-up, opt-down

The focus of most discussions over anti-spam law to this point has revolved around “opt-in” versus “opt-out”
approaches. The difference between these two philosophies of anti-spam law is easy to understand, although
not nearly as relevant as it has been made to seem. Governments that adopt an “opt-in” approach announce to
the world their sentiment that marketers should not send messages to a recipient unless the recipient has
affirmatively asked to receive them. Under most opt-in laws, affirmative requests for messages may be
delivered directly by a recipient in the form of an actual request or they can be constructively construed if the
sender has an existing business relationship with the recipient.21 For example, if you purchase a product from
a merchant, under most opt-in laws that merchant may send you offers in the future until you ask to no
longer receive them.
On the other hand, an “opt-out” approach declares that a sender may send a message to a recipient even if
there is no existing business relationship and the recipient has not specifically opted in to receiving the
messages. Opt-out laws typically require senders to honor the requests of recipients to remove them from a
sender’s mailing list.22 In other words, completely unsolicited messages may be sent; however, senders must
stop their messages once they have been asked to do so. This basic approach was established by the first antispam law passed by the state of Nevada in 1997.23 Today, approximately two-thirds of the world’s anti-spam
laws are considered opt-out, while approximately one-third are considered opt-in.24
Critics of opt-out laws charge that they “legalize spamming.”25 Because opt-out laws do not affirmatively
establish that sending unsolicited e-mail is illegal, but instead provide a framework under which such
messages may be sent, many anti-spam activists have suggested that they only make the problem worse.26
On the other hand, critics of opt-in laws contend that they unreasonably burden legitimate businesses.27
Direct marketers cite compelling statistics showing some e-mail users want to receive unsolicited offers via
e-mail and closing that channel entirely is overly restrictive and burdensome.28
The debate over opt-in versus opt-out laws has been the subject of no less than 800 news articles, countless
websites, and hours and hours of political discussion.29 This rancor is in spite of the fact that the practical
difference between opt-in and opt-out laws in terms of real enforcement is virtually nonexistent. If a
spammer wishes to convert the strongest opt-in law into an opt-out law, all he or she needs to do is tell one
lie: “The recipient requested to receive my messages.”30 While this may not be true, it forces a prosecutor to
prove the negative—a task which is not only extremely expensive, but virtually impossible to accomplish
definitively. Worse still, the spammer’s statement may in fact be true. Studies have shown that online users
regularly forget from which merchants they have opted in to receiving communication.31 Users do not read
privacy policies or the contracts that provide the extent to which a marketer may resell their personal
information.32 As a result, prosecutors face the risk under even opt-in regimes that their case may be scuttled
by a forgetful end-user.
Empirically, the data on spam prosecutions proves the theory. While opt-in laws have proliferated in recent
years, prosecutions under them are almost entirely nonexistent. In the United States, for example, the law
which on paper appears to express the strongest sentiment against spam is Delaware’s Law. In 1999,
Delaware passed the world’s first opt-in law regulating unsolicited commercial e-mail.33 Like all opt-in laws
that followed, Delaware’s Law requires senders to receive a recipient’s permission before sending
commercial e-mail messages. If simply being opt-in were enough to allow easy prosecution, Delaware would
be the leader among states in the United States convicting spammers. However, in the five years the state’s
law has been in effect there have been zero prosecutions. Around the world opt-in laws have met with a
similar lack of any real enforcement.34 While opt-in laws may express a strong and popular sentiment, to
date they have done little to inspire any real action.
Somewhat surprisingly, two of the most effective anti-spam laws in the world belong to the states of Virginia
and Washington in the United States. Both laws are, in fact, opt-out laws. Both appear relatively weak on
paper. However, both laws were crafted to address the practical problems prosecutors face when enforcing
laws against spammers. Virginia, for example, grants broad power to Electronic Mail Service Providers
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(EMSPs) to enforce its law. As a result, much of the prosecutorial burden is transferred to private
stakeholders. In this case, Virginia-based America Online (AOL) has used the law with substantial success
when suing spammers. Virginia took advantage of the location of one of the world’s largest EMSPs and
transferred much of the prosecutorial burden to the private party. This is a successful strategy if the goal is to
encourage as many effective prosecutions of spammers as possible. Unfortunately, it is a situation that is
relatively unique to Virginia, as most jurisdictions do not host an EMSP with the clout or resources of AOL.
Washington state’s anti-spam regime is interesting, creative, and more generally applicable. While the state’s
anti-spam law itself also appears particularly weak on paper,35 the state prosecutor’s office created a registry
of e-mail addresses belonging to Washington residents.36 This list is significant because it defines the
addresses and individuals over which the state’s jurisdiction extends. The effect of the registry is to put
spammers on notice whenever they send to one of the registered addresses that they have subjected
themselves to Washington’s law. Establishing jurisdiction is one of the thorniest issues a prosecutor faces
when enforcing an anti-spam law. This is not only true from state to state in the United States, but, on the
international level, from country to country. Washington’s action-oriented approach is clever in providing a
mechanism to resolve this fundamental problem faced by prosecutors.37 Again, the empirics prove the
theory. In part because of its registry of addresses, government attorneys in Washington have become the
only prosecutors in the United States to successfully sue a spammer living outside their own state’s
jurisdiction. To date, the state’s attorney general has successfully prosecuted at least four spam cases to
completion, more than any other government prosecutor worldwide.38
Finally, it is worth noting New York, another US state which has had some success suing spammers.
Recently the state sentenced a notorious spammer to prison39—a distinction few other jurisdictions
worldwide can claim.40 Yet New York does not even have an anti-spam law on its books. Instead the state
has relied on existing consumer protection and anti-fraud statutes when prosecuting spammers. Throughout
the world, these action-oriented laws have been honed over time to assist prosecutors in trying difficult
cases. In spite of what seems like a weak sentiment—usually simply that consumers should be protected
from fraud—the laws address the legal challenges prosecutors face with action and have therefore been
widely successful.41 New York’s consumer protection law, for example, provides strong investigation and
subpoena powers to track down those individuals targeting the state’s citizens with fraud.42 There have been
literally hundreds of prosecutions under New York’s consumer protection law over the same six-year time
period during which there have been practically none for all the world’s anti-spam laws.43
The lesson is that the strength of the sentiment in the law bears little correlation to the successful
enforcement of that law. Choosing an opt-in versus an opt-out approach is not what matters if your end goal
is to stop spam. Either approach has the potential to be effective, but only if prosecutors are given adequate
legal tools and resources to do their job. The most effective anti-spam laws are action laws that focus on the
problems prosecutors face and work to resolve them. If we want anti-spam laws to be effective, our job must
be to identify the costs faced by prosecutors and craft laws to reduce those costs.

4

Understanding the prosecution of spammers

Prosecutors face a number of costs when bringing legal action against spammers. Understanding what these
costs are, and how to minimize them, is critical to crafting effective anti-spam legislation. To begin, the costs
of tracking down and identifying a spammer are substantial. Spammers use multiple techniques to hide their
identities and make a prosecutor’s job more difficult. The United States Federal Trade Commission recently
described these costs as faced by two prosecutors:
A prosecutor in Washington State spent four months and sent out 14 pre-suit civil
investigative demands (CIDs) just to identify the spammer in one lawsuit. Likewise, in
another case, it took the Virginia Attorney General, over the course of four months, multiple
subpoenas to domain registrars, credit card companies, and Internet providers, and the
execution of a search warrant, before having enough information to file a case against a
spammer.44
These identification costs would actually be relatively minor if only a few cases needed to be filed. However,
as cases against hundreds of spammers are likely needed before any real benefit or deterrence is achieved,
6

these costs quickly become prohibitive for an individual prosecutor. Remember also that Washington and
Virginia have two of the most successful and well-crafted anti-spam laws in the world. The identification
costs faced by prosecutors in other jurisdictions with less effective anti-spam laws are likely to be even
higher.
In addition to the cost of tracking down spammers, prosecutors also face the costs of actually litigating a trial
once a target has been identified. Under current laws in the United States, an Internet Service Provider who
has sued numerous spammers estimates the litigation costs for such a prosecution start at US$ 100’000 and
can quickly rise to nearly US$ 2 million if a spammer mounts an aggressive defense.45 It should also be
noted that the costs to government prosecutors are relative to the funds available to prosecute these cases. If a
prosecutor has not been allocated a budget to bring anti-spam prosecutions in advance, then the costs are
perceived even higher because they potentially offset monies that could be allocated to fight more serious
crimes. Moreover, both the costs of identifying and prosecuting spammers must be factored by the likelihood
of success a prosecutor has at trial. The less likely the prosecutor is to win a case, the higher the effective
costs of identifying and prosecuting each spammer become.
Finally, any negative externalities borne by society as a result of prosecution must be included in the
equation. For example, if legitimate businesses are overly burdened by a prosecutor’s investigation of a
spammer, then the cost to those legitimate businesses must be taken into account. All of the above costs are
weighed against the benefits achieved as a result of a successful prosecution. These benefits include not only
taking the spammer off the network, but also any fines that are ultimately collected from the spammer. Only
if the overall benefits of bringing prosecutions against spammers outweigh their costs can we declare our
anti-spam laws truly effective.
If these prosecutorial costs and factors were reduced to a mathematical formula, the effectiveness of antispam law could be expressed by the following conceptual equation:

Effectiveness = Bsuccess −

Cidentfying + C pro sec uting
− Csociety
Psuccess

The equation above expresses that the expected effectiveness of an anti-spam law is determined by a number
of quantifiable factors. First, the effectiveness is proportional to the potential benefit to society from a single
successful prosecution (Bsuccess). Effectiveness is reduced by the costs of identifying (Cidentifying) a spammer to
be prosecuted and the costs of actually bringing the prosecution (Cprosecuting) against him or her. The impact of
these costs is adjusted by the likelihood of success at trial (Psuccess). For example, if only half of trials brought
are likely to be successful, then the net costs to achieve one success (Bsuccess) is double the cost of identifying
(Cidentifying) and prosecuting (Cprosecuting) a single
spammer. Finally, the overall effectiveness is reduced
Scenario A:
by any external costs to society that arise as a
byproduct of prosecution (Csociety).
100 identfying + 200 prosecuting
Whether consciously or unconsciously, prosecutors
inevitably run something similar to this equation
before bringing a case. In order to justify prosecuting
a spammer, the expected effectiveness quotient must
be as high as possible. The problem with nearly all
existing anti-spam laws is that when they are
evaluated they typically result in a negative
effectiveness quotient. If the effectiveness quotient is
below zero, a rational prosecutor will never bring a
case because the costs will inherently outweigh the
benefits. Spammers too use a similar method to
choose their behavior in light of existing anti-spam
law. Under today’s laws, they rightly conclude that
the risk of prosecution is so low that they can
continue their activity with impunity.

1' 000 success −

0.20 success

− 50 society

Scenario B:

1' 050 success −

75identfying + 175 prosecuting
0.30 success

− 40 society

Figure 2. While it is difficult to predict precise prosecutorial costs
and factors, imagine the two different hypothetical scenarios
illustrated above. While the differences between scenario A and B
appear minimal, scenario A evaluates to an expected effectiveness
value of -550. In contrast, scenario B evaluates to an expected
effectiveness value of approximately +177. Therefore, laws that
favor scenario B are much more likely to be regularly enforced than
scenario A. This is encouraging because it shows that small changes
in prosecutorial costs and factors can result in significant changes in
the expected effectiveness of an anti-spam law.

For an anti-spam law to be a successful deterrent to
spammers, its expected effectiveness quotient needs to be increased. To do this, the next generation of anti-
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spam laws must be action laws. Specifically, they must be drafted to either 1) increase the benefit from a
successful prosecution (Bsuccess), 2) decrease the cost of identifying a spammer (Cidentifying), 3) decrease the cost
of prosecution (Cprosecuting), 4) increase the probability of success at trial (Psuccess), or 5) decrease any external
costs to society from investigating and bringing a trial (Csociety). Ideally, the next generation of anti-spam laws
will achieve all five of these goals.

5

Recommendations

It is time for governments around the world to try something new. The costs of enforcing existing anti-spam
laws are too high and until we can effectively reduce them our laws will continue to provide no deterrent to
spammers. We need to move away from sentiment laws and toward action laws. We need to pass laws that
give prosecutors the tools and resources they need to effectively track down and prosecute spammers. While
every legislature will need to adapt its own regulations to emphasize its law enforcers’ strengths and
overcome their particular weaknesses, below are five legislative suggestions which may prove fruitful going
forward.

5.1

Create bright lines and increase perceived benefits

Where possible, lawmakers should strive to create the brightest lines possible under anti-spam laws.
Ambiguities increase the costs not only to prosecutors, but also to innocent defendants who are wrongly
hailed into court. The most effective anti-spam laws would be prosecuted without requiring the resolution of
significant questions of fact. For example, a law making it illegal to send any messages containing or
advertising pornographic materials to an e-mail address belonging to a school servicing minor children
avoids a number of difficult legal issues. For one, under traditional anti-spam laws, prosecutors need to
demonstrate that a recipient did not somehow “opt-in” to receiving the messages. However, under the
hypothetical “Preventing Pornography in Schools Act,” prosecutors would not need to prove whether
messages received by a school’s address were solicited or unsolicited. The mere fact that they were targeted
to an e-mail address belonging to a school and accessible by children would be enough to constitute a crime.
Prosecutors then would need only prove two things: 1) the messages contained pornography, and 2) they
were targeted to an address belonging to a school servicing minor children. This sort of bright line reduces
the costs and increases the likelihood of success at trial for a prosecutor. It therefore may significantly
increase the expected effectiveness of the law.
In addition, today’s spam problem has generally been characterized as a cost for businesses—creating losses
in productivity and requiring investments in more hardware and filtering software.46 These costs are
significant, yet they have been generally characterized as a cost of doing business, and nothing more.
Moreover, a single prosecution of a spammer is perceived as unlikely to do much of anything to reduce these
costs. A prosecutor is thus unlikely to embark on a prosecution for fear of being perceived as wasting
resources. To remedy this perception, legislators passing the next generation of anti-spam law should
consider focusing on the worst parts of the spam problem instead of passing another omnibus statute. For
example, studies have clearly indicated that two areas are the primary concern of e-mail users in regard to
spam: pornography and fraud.47 One recent study found that “[s]o extreme was the reaction [among e-mail
users to unsolicited] pornography that eliminating it alone among all unsolicited electronic mail would go a
long way toward softening spam’s negative impact on Internet users”.48
Somewhat counter-intuitively, focusing on one of these limited areas of the spam problem increases the
perceived benefits and may allow prosecutors to more easily justify their enforcement efforts. For instance, a
prosecutor in a particular jurisdiction could focus on spammers who send unsolicited pornographic material
to children. Another jurisdiction could target spammers who use their messages to commit fraud aimed at
seniors. Importantly, these focused laws and limited actions are less likely to impose negative external costs
on legitimate businesses and more likely to be seen as a worthwhile use of prosecutorial resources. Maybe of
equal importance, because of their focus these laws are less likely to be opposed and weakened by direct
marketing lobbies. For prosecutors, the perceived benefit of this focused anti-spam law is increased and
therefore overall effectiveness of the law is likely to rise. While such focused laws will not stop all
spammers, it is more likely that if they are aggressively enforced, they will motivate many to change their
current business model. Once the worst spammers have been removed from the network, legislatures can
return to address the thornier problems of legitimate, non-objectionable companies using unsolicited e-mail
to peddle their products.
8

5.2

Expand law enforcement tools and resources

Spammers are difficult to track down and law enforcers need as many tools and resources as possible to do
so. Lawmakers should look first to their existing consumer protection statutes and replicate the investigatory
and subpoena powers they create. They should also examine the evidentiary burdens their prosecutors are
required to meet and determine whether there is any possible way to assist them when trying to make a case
against a spammer.
One tangible example of a legislative tool that directly assists law enforcement in prosecuting spammers was
passed as part of the United States’ CAN-SPAM Act. While CAN-SPAM rightly deserves much criticism,
one way in which the new law assists prosecutors is by allowing them to go after not only the actual
spammer who presses the send button, but also the business that contracted with the spammer to advertise
their products.49 This vendor liability reduces the problem of tracking down a target substantially. In most
cases, vendors have a significantly more difficult time than the actual spammer at hiding their identity or
internalizing the costs from the risk of prosecution. If you can dry up the demand by vendors for spammers’
services, eventually the problem of spam will be greatly diminished. Legislative tools that enable easier
prosecution, such as the vendor liability provision from CAN-SPAM, should be considered for nextgeneration anti-spam laws.
Additionally, where possible, laws should be drafted in order to generate funds to aid in law enforcement. To
start, any fines collected against spammers should be funneled back to the appropriate law enforcement
agency in order to fund future prosecutions. Additional possibilities may exist. For instance, in the United
States several states have passed “Do-Not-Call” statutes.50 These measures establish lists of citizens who do
not wish to be called by marketers. In order to receive access to a mechanism to scrub their internal calling
lists of registered numbers, the do-not-call statutes require telemarketers to pay a fee to the state. In general,
these fees have been used to fund the maintenance of the lists as well as any law enforcement efforts to
prosecute violators of the law. Similar measures may be possible to create funding mechanisms for anti-spam
enforcement efforts.

5.3

Share information internally and internationally

As prosecutors enforce more anti-spam cases, their expertise is likely to increase, and their average costs of
identifying and prosecuting spammers are likely to decrease.51 These costs can be more rapidly diminished if
information is shared between multiple law enforcement agencies and across borders. Spammers hide
themselves by exploiting the inefficiencies of cross-border cooperation and communications. In order to
defeat these criminals, prosecutors from multiple jurisdictions should consider establishing a system in order
to work together and exchange information. To some extent, ad hoc versions of these systems of cooperation
are already beginning to emerge.52 Encouragingly, South Korea and Australia recently signed a formal
memorandum of understanding to share information on spam prosecutions.53 These types of partnership are
critical to defeat spam. Going forward, if information sharing mechanisms can be put in place between more
countries, the knowledge of multiple jurisdictions can be shared and law enforcement efforts can be more
effectively allocated. Such cooperation benefits every nation participating in the information society.

5.4

Enable more enforcers and investigators

It appears unlikely that governments alone will be able to mount the sustained effort needed to eliminate
spammers. It makes sense, therefore, to enable other entities to enforce anti-spam laws. For example, as
discussed above, Virginia has had substantial success allowing Internet Service Providers (ISPs) to enforce
its law. Several commentators have argued that anti-spam laws will only be effective when individuals are
allowed to enforce them.54 In the United States, the problem of junk fax messages was proliferating in the
early 1990s. The United States Congress responded by passing the Telephone Consumer Protection Act
(TCPA) in 1996.55 The law allowed individuals to sue senders for US$ 500 per unsolicited junk fax message
received. While junk faxes have not been eliminated, since the passage of the law this problem has been
greatly reduced.56
Expanding the right of individuals to sue is not without some risk. For example, in the state of Utah, an antispam law was passed that allowed a private right of action. The law was sloppily drafted, and encouraged
even frivolous lawsuits.57 Assuming the problems Utah experienced can be resolved with more careful
drafting and fines for individuals who bring frivolous lawsuits, allowing more private enforcers shifts many
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of the cost of identifying and prosecuting spammers away from the government. Lawmakers considering
new anti-spam measures should contemplate widening the scope of those who are empowered to enforce the
laws against spammers.
In addition, it may be possible for governments to encourage private citizens to do much of the tracking of
spammers for them. Many private organizations are already dedicated to tracking down spammers. If these
organizations and other enterprising individuals are rewarded with a small fee from governments they may,
in effect, serve as private bounty hunters for prosecutors.58 While it seems unlikely that such a system alone
would be sufficient to deal with the spam problem, so long as negative impacts to society are minimized, and
the fee paid to the bounty hunters is lower than the costs prosecutors would normally bear to identify
spammers, such a programme may assist in creating an effective anti-spam regime.

5.5

Resolve jurisdictional ambiguities

Having interviewed prosecutors who have attempted to enforce current anti-spam laws, one of the foremost
concerns they have is their ability to establish jurisdiction over a spammer. Most modern legal systems
require that in order to be subject to the rules of a jurisdiction individuals must have “purposefully availed”
themselves of that jurisdiction. The relative anonymity of an e-mail address means it is often unclear whether
a spammer has met this standard. For example, if a British citizen receives spam at a Hotmail account with
the e-mail address xyz@hotmail.com, whose jurisdiction applies? While the United Kingdom may have a
vested interest in protecting its citizen from spam, courts worldwide are likely to hold that the only
jurisdictions with the ability to prosecute the spammer are either Redmond, Washington where Microsoft,
Hotmail’s corporate parent, is based, or potentially Santa Clara, California, where Hotmail’s servers are
based.
The British citizen may be somewhat more likely to receive the protection of a court in the United Kingdom
if the e-mail address in question is xyz@hotmail.co.uk—in other words if it uses a country-specific top level
domain (TLD). However, legal precedent on this matter has not been established, and the answer is
complicated by the fact that different countries have set different rules for issuing domains under their
country-specific TLDs.59
Prosecutors need a clear and well-established mechanism to create a jurisdictional nexus between their
citizens’ e-mail addresses and their home jurisdiction. Spammers can then be considered on notice of what
laws apply to which addresses and can be hailed into court accordingly. In order to do this, the Country Code
Names Supporting Organization (ccNSO) should encourage countries controlling TLDs to modify their
terms to include clear notice that addresses registered under them are subject to the laws of the controlling
country.60 In addition, jurisdictions should establish registries similar to the system created by Washington
state. As was discussed above, the Washington registry has been upheld by courts in the United States as
sufficient to create a legal basis through which a prosecutor may assert jurisdiction over a foreign
spammer.61 Until other governments create similar jurisdiction-enabling mechanisms they will continue to
struggle with the ability to protect their citizens from spammers outside the natural reach of their laws.

6

Conclusion

Few people would dispute that around the world the first generation of anti-spam laws has been an
unqualified failure. That, however, is not a reason to give up on law as a mechanism by which to combat
spam. Instead, we need to focus on the tools prosecutors need to make anti-spam laws successful. The next
generation must move beyond mere sentiment to real action. Where possible, these new laws must decrease
the costs faced by prosecutors and increase their likelihood of success at trial. New laws must draw bright
lines, resolve jurisdictional ambiguities, provide resources, and enable enforcement. While law alone is
unlikely to completely rid the world of spam, it can make a substantial and unique contribution. However,
this contribution is only possible if we move beyond the mistakes we have already made, and proceed to a
new class of laws designed from the beginning to actually do some good.
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Here I is the amount of prosecution related information, Si is a source of information, M is the number of sources,
and N is the number of legal successes. In this expression, sources and legal successes provide information, while
useful information is lost because it is outdated (kd). From this expression, we can conclude that if the information
learned from each legal success can be shared with other law enforcers, then the benefit of each success is
significantly increased across the entire network.
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