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“the most profound technologies are those
that disappear

they weave themselves into the fabric of
everyday life until they are
E’llfﬁmilll Indistinguishable from it”

I

- Mark Weiser (1991)
The Computer for the 215t Century
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g [ll a new ubiquity for technology...

e Weiser’s vision: dedicated IT devices will
eventually disappear, while information
processing capabilities will be increasingly
available

° Ubiquity refers refers to unobtrusive
connectivity anytime and anywhere, by

anyone
m""ﬁm“nf « Extending connectivity to the underserved
lh"[’j  Early example: mobile phones (reaching 2 billion
subscribers in 2005)

* Dut also by anything

i » Creating a “network of things”



. ...|eading to paradigm shift in the nature of
today’s cyberspace

 The complete mapping of the real world by the
i virtual world

lhlw « ...This, combined with developments in

miniaturization, will further spur innovation in
ubiquitous technologies and drive costs down

@ e nanotechnology and the disappearing processor
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‘ ll[ requiring a paradigm shift...

l’ * this vision requires a paradigm shift in
§ computing...

* The ablility to determine the status of everyday
objects or thing in real-time

4

ITU
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Wy ... enabling a new dimension

/| Any TIME connection

» On the move
 Qutdoors and
indoors
« Night  On the move
«Daytime  Outdoors
* Indoors (away from the PC)
* At the PC
”nfsmm -2 Any PLACE connection
» Between PCs
lhl gs * Human to Human (H2H), not using a PC

« Human to Thing (H2T), using generic equipment
» Thing to Thing (T2T)

I— —ﬁ

Source: Adapted from NRI (Japan) ITU
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Wyl 4 key technological enablers

f@; o Tagg”']g ThingS: RFlD

e enables real-time identification and tracking

° Sensing Things: Sensor technologies

e enables detection of environmental status and
sensory information

£ll|fEHHﬁf  Thinking Things: Smart technologies
l (e.g. those enabling smart homes, smart vehicles etc.)
hl SS  build intelligence into the edges of the network

e Shrinking Things: Nanotechnology

) » makes possible the “networking” of smaller and :
smaller objects U
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i« l[ RFID multiplies network
/j connections, and helps map the
physical and virtual worlds

billion
1004

Connections extended to
various things with RFID tags

Drastic increase in the
number of network
connections as the

network evolves.

»
&
(43]
=3
% 104
mﬁlﬂlﬁmm] 9:‘: ! Ho?pepﬁilaenc;csmic
e | [ -
S . J
= e
=
-
wn

2010

Source: Adapted from Murakami, ITU-T NGN Forum
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From RFID to sensors

 If RFID answers the question “what and

where”, a sensor might answer the
guestion “how”?

A sensor detects, senses and/or
measures physical stimuli, e.g. motion,
heat, speed, pressure, presence of
bacteria etc...

RFID combined with sensors enhance the
data flow between objects

Sensors can act as a further bridge
between the physical and virtual worlds .

ITU
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Sensors create context awareness
and ‘humanize’ technology

il

I
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networks of wireless sensors can
create environments increasingly
sensitive to our needs...

Health care Security Apartment huildings Dis aster response

Health m_ar-1agen.1ent
(physical conditon, Safety
movement) (condition, location)

Security, building status

(entry into building, strain,

temperature, lighting, vibration)
\

Fire, earthquake, flood, building failure
(smoke, temperature, vibration, strain,  Fire, landslide, liquefaction
water level) (tempemture, smoke, ground
shift)

*Widespread distribution of avariety of differe
sensors ntegrity
*Sensors configurethemselv es into ad-hoc
networks

* Networks bring together various forms of
environmental dataand status information for use
bK‘adv,a_nced systems and applications

* No wiring required -reduces set-up costs

Brokencables, loose bolts
(vibration, elastic waves)

Iimate, water quality
(rainfall, waterquality)

- g i
i - Em -
. . ; . A ] |
o Lo ' ol P -
SR 2 P Control center }
Atmospheric pollution, -"'? ,.)
vibration ’ ) -
. . Fires, toxic gas, .
(SOx, NOx, vibration) equipment deterioration Enyironment and crop growth & Services
E i tal risk (smoke. gas stiain) (growth ra, & mpefatire, Distribution status qualityrI
nvironmen ri humidit il lit '
d S SIS umidity, soil quaity) (temperature, humidity, Other
Agriculture and production vibration)

Source: MIC (Japan)
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...environments as intimate as
our own body spaces (BAN)

A t-shirt might come equipped

with sensors (to measure
e.g. temperature, respiration, rate,

pulse,cardiogram) and forward

the collected data through
a mobile network

Intimate sensors

SMARTSHIRT SENSORY ARCHITECTURE

Such info can be forwarded
to other devices like a
watch,mobile phone or PDA

Source: Sensatex

Application areas: sport training, military, 1
chronically ill patients... iy
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| a host of new uses for

| both RFID & sensors g

de For business

« Transport and Logistics, e.g. SCM
* Medical/Pharmaceutical Applications
« Manufacturing, Agriculture

e For government

 E-government
» Defence and Security

UM - eneatn
lh]!;  For the consumer

* Personal welfare and safety, incl. Better
access to healthcare and drug delivery

» Sports, leisure and shopping
1’ » Shopping
 Smart Lifestyles
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miniaturization and
declining prices

(4) Smart Things

(3) Mobiles /
Smart Cards

Miniaturization and cost reduction

Source: ITU, “Ubiquitous Network Societies — Their Impact on the Telecommunication Industry”, April 2005, www.itu.int/ubiquitous Time
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| 1’ examples of the Internet of Things

% for the developing world
* Nanotechnology

« Water treatment, energy, agricultural productivity,
pest control, drug delivery systems etc...

e RFID

e Tracking items for export, e.g. beef tracking in Namibia

* health care applications for =)
l remote/rural areas '
i

 Facilitating trade and facilitating
lhl !S innovation within the developing
world (e.g. China & Wal-Mart)
e Sensors

@l' e preventing natural disasters
 Improving health care delivery
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i« [,/ important emerging challenges

® Standards-setting and interoperability

e Harmonization required particularly in the
area of transmission protocols

« Tag formats have de facto standard “EPC”

* Jovernance of resources

 Who controls the unique identifiers?
e More commercial value at stake than DNS...

i
I | |
e data protection and consumer privacy

 |Information contained on tags should
I’ appropriately managed and controlled 15
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facets of privacy protection

Legal/regulatory

e Consumer consent
» Collection limitation
» Use limitation

* Openness

» Accountability

Technical Economic/market
» Encryption » Self-regulation
* ID management » Codes of conduct
* Privacy-enhancing * Privacy certification
Emnmflﬂ] technologies (PETS) » Consumer education

I

Socio-ethical
» Consumer rights
’l » Public awareness
* Disclosure
e consumer advocacy TU

16

Source: ITU Internet Reports 2005: The Internet of Things
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the ecosystem of the
Internet of Things

Economic System

P roducers &
sppliers

Lead users

. International
Y anencies

Governments
& Regtdators

il

I




“new communication technologies are always
Introduced into a pattern of tension created by the
co-existence of old and new”

The Internet of

Things

B

International
Telecommunication

Helping the world communicate / Union
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