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International Telecommunication Union

= |nternational organization where governments and
private sector coordinate global telecom networks and
services

= Founded In 1865, it Is the oldest specialized agency of
the UN system

= 189 Member States, 650 Sector Members, 75 Sector
Associates

= To extend the benefits of telecoms to all the world’s
Inhabitants
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ITU Mandate & Cybersecurity

= UN Resolution 57/239 (2002): “Creation of a global
culture of cybersecurity”

= UN Resolution 58/199 (2004): “Creation of a global
culture of cybersecurity and the protection of critical
Information infrastructure™

= |TU Plentipotentiary Resolution 130 (2002):
“Strengthening the role of ITU in information and
communication network security”
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ITU-T World Telecommunications
Standardization Assembly (WTSA)

= Resolution 50: Cybersecurity

» Evaluate existing and evolving new Recommendations with respect to
their robustness of design and potential for exploitation by malicious
parties

> Raisekawareness of the need to defend against the threat of cyber
attac

= Resolution 51: Combating spam
» Report on international initiatives for countering spam

» Member States to take steps within national legal frameworks to
ensure measures are taken to combat spam

= Resolution 52: Countering spam by technical means

» ITU-T Study Groups, in cooperation with other relevant groups, to
develop as a matter of urgency technical Recommendations on
countering spam
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Union
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Cybersecurity and Critical Information

Infrastructures

= |n the 21st century, most critical
Infrastructures are dependent
on information and
communications
systems that span the globe

= Dependencies vary from nation to nation; however,
nearly all nations already depend on critical network
Infrastructures or will in the future.
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ITU Security Related Activities

= One of the most important security standards used today is X.509, an ITU
recommendation for electronic authentication over public networks. X.509
Is the definitive reference for designing secure applications for the Public
Key Infrastructure (PKI) and is widely used for securing the connection
between a user’s web browser and the servers providing information
content or e-commerce services.

= Ongoing work in security management, telebiometrics, mobile security
http://www.itu.int/ITU-T/studygroups/coml17/tel-security.html

= |TU Manual on Security in Telecommunications and Information Technology
http://www.itu.int/itudoc/itu-t/86435.pdf

= Over 70 ITU recommendations/standards focusing on security have been
published. These include security from network attacks, theft or denial of
service, security for emergency telecommunication, etc.

= Several ITU workshops and meetings on protecting critical network
infrastructures, spam and cybersecurity have been conducted.
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WSIS Thematic Meeting on Cybersecurity
28 June - 1 July 2005

= In framework of its activities to implement the Plan of Action, ITU
recently hosted a WSIS Thematic Meeting on Cybersecurity

= Event website at www.itu.int/cybersecurity/ provides links to final
agenda, background papers, presentations, electronic
contributions, Chairman’s Report and complete audio archives of
meeting

= June 28: Countering Spam Day
» Considered developments since June 2004 Thematic Meeting on
Countering Spam

= CD-ROM provides materials from both 2004 Countering Spam and
2005 Cybersecurity/Spam Thematic Meetings as well as a related
materials from ITU’s daily work programme on these topics
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Meeting Themes

= Six Broad Themes:

» Information sharing of national approaches, good practices and
guidelines;

» developing watch, warning and incident response capabilities;

» harmonizing national legal approaches and international legal
coordination;

» technical standards;
» privacy, data and consumer protection;
» providing assistance to developing economies.
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ITU Activities on Countering Spam

http://www.itu.int/spam
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Spam Is not only growing, but is evolving to
become broader threat to Internet security

8
—m PV o | M| | Spam
MDY Mobile | |over 1p?
o phones
URLS || viruses | |Phishing
Links to | | \worms
Printer ink spam
Offer shipping
viga webs

Ascii

2001

12/7/2005

world summit on the information society

2005 2006




amd

world summit

on the information society
Geneva 2003 - Tunis 2005

FIEE QS /A FELL TR E/S zlpf]

2} ITU Strategy and Pl
File  Edit  Miew

icrasoft Internet Explorer

Favortes  Tools  Help

O FO-HRAG

pﬁaar(h *Favnntes & B- D‘ B - \_.J QJ 3

iddress @ hitp:fueb. it

phrml

<

| @psearchuweb - g3 EhesThiocked ] aoiorl

= NEW Toobar Update - | GMail -

Google - |

Home @ Office of the Secretary General @ 5P

About SPU

world summit
. on the information society
W Geneva 2003 - Tunis 2005

Workshops and
Symposia

Publications
and Reports

Telecom and

Statistics and

Analvsis Bllopam: a threat to the Information Society

Country ¥ Background resources

Case Studies

Unsalicited cormercial communications by e-mail, or spam, as it is
50| [ more usually known, has become one of the major plagues affecting
[CUPORY | today's digital world. In a short period, spam has become more
prevalent than legitimate email carrespondence with spammers
Free zending hundreds of millions of messages per day. Vhat started out
L 25 a minor nuisance now causes significant financial costs and losses
in produstivity for service providers, businesses and end-users. With

responsible for anti-spam measures in sach country. Informatian is
regularly updated.
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« France >>
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ITU Activities on Countering Spam

Latest spam news
# News from the ITU SPU Newslog on SPAM 7]

Hong Kong plans to enact anti-spam Law
Cisco and Vahoo Join Forces on Countering Sg

;| hvshvn Feed
Moscow, darch 2005

grnational Telecommunication Union is organizing a wisis
Thematic Feeting on Cybersecurity, which will take place from 28
June to July 1 2005 at ITU headquarters in Geneva, Switzerland
The first day of the meeting will be dedicated to countering spam as
a follow-up to the ITU WSIS Thematic Meeting on Countering Spam
held in July 2004

The agenda will focus on four main themes

 mre wie winning or Losing the War on Spam?

 National Policies and Legislative Approaches

7 Internationalfintergovermental Cooperative Initiatives in
Countering spam

7 Countering spam: The Way Forward

online registration can be found HERE.

WSIS Themat|
July 2004
¥ Past Workshop

The International Telecammunication Union (ITUJ, held an ITU WSIS
Thematic Meeting on Countering Spam from 7 to 9 July 2004, in
Geneva, Switzerland

#ieeting documents and materials, including the Chairman's Report

and the audin archives nf the meeting are alsn awailahle anline
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ITU Survey on anti-spam legislation worldwide

 Mew Please check existing information and add new
information to the Survey of anti-spam laws

In the framewark of its "Countering Spam” activities, an ITU Survey
has been prepared on countering spam initiatives and spam
legizlation warldwide. The aim of this Survey is to gather information
regarding spam and legizlation worldwide, including the autharities
responsible for anti-spam measures in each country. Information is
regularly updated.

Argentina »=
Australia ==
Canada »=
Chile ==
China==»
Colombia ==
Costa Rica ==
Denmark=>=
Estonia »=»

European Union ==

Please help us in
Updating the
ITU anti-spam survey!
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Cyberspace makes all countries border
each other

= |nternational cooperation, on both technical
(standardization) and policy (legislation and
enforcement) sides, has been recognized as a key
element to solving the problem.

= Developing countries are also forced to deal with the
problem of spam, which has even more dramatic
consequences on Internet access than in developed
economies.
Developing countries often lack the technical,
knowledge and financial resources to face it.
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ITU, World Summit on the
Information Society (WSIS) &
Cybersecurity
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WSIS & ITU

= |In 2001, the ITU Council decided to hold the World Summit on the
Information Society (WSIS) and in Resolution 56/183, the United Nations'
General Assembly endorsed the framework for the Summit adopted by the
ITU Council:

» inviting ITU to assume the leading managerial role in the executive
secretariat of the Summit and its preparatory process, a well as;

» inviting the governments to participate actively in the preparatory process
of the Summit and to be represented in the Summit at the highest possible
level.

= WSIS Declaration of Principles
»Build confidence and security in the use of ICTs
= WSIS Plan of Action

»Need to take appropriate action at national and international levels
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Status of Cybersecurity & Spam
Discussions towards WSIS Phase Il...
= On the road to Tunis

-n\; world summit
) on the information society

Geneva 2003 = Tunis 2005

= See Sub-Committee A Chair’s Paper on Chapter

3 after Prepcom-3 4th Reading at:
» http://www.itu.int/wsis/docs2/pc3/working/dt10rev4.pdf
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WSIS Prepcom 3: 19-30 Sept 2005:
Cybersecurity

= Chapter Three: Internet Governance, 3b) Public Policy Issues
Related to the Use of the Internet

» We seek to build confidence and security in the use of ICTs by
strengthening the trust framework. We reaffirm the necessity to
further promote, develop and implement in cooperation with all
stakeholders a global culture of cyber-security, as outlined in UNGA
Resolution 57/239 and other relevant regional frameworks. This
culture requires national action and increased international
cooperation to strengthen security while enhancing the protection of
personal information, privacy and data. Continued development of the
culture of cyber-security should enhance access and trade and must
take into account the level of social and economic development of
each country and respect the development-oriented aspects of the
Information Society. (Agreed)
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WSIS Prepcom 3: Tunis 13-15 Nov

= Chapter Three: Internet Governance, 3b) Public Policy
Issues Related to the Use of the Internet

» We underline the importance of the prosecution of cybercrime,
including cybercrime committed in one jurisdiction but having
effects in another. We further underline the necessity of
effective and efficient tools and actions, at national and
international levels, to promote international cooperation
among, inter alia, law enforcement agencies on cybercrime. We
call upon governments in cooperation with other stakeholders to
develop necessary legislation for the investigation and
prosecution of cybercrime, noting existing frameworks, for
example, UNGA Resolutions 55/63 and 56/121 on “Combatting
the criminal misuse of information technologies” and regional
initiatives including but not limited to the Council of Europe's
Convention on Cybercrime. (Agreed)

I 12/7/2005 world summit on the information society




A
N\ .
el o world summit _ _
. . » Helping the world communicate
' on the information society

\ Internati onal
Telecommunica tion
Union

Geneva 2003 - Tunis 2005

WIS Prepcom 3: 13-15 Nov 2005: Spam

= Chapter Three: Internet Governance, 3b) Public Policy Issues
Related to the Use of the Internet

» We resolve to deal effectively with the significant and growing
problem posed by spam. We take note of current multilateral, multi-
stakeholder frameworks for regional and international cooperation on
spam, for example, the APEC Anti-Spam Strategy, the London Action
Plan, the Seoul Melbourne Anti-Spam Memorandum of Understanding
and the relevant activities of the OECD and ITU. We call upon all
stakeholders, to adopt a mult-pronged approach to counter spam that
includes, inter alia, consumer and business education; appropriate
Iemslatlon law enforcement authorities and tools; the continued
development of technical and self reqgulatory measures; best practices;
and international cooperation. (Agreed)

= Note there is nothing in this multi-pronged approach that cannot be
argued to apply more generally to promoting global cybersecurity
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What steps should be taken to build confidence
and Increase security?

Building confidence and security in the use of ICTs are crucial
elements in further developing the Information Society.

Provide forum for regulators to discuss issues, challenges and

threats.

Help developing countries formulate legislation for combating spam

and building cybersecurity.

Need for greater coordination of national Internet security
Initiatives and for enhanced international cooperation in combating

viruses, and fighting cybercrime.

Promote the development of a multilateral agreement on
cooperation against spam and towards global cybersecurity.
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Closing Remarks

= Each May 17th, ITU celebrates World
Telecommunication Day, which celebrates ITU’s
founding in 1865 and its history of “helping the world
communicate”

= Promoting Global Cybersecurity is 2006 theme:
» ITU plans related awareness-raising campaign

» Formulating our ideas and welcome your input on how we can
tie ITU’s policy and technical agenda on cybersecurity
together...

» Possible cooperation CoE- ITU on cybersecurity?
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Links and References

= |TU Activities on Countering Spam and Thematic Meeting
» Www.itu.int/spam

= |TU Activities related to Cybersecurity and Thematic Meeting
» Www.itu.int/cybersecurity
ITU-T Activities on Spam (Study Group 17)

» www.itu.int/ITU-T/studygroups/com17
ITU-D Activities on Cybersecurity and Spam

» www.itu.int/ITU-D/treg/

» www.itu.int/ITU-D/e-strategies

Anti-spam laws and authorities worldwide
» http://www.itu.int/osg/spu/spam/law.html

World Summit on the Information Society
» www.itu.int/wsis
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Helping the world communicate!

Cristina Bueti

International Telecommunication
Union (ITU)
cristina.bueti@itu.int

Thank you
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