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GDP $4bn
Per capita GDP : $330

e = Per Caplta GDP : 1.4%
Major orts Copper, Cobalt

== 1;»;;- annually
- _gal—Sltu Peaceful country Economic growth : 4%
= “Neighbours : 8 Countries annually

Zambia

Telecommunications

+ Fixed Lines: 91,000
Mobile : 460,000
Internet Users: 23,000
= Optic Fibre : 800km
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e\Ve r- Jess — what it IS, how it works

> Aife _blllty Of access to this technology
JOIFtNE average citizen

_.:_,;_\' akmg the systems using this technology
= ;se'cure
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© Rules governing the use of this technology
® Enforcement of the rules



- B -
Aayaicil ‘S"‘ae:"

SREEORIENIEEd torknow about the technology — especially
z'ne / 'JO ‘generation; Ifi countries like Zambia want to
BItHE e Dbal Infermation society.
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: w:s:: htroduction computer curriculum in primary and tertiary
~— institutions.

—— s

'f--s *In_ltlatlng community based ICT training programmes

e All ICT stakeholders (Government and industry) need to
be involved in awareness campaigns and funding of the
reguired programmes



10legy to herheneficialland appreciated, people must

ave a large scale deployment of a technology, such as
t only a few can afford.

: Tﬁce access to this technology is cost prohibitive to most Zambians,
= -:t = programmes such as creation of Universal fund, can help finance
- subsidised Internet access

__ e Utilised cheaper access wireless technologies, such as: WLAN,
Wireless Mesh, WiMax

® | everaging open source products which do not require to pay for
licences. One such product in the VolP space is Asterisk
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ISKS van mternet technology
aeieofskilled resources in Internet technology

rinlellgle) affordable ways of rendering the Internet
JfJff,cE: ructure secure

- Professional training on cyber security

® Creation of national cyber security workgroups to help to
find best practices

® | everaging open source products which do not require to
pay for licences. For example, utilising Linux for the
creation of firewalls



RIeducing Iegisiation that willFhelp Preserve a secure
IEREL environment, in order for all Zambians to be
i) ENterUtlise: Its benefits and trust in e-applications.
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~ s Avoiding drafting of legislation that leaves unaddressed
ISSues pertaining to cyber crimes

® Due to the fact that technology evolves at a rapid pace,
legislation will have to be reviewed periodically to ensure
that It Is current with the state of the technology
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ANGIECHanism must be put i place, to monitor the
[Bteret environment to ensure that no breaches in the
J:rvv 'rlcl_\/;‘} committed.

a'f“' 1o punish must be granted to the proper
itherities to ensure that the laws are upheld

-

~= Installing several detection systems such as Intrusion
Detection Systems (IDS)

® Creation of cyber crime units and provide them with
authority to prosecute



cJ the Computer misuse anc
wmg offences

U aw 10lised access to computer program or data

A sCess with intent to commit or facilitate commission of offence
authorised modification of computer program or data
ﬂauthorlsed Use or interception of computer service

= "Unauthorlsed obstruction of use of computer

e =

%-:-';..*..:r—- — Unauthorlsed disclosure of access code

i

rimes Act In 2004" addressing

il T

Ff-" ~ Enhanced punishment for offences involving protected computers

-

f’fz- f*__‘”_ ~Unauthorised receiving or giving access to computer program or data
-~ Causing a computer to cease to function
- Omission to introduce, record or store data
offences by body corporate
- Money laundering Unit within the Anti Corruption Commission

that also looks into cyber crimes related to fraud
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Implementatlon of e_platform“s' 'i:“u
F secur.lity and authentlcatlon measures
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