
We are at war. On one side, billions of dollars are being spent by consumers, enterprises and security companies to 
fi lter and block the rising fl ood of spam emails. On the other side, spammers (the enemy) bombard users with millions 
of e-mail messages per day, often using a host of automated spamming tools.

Over the past few years, both the percentage of e-mail represented by spam and, more importantly, the actual 
volume of spam has continued to increase dramatically. As soon as companies upgrade their Antispam 
defense, spammers fi nd new ways to circumvent these, and as soon as users adapt to one threat, such as ‘not opening 
attachments’, another method emerges, such as ‘phishing’. The merging in 2004 of spam, virus and Trojan horses 
coincided with a rampant increase in phishing, money laundering and ‘key-logging’ (now commonly referred to as 
spyware) attacks. 

Despite signifi cant advances in AntiSpam technology to fi ght the enemy, currently “spammers are winning the war”1. 
While most enterprise users are protected against spam by fi ltering technologies, the problem of spam has simply 
been pushed farther back in the network – e-mail administrators, 
network operators, ISPs and others who manage e-mail traffi c still 
face enormous problems dealing with spam.

The problems associated with spam cannot be overestimated 
– spam inundates unprotected users’ mailboxes; it has forced 
individual users, enterprises, ISPs and network operators to invest 
hundreds of millions of dollars in fi ltering tools, storage systems, 
additional servers and network bandwidth; it reduces corporate 
productivity; it forces up the cost of doing business for 
ISPs and network operators who then pass these costs along to 
consumers; and it creates a number of other problems from server crashes to slower message delivery.

Spammers clearly cannot be stopped by technology alone – spam fi lters, for example, lessen the symptoms 
of spam, but do not address the underlying problem of network overload and harassment by the enormous and 
growing volume of unwanted content generated by spammers. Consequently, on one level the problem is societal 
not technical. Recently, governments across the world started to realize this, and have begun to intervene in the 
spam war. As a result, there has been an emergence of laws in many nations to protect the ‘Internet commons’ and 
the sovereignty of the end-user’s e-mail ‘inbox’. However, new products and techniques are required to help enforce 
these new spam laws – the laws themselves will simply not be effective in addressing the spam problem.

The SpamMATTERS solution is currently the only product on the market that focuses on forensic technology to 
help enforcement agencies track, monitor and gather evidence against the people behind spam; a technology that 
is sorely needed to make laws against spam as effective as possible. The following case study illustrates how the 
SpamMATTERS solution was deployed by the Australian Communications Authority (ACA) in enforcing the Australian 
spam law and thereby dramatically reducing the volume of spam sent from Australian sources relative to other spam 
sources around the world.
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Why spam laws alone cannot stop spam

Legal intervention in the ‘spam-war’ is not new. The state of Nevada in 
the USA introduced a law as early as 1997, long before spam became a 
serious problem.  The intention of all such laws has been to empower action 
against spammers in order to stop the problem at its source and, thereby, to 
substantially reduce the amount of spam clogging networks and irritating 
corporate users and consumers. As the volume of spam increased in recent 
years, so did the number of spam laws across the world.  However, while the 
laws proposed to combat spam were put forth with good intentions they are 
not actually addressing the problem in a substantive way.

In 2003 alone, 23 new state-based anti-spam laws were laid down in the 
USA, and on January 1, 2004 the ‘Controlling the Assault of Non-Solicited 
Pornography and Marketing’ or ‘CAN-SPAM’ Act took effect. CAN-SPAM 
was widely criticized for its relative weakness compared, for example, to the 
California anti-spam law that it superseded, and few truly believed it would 
end spam. History has confi rmed the pessimism that many initially expressed 
about CAN-SPAM – the law has failed spectacularly.  Compliance with CAN-
SPAM, even in good months, is well below 10 percent and sometimes under 
one percent.

Since the law went into effect in January 2004, we still face the same problem: 
“Spam volumes are on the rise”2. At the publication date of this document, 
CAN-SPAM has achieved a small number of high-profi le convictions, but these 
cases were costly to mount. As a criminal law, the burden of proof is high and 
only a few parties, such as the Federal Trade Commission (FTC), State Attorneys 
General and ISPs, are permitted to prosecute spammers under the Act. 

As governments across the world will pass their own spam legislation, they 
unfortunately all face the same problem that CAN-SPAM has encountered 
– fi nding an economically practical way to enforce these laws.  The problem 
will become more pronounced as tightening budgets and higher government 
priorities, such as combatting terrorism, compete for limited taxpayer funds.

Enforcing Spam Laws is a costly process 

The cost of gathering spam data, extracting the attributes that are illegal in 
the jurisdiction and conversion to evidence is extremely high and very labor 
intensive. In the case of OptinRealBig.com, Microsoft and the New York’s 
attorney general Eliot Spitzer settled with the defendant Scott Richter for 
US$40,000 after spending seven months in investigation, discovery and the 
courts after initially seeking US$20 million. 

Most law enforcement agencies are not equipped to gather evidence against 
spammers cost-effectively. Obfuscation and randomization techniques, 
combined with users tainting data during the complaint process, exacerbate 
the challenge. Law enforcement faces common problems when attempting to 
prosecute spammers:

“ Spam volumes are on the rise, say 
several recent surveys. In early August, 
the nonprofi t group Consumers Union 
reported that in a survey of 2000 
e -mail users, 47 percent said spam had 
increased since the federal antispam 
law took effect in January. “
Source: 
http://www.pcworld.com/news/article/
0,aid,117464,00.asp

“It’s (CAN-SPAM Act) defi nitely a 
failure ….The term ‘toothless tiger’ 
comes to mind.”
Source: 
CEO of New York Research fi rm Basex

“Practically all spam is spoofed—that 
is if you were to hit the reply button, 
your message wouldn’t reach the 
person who actually sent it. The reason 
is that they don’t want you to write 
them back, and they don’t want to be 
found.” 
Source: 
http://www.forbes.com/technology/2004/02/27/
cx_ah_0227tentech.html
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The need for a spam forensic solution
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 Spammers attempt to operate in anonymity

 Spammers use exploited hosts to deliver bulk messages, such as 
compromised home computers with a broadband connection (so-called 
‘zombies’), hiding their true identities

 Spammers can implement a solution for very low cost, exploiting the low 
barrier to entry for web-based business

 Spammers can increase the volume of their messages by an order of 
magnitude while incurring very little incremental cost

 Spammers can deliver their payload, profi t from the result and disappear in 
days (or even in hours). The window of opportunity is decreasing.

 Spammers can be in any location around the globe, even in jurisdictions 
where no spam laws have been formulated or tested.

If Spam Laws are to be successful, they must therefore be accompanied by new 
tools that help to enforce these laws.

The key challenge for enforcement of spam laws is the speed and cost-
effectiveness with which evidence is gathered against spammers.

SpamMATTERS addresses this problem by creating a symbiotic system between 
end-users (the public), governments, legal investigators and enforcement 
agencies:

 SpamMATTERS allows end-users (the public) to easily submit evidence 
against spammers, either via a website or an Outlook plug-in 

 SpamMATTERS allows governments to collect data (evidence) from a 
variety of sources, including the public and other third-party vendors (e.g. 
AntiSpam Firms)

 SpamMATTERS allows legal investigators to easily analyze the data and 
trace spam back to it’s source

 SpamMATTERS empowers enforcement agencies to cost-effectively gather 
the necessary legal evidence against spammers, in order to prosecute them 
in the courts.

SpamMATTERS cost effectively speeds up the process of gathering evidence 
against spammers and broadens the number of participating enforcement 
agencies.  This enables governments to focus more heavily on the prosecution 
of spammers rather than to focus on the data-collection and fi ltering processes.

In order to explain how this is achieved, a case study with the Australian 
Communications Authority (ACA) will be used to guide the reader through the 
SpamMATTERS solution.

”In a 2004 survey of US households,  
92 percent of consumers said they 
were reluctant to share personal 
information online because the risks 
outweighed the benefi ts.

61 percent had reduced confi dence 
in disclosing credit card information 
online.”
Forrester Research 

”There is much to be done in the 
fi ght against spam by [regulators] 
cooperating with each other.”
Richard Thomas
UK Information Commissioner 

”In a January 2005 survey, Osterman 
Research found that 44% of e-mail and 
Web users had reduced their use of 
these technologies over the past year as 
a result of spam, spyware and related 
problems.”
Osterman Research 



Case Study
Australian Communications Authority (ACA)

The Australian Communications Authority (ACA) is responsible for implementing 
the Spam Act 2003, which commenced on 10 April 2004. To achieve this goal, 
the ACA sought a solution to make it easier for the public to submit high-quality 
forensic evidence and for the ACA to analyse the large number of submissions.

 Some of the high-level requirements from the ACA were defi ned as:

1. Public Submissions Interfaces - Provision of secure methods to collect 
spam-emails, both from the public and other available sources, such as bulk 
spam emails from honeypots. 

2. System Load and Scalability – The system must be capable of processing System Load and Scalability – The system must be capable of processing System Load and Scalability
one million e-mail messages per day.

3. Generic System Outputs – The system must be capable of grouping spam 
messages into categories based on requirements of the ACA, and support all 
common character encodings for e-mail messages.

4. Forensic Extraction – The system must be able to cross-correlate spam 
messages and fi nd the source (spammer). Several detailed requirements were 
listed including the ability to detect forged headers.

5. Jurisdiction specific Forensic Extraction – Each jurisdiction states 
specifi c ‘illegal actions’ in the defi nition of Spam. For example:

  Falsifi cations of headers
  Falsifi cation of sender and/or domain
  Absence of (working) unsubscribe link
  Missing tags on subject line or deliberately misleading subjects.

 Each of these jurisdiction-specifi c attributes need to be verifi ed in validating 
evidence for spam. 

6. ACA Access – ACA staff must be able to access the system securely from 
remote locations

7. Reporting – Provision of reports on apparent Australian spammers, phishing 
attacks against Australians (wherever from), spam linked to child abuse material 
(wherever from), lists of compromised computers and general information on 
spam being reported by Australians

8. “Court Ready” Evidence – capture, collection, collation, storage and 
retention of data in a tamper-proof and confi rmed veracity

The ACA also defi ned key criteria of concern to their investigative team. These 
were to prioritize submissions in the following manner:
 Identify spam with an “Australian Link” (as defi ned by the Australian Spam Law 2003)
 Identify Australian phishing events
 Select a subset of the largest spam campaigns globally
 Create “Campaigns” of the above criteria
 Identify and extract information on compromised hosts and spammers resources 

(such as mail server, web hosts, domain and name server information)
 Identify the responsible ISP and Country/Jurisdiction for compromised hosts
 Ability to review submissions from a particular submitter (or group) who may 

have initiated a formal enquiry
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“California-based Postini processed 
more than four billion messages 
in January (2005). It found that 
approximately four in fi ve was spam.“ 
Source: 
http://news.bbc.co.uk/2/hi/technology/3465307.
stm

“Last year daily global e-mail traffi c via 
the Internet amounted to 56.7 billion 
messages per day. Of that, the fi rm says, 
25.5 billion messages were spam, or 
about 45%.“
Source: 
http://www.forbes.com/technology/2004/02/27/
cx_ah_0227tentech.html

“Spam is ripe for organised crime, as 
the majority of spam relates to the vice 
and drugs industry…” 
Source: 
http://www2.vnunet.com/News/1151421
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After evaluation of Internet Security and Antispam technology, the ACA selected 
SpamMATTERS as the solution to meet their stated requirements. “No other vendor 
offered an end-to-end forensic solution like SpamMATTERS”, says John Haydon 
(Executive Manager Consumer and Universal Services Obligation Australian 
Communications Authority).

Deployment of SpamMatters Solution

SpamMATTERS was rapidly deployed for the ACA within four weeks of project 
go-ahead. Most of the time was spent on customizing wording of user interfaces for 
the Australian public and ensuring privacy issues were addressed rigorously.

SpamMATTERS provided the ACA with the required technical components that 
allowed the ACA to focus on spam enforcement and public concern issues – these 
components included:

 Hosting of Submission and Collation servers, in a secure co-location facility

 ACA branded submission clients for Outlook, Outlook Express, E-mail and 
Web Form

 SpamMATTERS forensic engine that analyzes and aggregates the e-mail data

 The SpamMATTERS Reporter Interface (Windows-based application) for 
ACA Investigators

 A secure encrypted link for ACA investigators to access forensic data.

The ACA provided:

 Web-based manuals that explained the new submissions systems to end-users

 Staff to provide support to end-users.

The SpamMatters Forensics Engine was custom confi gured for the ACA to look for 
particular types of spam and phishing emails, including:

 Spam and Phishing emails that originated from Australia

 Bursts of the biggest and worst spam globally every day (10 campaigns per day).

SpamMATTERS was easily customized for the specifi c detection requirements of 
the ACA. The SpamMATTERS ‘Plugin’ architecture allows new intelligence to be 
enhanced and evolved. For more information of this “Plugin” design, refer to the 
SpamMATTERS Deployment methodology white paper.

“No other vendor offered an 
end-to-end forensic solution like 
SpamMATTERS”

John Haydon, Executive Manager. 
Consumer and Universal Services Obligation, 
ACA

Figure 1: System Overview

“…As it stands, spammers are winning 
the war. If the trend continues, Radicati 
researchers suggest, some 70% of all 
e-mail will be spam within three years.” 
Source: 
http://www.forbes.com/technology/2004/02/27/
cx_ah_0227tentech.html



Results of the ACA Implementation

The SpamMATTERS system currently processes on average 50,000 e-mail 
submissions per day, with peaks of up to 200,000 messages per day. Over 
the fi rst four months of operation more than 3 million messages have been 
submitted to the SpamMATTERS system. The growth in submissions is 
approximately 10% every month. The system architecture has been designed to 
perform extensive forensic analysis in volumes of potentially millions per day.

Despite the volume of spam, the investigators can easily access information 
based on their needs. The SpamMATTERS Reporting engine extracts 
information and presents the forensic information in an easy-to-use 
Windows-based GUI (see Figure 2):

Public e-mail users can use a variety of methods to submit spam including 
the Outlook plug-in and the web-form.  ACA’s legal investigators then use the 
SpamMATTERS Reporter application to analyze and organise all the data and 
gather evidence against spammers.

“SpamMATTERS’ Collation Engine 
currently receives on average 50,000 
e-mail submissions per day, with peaks 
of up to 200,000 messages per day.”

Figure 3: SpamMATTERS processes 
forensic data as spam is being sent6   © 2005 SpamMATTERS 

Figure 2: SpamMATTERS Reporter
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Forensic analysis is performed on submissions as the public, spamtraps or 
honeypots contributes them.  As indicated in Figure 2, the detection of newly honeypots contributes them.  As indicated in Figure 2, the detection of newly 
emerging spam campaigns is available within minutes of the event occurring:emerging spam campaigns is available within minutes of the event occurring:

 In the case of spam campaigns, this information can be used to identify the  In the case of spam campaigns, this information can be used to identify the 
resources of the spammer that guide investigations.

 In the case of phishing, the data may be used to accelerate take-downs or  In the case of phishing, the data may be used to accelerate take-downs or 
to warn banking personnel.

 In the future, ACA will be using data to advise ISPs of compromised hosts  In the future, ACA will be using data to advise ISPs of compromised hosts 
in their networks.

The SpamMATTERS implementation delivered on the key stated requirement The SpamMATTERS implementation delivered on the key stated requirement 
from the ACA of empowering legal investigators:

i) Providing a method for collecting high-quality data and 

ii) Enabling legal investigators to easily and cost-effectively collect evidence ii) Enabling legal investigators to easily and cost-effectively collect evidence 
against spammers. This evidence can now be used in investigations or 
potentially court proceedings to prosecute spammers.

iii) Proof of non-compliance with the Australian spam Law by extracting 
and highlighting spamming techniques as: sender falsifi cation, header 
manipulation, absence of (working) unsubscribe, use of proxies or zombies manipulation, absence of (working) unsubscribe, use of proxies or zombies 
to deliver spam.

Today, the SpamMATTERS solution supports the ACA to:

 Issue penalties including heavy fi nes 

 Share evidence with the Australian Federal Police and other 
enforcement agencies across the globe

 Issue warnings to identifi ed spammers (newly emerging)

 Potential for court action

 Issue advice to accidental spammers or uneducated marketing 
organizations.

At the time of publication of this case study, Australia has disappeared from 
the list of Top 10 spamming nations (as reported by http://www.spamhaus.
org/statistics.lasso). The top 3 currently are: US, China and Korea.

“With the MoU*’s signed 
with USA, UK and Korea, 
this technology gives 
us the ability to cross-
jurisdictionally act rapidly. 
As more countries come 
up to speed with spam 
enforcement we are 
technically ready to work 
with them”

“The deployment meets 
the requirements for spam 
enforcement under the 
Australian law. It allows us to 
deal with massive volumes 
of spam, which means we 
have a true metric of the 
spam activity on any given 
day.  At the same time we 
eliminate the repetitive work 
in organizing and extracting 
evidence”

John Haydon

*Memorandum of Understanding

Figure 5: Tracking Zombie growth

Figure 4: Obfuscated URLs in spam  
 campaigns



Conclusion

Spammers are winning the spam war and are continuing to drive up 
the cost of e-mail for corporations, consumers, ISPs, network operators 
and others. Despite innovative AntiSpam solutions and new spam laws 
being implemented world-wide, the fl ood of spam emails continues 
to increase. A new type of forensic solution is required to enforce the 
growing number of spam laws, and attack the spammer with the full 
force of the law.

SpamMATTERS attempts to help fi ght the war on the legal battlefi eld, by 
empowering the courts to prosecute spammers. This is accomplished by 
providing a complete forensic solution that can:

i) Collect spam both from the public and third-party sources

ii) Perform forensic analysis on the data

iii) Package the evidence in a way that is acceptable to the courts.

SpamMATTERS’ solution thereby stops the spam problem at its 
source. The ACA case study illustrates that the SpamMATTERS 
solution is quickly deployed and can be customized to country-
specifi c requirements.  The case study also demonstrates that laws, by 
themselves, will be largely ineffective in solving the spam problem, but 
that they can be made effective with appropriate enhancement tools.

The fi ght against spam also requires global collaboration that is rapid, 
effi cient and effective. The SpamMATTERS system facilitates rapid data 
interchange between enforcement agencies across jurisdictions. This 
will accelerate takedowns, identify and disable spammers and present a 
credible threat to potential spam or phishers.

To better serve its customers, SpamMATTERS encourages close 
collaboration with Network Security and Antispam vendors. “Our 
focus is to deliver real-time enforcement solutions – by partnering with 
vendors the sharing of data will accelerate the resolution of emerging 
threats. Such a collaboration also sends a positive message to the 
community that there is a united team of specialists fi ghting spam, 
phishing and other threats”, says David Jones, Founder & CEO of 
SpamMATTERS.

The combination of appropriate anti-spam technology and good 
forensics to support law enforcement against spammers is a potent 
combination in fi ghting spam – anti-spam technology focuses on 
fi ghting spam, while forensics in support of laws focuses on fi ghting 
spammers.
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