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DRAFT OPINION 6 ON INTERNATIONAL COOPERATION ON COUNTERING SPAM AS ONE OF THE PRINCIPAL AREAS OF THREAT CONCERNING CYBERSECURITY
(Proposal from Japan)
The Fourth World Telecommunication Policy Forum (Lisbon, 2009),

Recognizing

a) 　paragraph 37 of the “Declaration of Principles” of the World Summit on the Information Society (WSIS).
b) 　section 12 of the WSIS “Plan of Action”.
c) 　Resolution 52 (Florianópolis, 2004; Johannesburg, 2008) of World Telecommunication Standardization Assembly entitled “Countering and combating spam”.
d) 　Resolution 45 (Doha, 2006) of World Telecommunication Development Conference entitled “Mechanisms for enhancing cooperation on cybersecurity, including combating spam”.
e) 　Resolution 130 (Antalya, 2006) of Plenipotentiary Conference.
Considering

a) 　the fact that, today, most of Email traffic is occupied by spam.
b) 　that large amounts of traffic occupied by spam has become a heavy burden on the 　　　　

telecommunication networks and negatively affect the normal use of Emails.
c)  that spam causes potential loss of revenue to Internet service providers telecommunication operators, mobile telecommunication operators and business users.

d) 　that some kinds of spam are sent as the means of conducting phishing or fraud, and contain malwares.
e) 　that distribution of a huge amount of spam in indiscriminating manner could induce minors to access illegal/harmful contents.
In of the view

a) 　that spam is one of the principal areas of threat concerning cybersecurity.
b) 　that, like so many other cybersecurity issues, challenges concerning spam have a cross-border nature and that international coordination is indispensable in order to tackle such challenges.
c) 　that technical measures as well as legal measures are indispensable in order to tackle spam.
Invites

a) 　Member States of ITU to recognize that spam could be sent to other countries from their own countries and take appropriate and effective measures on such sending of spam within their national legal frameworks.
b) 　Member States of ITU to share information concerning spam such as senders information within their national legal frameworks in order to combat spam sent in a cross-border manner.
c) 　Member States of ITU and related private sector to share information and best practices concerning effective technical measures against spam such as Outbound Port 25 Blocking and sender domain authentification.
