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WTPF-IEG/3/DO-4
DRAFT OPINION 4 ON COLLABORATIVE STRATEGIES FOR CREATING CONFIDENCE AND SECURITY IN THE USE OF ICTs
The fourth World Telecommunication Policy Forum (Lisbon, 2009),


considering
a)
the crucial importance of information and communication technologies (ICT) infrastructure to practically all forms of social and economic activity;

b)
that the legacy public switched telephone network (PSTN) has a level of inherent security properties dictated by the public authorities because of its hierarchical structure and built-in management systems;

c)
that IP-based networks provide reduced separation between user components and network components if adequate care is not taken in the security design and management;

d)
that converged legacy and Internet Protocol (IP)-based networks are therefore potentially more vulnerable to intrusion if adequate care is not taken in the security design and management of such networks,


recognizing
a)
Resolution 71 (Rev. Antalya, 2006) concerning the Strategic plan for the Union for 2008-2011 which, as outlined in Goal 4 of the strategic orientations of the ITU, highlights the importance of developing tools, based on contributions from the membership, to promote end-user confidence, and to safeguard the efficiency, security, integrity and interoperability of networks against threats such as spam, viruses, worms and denial-of-service attacks;

b)
Resolution 130 (Rev. Antalya, 2006) on the subject of strengthening the role of ITU in building confidence and security in the use of information and communication technologies, which underlined the priority importance of the topic in ITU;
c)
WSIS Action Line C5 on building confidence and security in the use of information and communication technologies (ICTs) in which ITU is principal moderator/facilitator;
d)
Programme 3 of the Doha Action Plan on E-strategies and ICT applications which includes, as one of the priority activities, , cybersecurity and its work in partnership with relevant public and private sector entities, on specific cybersecurity/Critical Information Infrastructure Protection (CIIP) development initiatives to assist developing countries in awareness and self-assessment, building and watch, warning and incident response capabilities, taking into account, inter alia, of the ITU National Cybersecurity/CIIP Self-Assessment Toolkit and the Botnet Mitigation Toolkit;
e)
 Question 22/1: Securing information and communications networks: Best practices for developing a culture of cybersecurity;
f)
Resolution 45 of the World Telecommunication Development Conference (Doha, 2006) which addresses mechanisms for enhancing cooperation on cybersecurity, including combating spam;

recognizing
a)
Resolution 50 of the World Telecommunication Standardization Assembly (Johannesburg, 2008), which calls upon ITU-T to work closely with ITU-D and other concerned entities and organizations outside of ITU to promote the worldwide harmonization of strategies and approaches to the issue of cybersecurity;

b)
Resolution 52 of the World Telecommunication Standardization Assembly (Johannesburg, 2008) entitled “Countering and combating spam”;

c)
Resolution 58 of the World Telecommunication Standardization Assembly (Johannesburg, 2008) entitled “Encourage the creation of national computer incident response teams, particularly from developing countries”;
d)
that spam is one of the areas of threat which can have a cross-border dimension, challenges concerning the issue include the indispensable need for international cooperation, as well as technical and legal measures, to address the problem,


recognizing also
a)
the important international activities associated with the development of security standards and Recommendations of ITU-T Study Group 17, including measures for countering and combating spam and in other standardization bodies, including ISO/IEC JTC1 and the Global Standards Collaboration group; 

b)
the ICT Security Standards Roadmap, a database of security standards hosted by ITU-T which includes an inventory of national, regional and international initiatives and which can be used as a basis for the promotion of the worldwide harmonization of strategies and approaches in the field of cybersecurity;
c)
the ITU Global Cybersecurity Agenda (GCA) which promotes the establishment of a cooperative framework for the development of global multi-stakeholder strategies to enhance confidence and security in the use of ICTs;
d)
that, in order to assist ITU in advancing work in the fulfilment of its strategic goals, a High-Level Expert Group (HLEG) was established for the purpose of identifying strategies in five work areas which include issues associated with capacity building, international cooperation, technical and procedural measures as well as the identification of global strategies for the creation of organizational structures and policies in areas which include incident response, all of which are clearly linked to the mandate and core competencies of the ITU, and, in addition, certain issues of a legal nature; 
e)
the recommendations in the report of the Chairman of the HLEG which summarizes the different views of the experts regarding the proposals that were developed for each of the five work areas of the GCA,  

taking into account
a)
that a specific initiative of the ITU Secretary-General undertaken under the GCA umbrella is the International Multilateral Partnership Against Cyber-Terrorism (IMPACT), which is focused on the development of cooperative strategies and capacity-building tools on a global basis in response to cyber attacks; 
b)
that the Child Online Protection (COP) initiative has been established as an international collaborative network for action to promote the online protection of children worldwide by providing guidance on safe online behaviour in conjunction with other UN agencies and partners,
c)
that frameworks for opinion and information exchange aimed at cross-border sharing of national initiatives against illegal and harmful content on the Internet, while not fully developed, can provide an effective means to address the problem,

invites the ITU
1.
to pursue, principally on the basis of membership contributions and direction, further initiatives and activities, in close partnership with other concerned national, regional and international entities and organizations, which should include, but not be limited to, the following:
2
to promote more efficient approaches for improving security and risk management processes through Recommendations and other mechanisms by building upon the work achieved by ITU on the development of best practices and standards for cybersecurity; 
3
to assist developing countries in particular in promoting legislative efforts to combat spam, identity theft, and massive and coordinated cyber attacks against the operation of critical information infrastructure;

4
to catalogue best practices on a national level that will allow the benefits of the information society to be realized in a secure environment;
5
to continue to develop human capacity in all aspects of cybersecurity through the creation and continuous maintenance of various resources to assist countries to update their cybersecurity capacities and capabilities, and through the development of training material for national decision-makers that require international assistance in the areas of technical and procedural measures, organizational structures and international cooperative frameworks;
6
to undertake investigations, analysis and selection (in cooperation with ISO, IEC and others) of the ICT security standards and frameworks (such as the ISO/IEC JTC 1/SC 27 standards and technical reports on security techniques and ITU-T X-series Recommendations developed by ITU-T SG 17) that can be leveraged to promote the development of procedural measures to address various issues;
7
to expedite the development of mechanisms to enhance the study of cybersecurity-related issues, both through the existing programs in ITU-T Study Groups 13 and 17, through possible new Questions on economic incentives for security and protection of global telecommunications;
8
to support the creation of entities and organizations which have capabilities in the area of incident response such as national Computer Incident Response Teams (CIRTs) in Member States, where such entities and organizations are needed and are currently absent, to identify best practices to establish such entities and organizations, to collaborate with international experts and bodies to establish such entities and organizations, and to facilitate collaboration between such entities and organizations, such as capacity building and exchange of information, within an appropriate framework;
9
to interact with concerned international, regional and national entities and organizations, such as the United Nations Office on Drugs and Crime, the Council of Europe, the Organization of American States (OAS), Asia Pacific Economic Cooperation (APEC), the Arab League, the African Union, the Organisation for Economic Cooperation and Development (OECD), the Commonwealth, European Union, Association of South East Asian Nations (ASEAN), the London Action Plan and others on how to address issues related to criminal activities committed over ICT networks in an internationally compatible manner;
10
to continue to augment the ITU C5 Cybersecurity Gateway to provide a platform for the exchange of opinions and information on initiatives by Member States and the private sector on countermeasures against illegal and harmful content on the Internet, with regard to the interests of service providers.

invites Member States

1
consistent with freedom of expression, to share the understanding that distribution of illegal and harmful content on the Internet is a global issue, and that global cooperation and collaboration are required to solve the issue;

2
to use proactively, along with the private sector, the ITU platform for the exchange of opinions and information on initiatives by Member States and the private sector to share best practices while considering that definitions of illegal and harmful information and approaches to such information differ among countries.

3
to recognize that appropriate and effective measures should be taken, consistent with the respective national legal frameworks, to combat spam.


invites service providers, equipment suppliers and others as appropriate
1
to address, in close cooperation with Member States, building on the work by ITU-T Study Group 17, the problem of the cross-border incidence of spam, and to exchange senders and technical information, consistent with national legal frameworks, as well as best practices against spam such as sender domain authentication.
