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This summary report has been prepared with an intension to share the Digital Oman Strategy with all stakeholders of community and benefit from it by understanding the Sultanate of Oman’s   approach to moving towards a knowledge society. This document does not include the implementation plan, which is part of the ITA Business Plan 2007-2009. 

The Digital Oman Strategy was prepared under directions of the Information Technology Technical Secretariat in 2002. This assignment was awarded to Gartner Consultancy.  The strategy focuses on developing a strategy for e-government and extends to include the development of the Digital Society of Oman which is well advanced in the adoption and integration of digital technology at home, work, education and recreation. 

Oman has adopted an integrated approach in developing its ICT strategy, which sets out detailed recommendations and a plan of action to realise these objectives. Following this strategy, ITA envisages transformation of the Sultanate of Oman into a sustainable knowledge-based society by leveraging Information and Communication Technologies to enhance government services enrich businesses and empower individuals. ITA has initiated various projects in three main areas infrastructure, awareness, electronic services delivery and capacity building.

ITA’s has initiated to interconnect government agencies through the Convergent government network by signing an agreement with Omantel in mid 2006. It has also signed volume licensing agreement for procuring office productivity software with Microsoft and Oracle.

ITA is developing a centralized gateway (Ubar portal) to offer electronic services from various Government organizations accessible to the public through multiple electronic channels. Several e-service flag ship projects will be integrated through this common e-government gateway and the first phase of its presence is charted during the end of the second quarter of 2007.
ITA also initiated the e-Payment gateway project to enable citizens to make their payment online through multiple payment instruments and thus take Oman to a higher level of e-services and e-commerce is in development. The gateway will be available for use in line with the Ubar Portal whose phase one will be operational by mid 2007.

For governing electronic transactions, the electronic transactions legislation of Oman regarding protection of privacy and validation digital signatures and electronic-message regulations is expected to be enacted by the competent authorities during 2007.

In the e-services track, ITA has assisted several Government organizations in implementing IT initiatives to deliver e-services including the National Statistics Online project, e-Tendering, One Stop Shop, Education Portal and the National Registration System for Civilians. Most of these e-services projects are underway successfully. The One Stop Shop is a major e-service involving six ministries and entities to enable a single-window service for Commercial Registration of new companies electronically. In this quick win project of the G2B sector, phase one is successfully operational and the project is advancing to its second phase.

The National Registration System for civil registrations developed and adopted by the Directorate General of Civil Status (DGCS) is an integrated computer system with archive of accurate information about vital social events like Birth, Marriage, Divorce, Death, Residency and Nationality for all citizens and residents of Oman. This project being the first of its kind in the region to has been implemented using the chip-based smart cards is running successfully.

For building IT capacity within the society, a comprehensive plan to enhance national IT skills has been proposed to include a National IT training project for implementation, within the government sector and for the community at large over a three year period. Developments of the national ICT sector has been recommended by nurturing incubator programs which will enhance local IT investments and support the expansion of telecommunication infrastructure to all sectors of the society. 
The Digital Literacy Training pilot program for 400 civil service employees is in progress and expected to be completed by the second quarter of 2007. The second phase of this project targets training about 104,000 civil employees by 2010. This program aims to provide IT training opportunities to government and to build ICT literacy amongst Omani citizens and create new avenues of employment. 

Committed to increase the levels of PC penetration within Oman, a project for providing low-cost PCs pre-loaded with licensed software and with Internet connectivity has been initiated. Measures are in place to address the bridging of the digital divide by undertaking targeted messages and means to reach the entire society.
In its focus on IT governance, ITA is working towards creating a service delivery model, an IT governance framework, standards and guidelines for national ICT infrastructure, security framework
In summary, through various e-government projects ITA is accelerating the implementation of this National IT strategy formulated in 2002. It is evident from the various milestones of the above projects that Oman is progressing well in the transformation of Oman into a Digital Society.
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Part 1: Background

Scope of Assignment

The original terms of reference for this assignment were heavily focused on developing a strategy for e-government. This worthy objective is fully addressed in this set of reports, but Gartner has extended the study and recommendations to include the development of a Digital Society for Oman. E-government is the transformation of internal and external government processes toward new and better forms of citizen-centred service delivery opportunities which new communications technologies offer. 

E-Government and Digital Society

A Digital Society goes well beyond this however, in that it reflects a society as a whole is well advanced in the adoption and integration of digital technology at home, work, education and recreation. E-government is an essential element of such a society, but nonetheless only one element. Equally, e-government in itself is of little value if citizens and businesses do not have the knowledge, incentives or resources to avail of such ‘e’ services.

E-Government is meaningful only in the context of an overall Digital Society strategy

Although e-government is a natural complement to the development of a Digital Society, improvements to service levels deriving from e-government initiatives can greatly benefit a traditional society by providing more-effective and efficient interaction between governments and constituents through traditional channels. At the same time, e-government investments can help Digital Society developments; e.g., small and midsize businesses can be encouraged to interact with governments electronically for most of their administrative obligations. 

In countries with emerging economies, Internet penetration must be accelerated to make e-government and e-business benefits available to the majority of citizens and enterprises. Co-ordination of electronic service delivery initiatives and Digital Society strategies will be an important component of the e-government strategies of such countries.

The Opportunity for Oman

One feature we noticed while undertaking this study was the relatively low level of confidence among Omanis in the extent to which the country could achieve e-government and become an active participant in the knowledge economy. Among the factors cited were the low levels of national IT usage at present, the small number of computer graduates and lack of an ‘entrepreneurial spirit’ (i.e. there are comparatively few major enterprises developed and operated by Omanis). While not underestimating the challenges of achieving a Digital Society, we believe these particular misgivings to be misplaced.

First it should be remembered that Oman has an ancient seafaring and trading culture, and the qualities which enabled this have persisted into today’s generation.  How else could the breathtaking achievements of the last 30 years have been accomplished? And breathtaking they have been, in that a country which at the time was backward by any standards was transformed into one with an admirable infrastructure, a cohesive and peaceful society, greatly increased wealth, and major advances in education and health. Some seek to diminish these accomplishments by claiming they were achieved ‘on the back of oil revenues’. However, while oil’s contribution to the Omani Exchequer has been valuable, its contribution has been nowhere near as significant as that in many other oil producing countries – countries which have failed to realise corresponding achievements. 

“I Promise that a new dawn will rise on Oman, a new dawn which will give its people a new life and a new hope for the future”

His Majesty Sultan Qaboos Bin Said
These developments and achievements have stemmed directly from the leadership of His Majesty, Sultan Qaboos bin Said, who clearly stated his intentions at the beginning of his reign in 1970. Who is to say that, with similar leadership now, Oman cannot maintain this rate of progress and become a Digital Society world leader? The experience of Ireland should be borne in mind when considering this possibility. Oman has many similarities with the Ireland of 15 years ago.

· Similar population size

· Very high proportion of this population under 15 years of age

· Agriculture the biggest employer

· The brightest graduates opting for safe public sector employment or emigrating for better employment

· Apparently weak entrepreneurial culture, as evidenced by the absence of advanced indigenous technology enterprises

In addition, the country suffered from massive unemployment, major trade and current account deficits, and by European terms, a low per capita income. In the intervening time Ireland has achieved world-leading economic growth figures, become a leader in the high technology world stage, boosted tourism by orders of magnitude and virtually eliminated unemployment.

· World’s largest software exporter

· Technology exports reaching $32 billion annually (i.e. $10,000 per person)

· Indigenous software companies which lead the world in their field

· Has more broadband fibre laid than any other European country

· Produces more software graduates than Germany, while having only 5% of that country’s population

· Has surpassed the UK in terms of per capita income

· Has Europe’s most advanced e-government deployment

· Houses the European headquarters for many of the world’s leading IT companies 

We believe that Oman is in a position to learn from, and capitalise on, the experience of Ireland (and other countries such as Singapore).

The Direct Potential for Oman

The implementation of e-government and a Digital Society offer the following opportunities for Oman

· Streamlining Government services to citizens and business (reduced bureaucracy)

· Enabling knowledge-based industries and developing a local ICT sector

· Supporting a better competitive environment

· Providing employment for Omani youth

· Enabling better healthcare

· Improving educational opportunities

· Supporting tourism

· Enhancing social development

· Complementing Vision 2020

· Making Oman a more attractive destination for foreign investment

The relative lack of advancement of Oman in several areas of e-government and Digital Society can and should be seen as an opportunity rather than a disadvantage. Because it does not have major ‘sunken cost’ in existing legacy applications, Oman is in a position to ‘leapfrog’ other more advanced countries (e.g. Dubai, Western Europe) who must deal with this costly and difficult transformation.  Also, in terms of developing a local ICT sector, Oman can learn from the experience of others and capitalize on new opportunities arising.

Reporting Structure

This report (Towards a Digital Oman) is itself a summary of the main detailed reports. Where relevant, each component of this report is structured as follows:

· Introduction

· The Current Situation

· Recommendations

· Cotings 

· Accountabilities

· Success Factors

This report also includes additional material as needed to explain the concepts and or recommendations.
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Fig. 1: Graphical Representation of Reporting Structure

Detailed Reports

In providing a comprehensive Digital Society strategy this report will address the following elements (the actual split to files may differ depending on the file size):

· Digital Society Readiness

· E-Government Architecture

· IT infrastructure

· Applications and Communities of Interest

· National Telecommunications, LAN/WAN Networking, and E-Payments 

· Service Delivery Model and Flagship Projects ‘Quick Wins’

· One Stop Shop
· Resourcing 

· Security, PKI, Audit, and Continuity Planning (with Continuity Planning detailed workbook)

· E-Legislation (Trust and Confidence) 

· Environment (developing ICT skills and an Oman ICT industry, bridging the Digital Divide, marketing and awareness)

· Implementation Structures
Part 2: E-Government

The relationship between e-government and Digital Society 

In this section we consider recommendations in relation to e-government, the initial and primary focus of this study. It is important not to equate e-government with the Digital Society. E-government and the Digital Society are tightly related and overlap to some extent. They need each other to realise their full potential, and government actions to promote one have inevitable effects on the other. 

Digital Society plans cover infrastructure and regulatory measures that primarily affect the economy and the public, such as education, infrastructure a regulatory framework and the development of an IT sector in Oman. E-government plans include (but are not confined to) electronic and multi-channel service delivery, cross-agency architecture and a cross-agency governance structure. Although e-government is a natural complement to the development of a Digital Society, improvements to service levels deriving from e-government initiatives can greatly benefit a traditional society by providing more-effective and efficient interaction between governments and citizens through traditional channels. At the same time, e-government investments can help Digital Society developments; e.g., small and midsize businesses can be encouraged to interact with governments electronically for most of their administrative obligations.
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Fig. 2: E-Governance, E-Government, and Digital Society

Therefore we can see e-government as the transformation of public sector internal and external relationships, through net-enabled operations, information and communication technology in order to optimise government service delivery and citizen participation. Digital society is a society or community that is well advanced in the adoption and integration of digital technology into daily life at home, work and play. E-governance is the development, deployment and enforcement of the policies, laws and regulations necessary to support the functioning of a Digital Society and economy as well as of e-government. 
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E-governance has an impact on both the Digital Society and e-government. In advanced digital societies, e-governance mostly focuses on rewriting laws whose applicability is challenged in cyberspace, as well as new rules to address new business models, new consumer risks and new ways of delivering government services. It includes ensuring infrastructure survivability and competitiveness. In less-advanced digital societies, it also covers infrastructure development, education and seed funding for start-ups or transformation of brick-and-mortar enterprises. 

Transitioning to E-Government 

In conducting interviews for this assignment Gartner has frequently been asked to define the ‘right’ way to implement e-government. We believe this question needs rephrasing as there is no single or ‘one size fits all’ transition from “government” to “e-government.” In going from just a presence on the Web to deep transformation, with new services and processes and a seamless integration inside and across Ministries and agencies, the Government of Oman will need to resolve four sets of issues: 

1. Existing strategies and policies are inadequate to address new kinds of internal and external relationships, and to exploit new delivery channels 

2. People may strongly oppose and/or fear changes

3. Business processes developed for a hierarchical organisation will prove inadequate to support e-government initiatives

4. New technologies and architectures must be identified, sourced, implemented and managed.

As can be seen from Fig. 3, e-government development progress over four stages, Presence, Interaction, Transaction and Transformation. The impact on strategy, people, processes and technology can vary considerably in each phase.

Fig. 3: The 4 phases of E-Government
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Progressing through each phase implies increasing costs and complexity, but also greater citizen value. Most of the technology challenges are faced in Phase 3, when online transactions require unprecedented reliability, availability and security levels. In Phase 4, people, organisation and process challenges become the main stumbling block to overcome. Policy and regulatory impact will be considerable in Phase 3 and Phase 4. Many stakeholders in the Government of Oman (especially at a high level) might seek to quickly achieve Phase 4. However, planned initiatives must be rooted into the Omani social, constitutional, legal, economic and technological context that they will influence and by which they will be influenced. In some cases, valuable objectives can be achieved by just implementing Phase 2 or Phase 3 solutions, provided the business and political case for each of them is articulated and they can be convincingly compared to similar initiatives in other geographies.

E-Government offers enormous opportunities, but also carries potential downsides which must be identified and managed

The Risk of the Digital Divide

As we saw earlier, the transition to e-government and a knowledge-based economy leads to considerable benefits from the government’s perspective. But these potential benefits are counterbalanced by a number of risks — first and foremost the “Digital Divide” (i.e., the gap in opportunities experienced by those with limited access to technology and especially the Internet). New issues arise that need to be overcome, such as liabilities related to e-commerce transactions and e-government services, privacy and security of constituent information, authentication and copyright management. Due to growing globalisation, most of these cannot be resolved without looking at the international context in order to avoid inequalities that may hamper trade.

Part 3: Oman E-Readiness Assessment

Introduction

Gartner has devised a methodology for conducting a hierarchical Readiness Assessment of Governments to present the current state of readiness of a government in a graphical easy to grasp series of charts. These charts form a plot of the various elements taken into account when checking the degree of readiness of a Government. The main categories evaluated in the readiness assessment are:

· Leadership

· Governance

· Management and Organization

· Citizen Readiness and Support

· Legal and Security

· Technological

· Contextual

The following chart provides a breakdown of the various sub-groupings existing in our Readiness Assessment.
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Fig. 4: E-Government Readiness Assessment Hierarchy

As apparent from Fig. 5, the overall Omani situation is in the “improving” category except for the Leadership which is in the “Good” category. HM The Sultan has established a vision for Oman aimed at developing the country in every aspect and that includes developing the Omani Government and transitioning the Government to an E-Government. HM The Sultan involvement and blessing will be the key factor is moving towards a Digital Society including transforming the Government to an E-Government. 

Gartner also believes that one of the key factors that will contribute towards realizing the E-Government vision is the movement of the Government as a whole towards that goal, together with an awareness by Government Leaders of the need for a coordinated E-Government effort and the Readiness to adopt and comply with the E-Government initiative.
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Fig. 5: E-Government Readiness of Oman

A central focus of this strategy therefore is to maximise the opportunities while identifying measures to limit the potential downside

Part 4: Applications & Communities of Interest

Introduction

An application is software which provides a specific service to a user. Typical applications would be Payroll or General Ledger. There is however no rigid line between an application and some elements of infrastructure such as e-mail.

Application trends

Today applications are in transition from traditional programming models to component based service oriented architectures that can be shared through middleware. Web services and their associated standards are around the corner and Gartner predicts that these will be the future application architecture. The transition to Web services is driven by the need to open up applications, with proper controls, for integration with external parties. 

The Government of Oman will to electronically interact, on the application layer, with citizens, businesses, suppliers etc. and allow its applications to call and be called by other applications to complete a ‘business’ transaction. Governments will be challenged to transition to this new application architecture in particular when they move towards e-Government. 

Communities of Interest (COIs)

In light of this direction, Gartner predicts that Governments business applications will be grouped into Communities of Interest (COIs). COIs seek to break away from Ministry ‘silos’ and use applications to best meet the needs of citizens and businesses. Within a COI, program modules are shared by government entities participating in that particular COI. The move towards the COI structure will:

· Reduce application development costs

· Optimize application code

· Enhances the management of IT infrastructure

· Enables customer-centric service delivery within the realm of the COI
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In the detailed Applications workbook, we will set a framework for classifying existing applications, analyze the existing situation in Oman, and suggest a model for grouping business applications that is valid in Oman

The Current Situation

The Omani Government has a group of applications being used in Ministries that have been built using different technologies. Luckily, a majority of these have been built using Oracle and Oracle Forms and more or less share the same features. Little has been done to integrate applications which maintain the stove pipe model and are isolated within the boundaries of their owner Ministries. Also existing applications were not designed to deliver services online but rather to perform some of the daily activities transactional of Government. 

Plans for redeveloping most of the applications exist which provides an opportunity to restructure them into a more modern architectures that can interface with the e-Government architecture and cooperate to deliver service electronically. The detailed report outlines the exiting opportunities for Oman.

Assessment of Current Applications

Based on our assessment of the applications existing in Oman and our interaction with the ITTF, Gartner has found the following in relation to applications specifically developed for the Government (does not include off-the-shelf or customized ready made applications, which are classified according to vendor specifications):

· A large portion of the applications existing in Oman are using Oracle as a DBMS and Oracle Forms as the application development tool. Some applications are using older versions of Oracle and Oracle Forms with text terminal interfaces to the application. It is estimated that about 70% of the existing applications are based on this combination. 
· There is little usage of Application Servers (A/S) and where used provides a web interface to the existing application. We are unaware of any A/S used for real integration purposes, such as linking internal to external applications

· Ministry of Finance owns an IBM Mainframe and the ministry applications have been written in CSP and Visual Age is used for the development of the applications. The ministry applications have been found to be broken down to a well defined set of application functions with well defined functionality for each application function or module. DB2 is used as a DBMS and WebSphere as the A/S. Based on that we can safely classify the ministry applications as advanced, what Gartner calls Type B. Transitioning these to the most advanced application form (Type A) will involve regenerating the application code in Java (a feasible task), modification work on the regenerated Java code, and exposing the regenerated code on the WebSphere A/S. (Note: If there is no clear separation between the business and presentation logic but there is a way to directly access the data through the database engine then it would be a type D application. If there is no separation between the application layers and no way of accessing the data directly from the database engine, then it is a type E application)

· ROP possess a similar IBM Mainframe that uses Adabas as a database engine. We have not been able to investigate ROP applications in a more detailed manner and thus we are only in a position to give guidelines for further investigation. If ROP applications are written where they possess modularity and well-defined functions then the applications would tend to be type B. 

· Some of the applications, about 10%, are reported to be based on a combination of Visual Basic (VB) and SQL Server. Although this is the foundation base for writing COM or COM+ applications in the Microsoft world and thus being classified as type A applications, there is no guarantee that this is the case with these applications. VB may be used simply for developing a front end to the database engine without providing a real component based architecture and this will mean that the application is a type D since the data can be accessed from the SQL Server directly and integrated with the GNS.

· We have also seen single user, PC based applications using databases such as Microsoft Access for providing the needed business functionality. As these are by nature closed systems and cannot provide the level of integration needed for the E-Government architecture, it is safer to redevelop these applications on other platforms that can be used and integrated with the rest of the E-Government architecture. The business functionality of these applications is the key factor that should decide whether to leave the application as is or move to a more business oriented platform. The level of functionality provided may not justify the investment needed to migrate these applications to more suitable platforms for integration with the rest of the E-Government architecture
Recommendations

· Adopt the COI architecture for applications as it provides the best alternative for achieving application integration

· Perform an application classification exercise aimed at identifying where each application stands and the possible routes for modifying the application

· Study the path towards replacing the application whether an evolutionary approach is followed or a revolutionary path is taken. The criteria for selecting the proper path is defined later in this document

· Applications that need to be redeveloped should be component based with separation between the presentation, business, and data logic layers

· Be prepared to interface with the GNS and have the application integrate with other applications and COI and be controlled by the GNS BPM

· Web services will eventually arrive. The Omani Government will adopt that model as it becomes mainstream. The component based application architecture provides the best platform for constructing web services

· The office of Integration & Standards should outline the standards for application development and define the COI to exist in the Omani E-Government architecture. It should ensure that the standards are being followed

· For each COI, appoint an owner who should be responsible for the creation of the COI

· For any application development outsourcing deal, make sure that Omani youth are used on the job and are trained to a high degree on application development skills

Costings, Accountabilities and Success Factors

Total cost estimated to range between $US15-$US20 Million with an average of $US750k for each COI

Accountabilities
Secretariat, Office of Integration & Standards, Investment Board, Ministries IT Department

Success Factors

· Close adherence to standards defined by Office of Integration

· Developers understand the proposed architecture and have experience in developing applications according to Gartner recommendations

· Built with a service oriented architecture in mind rather than existing manual internal processes

· Outsourcing companies are selected which are capable of developing such applications
· Design of COIs based on reengineered business processes
Issues Regarding Specific Applications

Geographical Information Systems (GIS)

A GIS is defined as a computerized database management system used for the capture, storage, retrieval, analysis and display of spatial data (e.g., the location of natural and man-made features on and below the earth’s surface). GIS software generates computer maps (the spatial data) and links other types of information (e.g., names, addresses, census data, inspection and health records) stored in traditional electronic databases to these maps. The following are the 9 Governmental units currently implementing the GIS:

· Ministry of National Economy

· OmanTel 

· Muscat Municipality, they are doing GIS for Muscat region only

· Ministry Of Defence - National Surveys Authority (NSA)

· Ministry of Housing, Electricity, and Water. Note: The housing and the Electricity & Water are both running their own GIS systems

· Supreme Committee for town planning  (located in the Ministry of Housing) 

· Ministry of Transport and Communications

· Ministry of Regional Municipalities, Environment, and Water Resources.

· Sohar development Office.

Another 3 organizations are not implementing a GIS solution but they have intensive GIS requirements:

· Royal Oman Police

· Ministry of Commerce and Industry (MOCI) - they require GIS in the directorate of Tourism as well as in the directorate of general minerals

· Ministry of Agriculture and Fisheries. The Ministry has both the hardware and software components and is still paying maintenance fees although in spite of the discontinued use of the GIS application

Issues

· General lack of awareness of GIS, both in terms of potential and need for integration

· Scarcity of qualified, knowledgeable, and trained human resources in GIS.

· GIS activities are decentralized, and this results in all organizations having separate databases that are not standard. This in turn means that many organizations continue to repeat the same work over and over - being unaware that other departments might have done the same work.  

· Data are redundant even within the same organization, which means that quality of data is suspected.

· End user requirements are not well defined and perhaps not understood, which results in limited usage in almost all of the organizations.

· Lack of coordination between the various governmental organizations, and absence of structures for governance

· Communications links for Wide Area Networks are not available, and not reliable if they were available, which is a significant obstacle to connecting branches in regional areas to source databases.

· Language Obstacles: The system and the documentation are in English, but the data is available only in Arabic. Most of the technicians are Arabic speaking with limited knowledge of English.

· Ministries purchase satellite imagery separately from a company in Dubai, which might result in other ministries purchasing the same satellite imagery of the same area again from the same company, or maybe another company.

· There are no security policies in the GIS departments, not even basic physical security. Neither are there disaster recovery policies in place

Data Sharing Requirements

The development of a Web-based distributed architecture and the Internet’s browsing and display capability has spurred demand among users inside and outside of government for increased data sharing and pooling based on interoperability standards. However, for the reasons described above, departmental GIS are not equipped to support the level of interoperability and data sharing required to realize the potential of e-government transformation. 

Only government-wide GIS can support increased operational efficiency and improved decision-making by allowing users within communities of interest to perform accurate spatial analyses of current multi-departmental databases and data warehouses. This does not preclude individual departments from developing customized applications to meet specific needs, but requires that all share a common base map and database. The base map combines data such as streets and addresses, ownership parcels, above- and below-ground physical infrastructure, street direction, and geographic terrain. GIS tools can be shared or managed by many departments as long as they share all data with the GIS base map and database. The following capabilities and systems that can be incorporated include:

· Computer-assisted dispatch, which is used for police, fire and emergency management applications

· Automated mapping and facilities mapping, which relate facility characteristics, status and history to geographic location and spatial relationships 

· Geocoding-address matching of data (e.g., crime incidents) to an address range along a street

· Global-positioning system (GPS) assessment of location information from GPS devices with base map data

· Statistical analysis or spatial statistical analysis, which is the ability to generate statistics based on defined geographic areas (e.g., average income for a family of four within a certain census tract)

· Spatial decision support systems that can analyze geographic data to support decisions (e.g., identify all hazardous-material sites within 300 yards of a school)

Recommendations

· A Central entity has to be assigned the responsibility of all the GIS activities in Oman. This should be controlled by the Office of Integration & Standards that has to be given the appropriate authority for organizing and managing all the GIS activities in Oman

· Each GIS system should integrate with the Government Nervous System (GNS) as part of the proposed shared services structure

· A separate GIS strategy has to be set by an independent consultant for the central entity, and a clear GIS policy has to be defined.

· Processes have to be developed for managing the GIS initiatives.

· Adequate budget has to be allocated

· Skills inventory of the current human resources have to be performed by an independent consultant who will recommend appropriate staffing. A skills development should then be introduced for all relevant staff.

· Highly Experienced resources should be hired on contract basis for a minimum of 5 years, and should be given managerial roles. Part of their brief should be to apply knowledge transfer activities

· Data has to be quality assured, and to be made available in a standard format to be migrated and integrated.  This would be a significant requirement

· User requirements need to be better defined. Each end-user should connect via the government network to related data. The application itself can be centralized or distributed, but we do strongly recommend having a centralized database.

· Data additions, deletions, and modifications must be controlled by processes and appropriate authorizations

· Security, business continuity planning, and disaster recovery policies must be defined and communicated to all the end users. There also has to be redundant networks, systems, databases, and communication links in the central entity

The Provision of E-Health

Oman as a society attaches high importance to the provision of healthcare to all of its citizens. The effective deployment of IT will play a vital role in this endeavour. The Ministry of Health has a total of 47 Hospitals and 135 clinics plus health centers, 12 directorates general, and a few other operations (regional directorates) making some 200 locations in total. Although there is an aspiration to connect all sites by 2005, at present only 9 out of 47 hospitals are connected to the head quarters. In fact about half of the outlying centres do not even have a telephone contact.  

The Ministry at present has plans for telemedicine and other related services but is struggling due in part to a lack of resources. Currently a very high proportion of IT resources are used to maintain the in-house developed Hospital Information System and related applications such as procurement. Such applications are large, complex, and continuously changing in line with advances in medicine and IT. There are many powerful packaged applications on the market. Gartner believes that the mho should consider this option, while redeploying existing IT resources to achieve the potential benefits of tele-medicine.

E-Health Potential 

· Access to clinical content (knowledge management)

· Currency of practice and continuing medical education functions

· Enhanced communication capabilities (e.g., secure e-mail, fax, clinician chat rooms and physician connectivity)

· Technologies to gather relevant information (e.g., push technologies for timely distribution)
· Improved administrative capabilities for supply chain management functions 

· Health professionals’ access to patient’s personal health records 

· Results transmission

· Patient compliance literature

· Interfaces to transcription

· Literature searches

· Access to best-practice knowledge bases
Recommendation

While Gartner cannot say for certain that acquiring a packaged HIS application would be the best move, it is our view that in present circumstances the Ministry will be severely constrained in providing telemedicine and appropriate connectivity services. We therefore recommend that the package option be carefully considered.

Oracle HR/CRM (Ministry of Civil Service)

This is a core application for the whole government, and hence merits specific attention. Even though a detailed review of this project was outside the scope of our review, Gartner does have some concerns. These relate mainly to the modifications to the basic Oracle package to automate existing manual processes. While this approach has merits, it poses considerable risks, including:

· Higher costs

· Greater project technical risk

· Substantial and ever-increasing additional costs and integration problems as Oracle upgrades the application onto new versions

· Decreasing levels of vendor support over time

· Embedding of paper-bound business processes into the application software, undermining planned BPR initiatives

· Potential overlap/duplication with Finance Ministry HR application

Most importantly, using IT to automate existing manual processes means that only a fraction of the potential benefits will be achieved.  This is one of the most clear-cut research findings in the area of IT benefits realisation.

We also have a concern that the application will run on Alpha processors, which in our view do not have a long-term future. Gartner believes in the value of a powerful centralised HR application, and has no view as to which Ministry should operate it. We do have reservations however on this particular project as it currently stands.

Recommendation

Undertake a review of the system to assess the economic and technical viability, and its capacity to integrate with other applications and the GNS

Improving ‘Business’ Processes

The work principles on which we have all been brought up were based on the division of labour theory.  This states that production should be broken down to a series of specialised tasks, rather than on a single person undertaking all the tasks.  It leads initially to productivity improvements. The downside was that a hierarchical, or ‘command and control’ management structure, with layers upon layers of supervision, was required to manage and co-ordinate. With the rapid advances in technology, flexibility and adaptability became key requirements – requirements for which ‘command and control’ were distinctly unsuited.  

With everyone focused on their own task and their own department's role in the chain, nobody had a clear view on the effectiveness of the whole process or the impact on the customer. Success factors (following the rulebook) became increasingly out of line with modern business (including the ‘business’ of government) requirements - activity rather than results. Over time the attitude of ‘this is the way we’ve always done it’ leads to accumulating inefficiencies. 

These issues are quite apparent in relation to the Government of Oman. While IT expenditure has increased in recent years (although still small by international standards), the processes and structures within government have not developed in a commensurate way.  Business processes within government remain paperbound, bureaucratic, and lack integration between Ministries. Many IT initiatives are undertaken in a piecemeal, standalone fashion, leading to ‘silos’ of information and technology. They are evidenced by:

· Too much checking and reconciling

· Too much work being done sequentially

· A high proportion of rework, errors etc.

· A high proportion of exceptional cases

· A focus on activity rather than results

· Extensive re-keying of data between system or into spreadsheets

· Unnecessary complexity

These are classical ‘process pathologies’ that can be addressed only by process redesign. It is vital to realise that new IT systems imposed on existing processes will be inefficient and inflexible. Therefore before new applications are introduced underlying processes must be redesigned.

There are two principal approaches to process redesign, approaches which can – and should – work in unison.

1. Utilise best practice processes from vendors such as Oracle as they implement their applications. Such vendors have a wide range of best practice processes to offer, and the most appropriate one(s) for Government of Oman should be selected and implemented. Customising such applications to fit onto existing processes should be avoided at all costs.
2. Set up a dedicated processes redesign expert group within the Government of Oman to undertake process redesign initiatives for the whole government in conjunction with relevant Ministry staff. Such a group is currently being formed within the Ministry of Civil Service and should be seen as an essential element of the e-government strategy.

The redesign of business processes is essential to achieving effective E-Government. No amount of IT investment will produce the desired outcomes in the absence of process redesign

There may appear to be one obvious additional alternative which we have not mentioned – using external consultants to do the process redesign. Even though external consultants can bring valuable experience and best practices from other locations, the risk is that the redesigned processes will be seen as ‘imposed’ on the workforce, greatly undermining the chances of success by failing to gain commitment and understanding. For these reasons we do not recommend this option.

Concluding on this issue, the redesign of business processes is essential to achieving effective e-government. No amount of IT investment will produce the desired outcomes in the absence of process redesign.

The Use of Arabic

While English is widely used in Oman and in the region generally, the bulk of the Omani citizenry will interact with the Government via Arabic. Therefore we recommend that all initiatives under the Digital Society program cater for this from the outset.

Complexities of the Arabic language

Arabic is a very rich language, but this richness gives rise to complexities. Any Arabic presentation on screens has to do contextual analysis since the shape of the character will differ if the character is at the beginning, middle, or end of a word. Thus it depends on preceding and following characters and may depend on the font used. This might require a cross-reference table that maps the original, possibly proprietary, code page to Unicode during data conversion. 

This in turn means that besides exporting and importing records, an application has to check the character and convert the old character code to Unicode. Another complexity here is that the conversion from a 7-bit code page usually has a predefined character code that informs the application that a switch in language will take place, and that any further characters up to the following language switch code should be treated as Arabic. Therefore conversion software has not just to convert but also check for these characters and remove them from the text. The display software then takes care of shaping the character on the screen based on the contextual analysis of the neighbouring characters to decide how to present the character on the screen.

There are legacy applications in Oman built with no separation between the presentation and business logic. With these the conversion also has to check the display lines of code and does the same conversion there as well so a source language conversion of the application source has to take place besides the data conversion. Screen scrapers if used should take into account Arabic peculiarities and the differences in legacy code pages.

Unicode

Up to recently representing Arabic symbols in IT systems was difficult. However, the availability of Unicode makes it much easier today.  Unicode is a uniform, standard, character-encoding scheme intended to operate on any computing platform to represent most current human languages. 

Unicode is also recognized as a fundamental standard on which other standards will be built and, for example, is referenced by World Wide Web Consortium standards in areas such as Web character representation. Unicode has strong support in the computer industry from organizations including Apple Computer, IBM, Microsoft, Oracle and Sun Microsystems. 

Unicode is also required by modern standards such as XML, Java, JavaScripts, LDAP (all significant with the Omani GNS) and other standards. It is supported in many operating systems, all modern browsers, and many other products. Incorporating Unicode into client-server or multi-tiered applications and websites offers significant cost savings over the use of legacy character sets. 

Unicode enables a single software product or a single website to be targeted across multiple platforms, languages and countries without re-engineering. It also allows data to be transported through many different systems without corruption. These developments have overcome the huge challenges faced previously in migrating Arabic data when there was many non-standard and conflicting code pages.

Recommendations

· Operating Systems for all servers, desktops, laptops, and PDA's should support Unicode, and Unicode should be used as the default code page

· Any database, operational data store or data warehouse system should also support Unicode, with Unicode being defined as the default code page in all such applications

· Content, knowledge management, messaging and integrated applications should all support Unicode

· All Terminal Emulation software should support Unicode

Part 5: Government IT Infrastructure

Introduction

By IT infrastructure we mean the basic enabling mechanisms and facilities that enable applications to operate.  These primarily refer to:

· Hardware

· Desktop Environment

· Operating Systems

· LAN/WAN Environment

· Integration Middleware (Government Nervous System)

· Database Platforms and Management Systems

· Electronic Messaging (e.g. e-mail)

· Directory Services

The Current Situation

IT infrastructures used within the Government vary as with any other government or enterprise. The desktop is almost entirely Windows 9x/2000/xp based. Some Ministries possess text terminals for accessing legacy applications. On the server side UNIX, run on RISC platforms, is popular for machines running DBMS’s in particular Oracle and Windows NT/2000 server is popular for email, document management, and file sharing servers. UNIX We are only aware of two IBM mainframes in the Ministry of Finance and ROP. 

The email servers we are aware of are either Microsoft Exchange or Lotus Domino (sometime use for document exchange) but there is no standard policies for Government email and no central Government email servers. Email is not a normally used channel for Government communications and may even be restricted to top officials.

We are unaware of the existence of production directory servers serving Government needs through they may exist in Ministries in relation to Windows 2000 servers

The Government has licensing agreements with both Oracle and Microsoft. This agreements allow Government entities to install these vendors products on Government systems without having to pay a license fee. We believe that these agreements are a good step taken by the Government as it minimizes the costs of licensing and allows entities to immediately focus their work without having to worry about tendering or securing budgets for systems. While also this resolves the huge problem of Copyright violations and gives a better global picture of Oman, it does have a risk. 

Taking what comes free is not always the best thing to do as it may sacrifice functionality and/or performance and may put limitations on what the Government can do through the “free” systems. This note must be taken a cautionary note in that the Government should evaluate products for the required functionality and be prepared to invest in other products if the functionality is not provided by products available from these agreements – “there’s no such thing as a free lunch!”.

Recommendations

Desktop

· A desktop strategy is not must, but this does not mean that it should be ignored. The Government should be prepared for supporting multiple desktop platforms but should be on top of developments to make sure that products are upgraded when their support life time expires

· There is no cleat clear on what systems the Government should use and which it should not. Always evaluate alternatives

· Have an overall objective of migrating to W2000/XP over time

· Upgrade only when the ‘business’ requirements demand it, or when a PC has to be replaced

· Transfer the replaced PCs to those users requiring less intensive processing power and/or advanced operating system features

· Consider thin client devices only for highly specific tasks if and when they arise 

Servers

· The Omani Government should look at vendor/product combinations in the leaders quadrant using RISC based Unix platforms for high end scalability and Intel platforms for systems which require medium scalability.  Thus Sun, IBM and HP should be considered for high end platforms while Compaq, HP and perhaps Dell should be considered to Intel based platforms.

· Neither Tru64 Unix nor OpenVMS should be considered strategic choices for operating systems.  Migration plans should be made for any applications which still reside on these platforms.  IBM z/OS can continue to be leveraged in the medium term but for new applications the strategic choice should be Windows 2000 for low end platforms and either Sun/Solaris, AIX or HP-UX for high end platforms

Database Management Systems and Platforms

Recommendations

· At this stage a strategic OLTP DBMS (there are some additional vendors for data warehousing) choice can be one of three, namely Oracle, IBM DB2 and Microsoft’s SQL-Server.  Given the installed base of Oracle and the established skill base Oracle is the clear strategic choice for the Oman Government.  However Gartner do recommend that from a negotiating positioning with Oracle an alternative platform is also retained.  Gartner have found that Oracle can be difficult to negotiate with on price when they are seen as the sole strategic supplier.

· Oracle should not be considered a strategic choice for any remaining IBM mainframe platforms. In this case DB2 is a strategic choice.  Gartner do not however believe that this will be a major issue for the Oman Government as Gartner believe most new, large OLTP applications should be developed (or purchased) and deployed on major Unix platforms.  Unix platforms will provide the scalability required by the Oman Government.

Electronic Messaging

Review and Recommendations 

E-mail is rapidly transitioning from a simple tool for passing messages to an essential component of enterprise information architecture.  Organisations are realising that e-mail has become a primary communications medium underpinning e-business, and that their companies’ infrastructure and business processes must be adapted to reflect this.  This has major implications for the Government of Oman.  Its current e-mail infrastructure is fragmented and not all employees have access to e-mail.  To transform to e-government every Government employee needs access to e-mail both internally to communicate with other Government employees and externally (via the internet) to communicate with citizens and businesses.

Recommendations

· As an initial step the Government of Oman need to implement a Government wide e-mail system with a unified e-mail addressing scheme.  Over the long term the Government of Oman needs to develop the e-mail infrastructure to a unified messaging system covering voice, fax and e-mail at the desktop as well as the mobile. This is however a medium term aspiration as the technology needs to develop

· Gartner believe that the Government of Oman should implement an e-mail system which is centrally controlled and managed with a unified addressing scheme being defined in advance and managed by central directory services. The third option outlined previously of allowing each ministry to implement its own mail system should not be considered.   

· While a pure web based e-mail system has many merits the alternative mixture of browser based and traditional clients with sophisticated groupware functionality also has merits. The ultimate choice will come down to the cost and functionality provided by individual products (which are covered in a later slide) and Gartner recommend that the purchase and implementation of the e-mail solution should be put out to tender.  Implementing a government wide e-mail system is not a trivial task and could potentially take 18-24 months for a full rollout. The scope of the tender document should include the implementation of a standards based directory service.

Directory Services

Review and Recommendations

The vision of a government directory to manage all aspects of the government is compelling. Under this vision, all users (internal or extranet), platforms and applications authenticate to a common directory. Furthermore, the directory provides a single point of management for public key infrastructure (PKI) certificates, desktops, servers, printers, network resources (including quality of service) and business application data (including white pages). 

The technical and business benefits of having a single directory are strong. New applications (intranet or extranet) can be deployed quickly. New employee productivity is increased because access rights are granted when a new user is defined in the directory — there is no lag time between starting work and accessing business applications and resources. IT administrator overhead is reduced because the administrator has a single point of management for a wide variety of IT functions. Business managers gain better control of their resources because the directory keeps track of employee information and assets.

The Government of Oman needs to implement directory services in parallel with implementing its e-mail system.  However the ideal of one directory for all applications is not feasible in the short term.  

LAN/WAN infrastructure 

Introduction

Adequate bandwidth internally to key servers and applications, and externally to the GNS is the cornerstone for efficient and speedy electronic transactions. The availability of the networking infrastructure is also important as the Government cannot afford to be unreachable in a connected environment. This will become particularly important when Government processes will be controlled via the GNS. Moreover, Government customers (citizens, businesses, employees, other Governments) will be expecting the same level of promptness and quality from the Government as they get from other businesses on the Internet and this can only happen when the proper infrastructure is in place. 

The Current Situation

LAN Infrastructure

Most ministries have LANs. We have found that these range from Ethernet to fiber optic speeds – mainly in vertical cabling mainly. The equipment used for networking also ranges from simple hubs that replicate all the incoming traffic to structured switches or a mix of both technologies. Most Ministries are using their LANs to isolate certain network traffic types, such as traffic related to a certain department, from the rest of the network. Some ministries have plans to re-cable their network or upgrade the switching equipment to a higher speed. The bandwidth demands inside the ministries may not justify this especially if the applications used are web based or client server. 

Reasons that may justify the upgrade is the extensive use of thin clients inside a network or supporting incoming broadband connectivity to the ministry servers segments on the internal LAN. We have also noticed that some of the IP addressing schemes use real routable IP addresses registered on the global Internet registries as allocated to entities outside of Oman. This will cause serious problems if these networks are directly hooked to the Internet or if Network Address Translation is not properly set to translate from internal to external addresses.

WAN infrastructure

All Ministries have Internet connectivity some way or the other. Again ranging from the simplest single dialup connectivity given to Ministry top officials, to dialup proxy server connectivity, and up to the dedicated digital leased lines. It was always reported to Gartner that the main obstacles for not being able to install digital leased lines are:

· Price – OmanTel charges are high and the IT department is not always successful in convincing higher management of the need to acquire a leased line

· Internet and email access restricted to top officials – Some Ministries have rules against providing lower managerial levels and ministry employees with Internet access

· No justifiable business case – Ministry officials do not see a business case for installing a leased line given the prices

Some Ministries have their own WAN’s used for linking remote and regional offices to the HQ. These networks are managed by the ministry staff while links are leased from OmanTel and the equipment (routers and switches) suppliers perform the initial installation and configuration. Other key Ministries, such as finance where all Ministries use MOF applications, have large networks that are used to connect other Ministries to their core applications, Thus some of the “client” Ministries may have to install more than one leased line to get their business done.

It has also been reported that while the lead installation time of leased lines maybe long once the installation is complete, the line is usually stable. As noted in relation to LANs above, IP addressing schemes in some Ministries can cause problems as they are using real routable addresses that have not been allocated to these Ministries.

Recommendations

LAN Infrastructure

· Standardize on using Category 6 cabling for LAN’s

· Use single or multimode fibers for the risers and vertical cabling while use Category 6 UTP cabling for horizontal (to wall outlet) cabling when cable runs a long or when required bandwidth to horizontal switching equipment require this

· For Wireless LAN use only Wi-Fi compliant 802.11 Wireless LAN’s which should ensure interoperability considering the following:

· Ignore Bluetooth until at least 2003

· Stick with one network infrastructure supplier if possible

· Do not use WEP; use 128-bit DES for encryption

· Outfit mobile employees with WLAN cards so they can easily access the Government network at multiple sites provided Government sites stick to standards for Government WLAN

WAN Infrastructure

Construction and operation of the Government network is a complex task given that the network covers the whole country and will consist of different networking technologies particularly in rural areas where lying cables will be either hard or not economical or both. The Government should select one of the following tracks:

· Outsource to OmanTel, a natural continuation of the existing situation

· Create a unit in the Government to manage the network, requires a expertise that are not existent 

· Outsource to the GNS management and operation organization

We believe that the outsourcing track should be followed provided that the Government sets the appropriate controls (e.g. SLA agreements) to ensure the reliability of the network. We tend to prefer outsourcing the network rollout and operations, but not the GNS, to OmanTel in particular if no competitor is introduced in the near future

Ministries should be migrated gradually towards having one pipe to the Government network that carries all traffic related to that particular Ministry and links it to other Ministries and the Internet

Ministries should be connected via leased lines and proxy dialup connections stopped. The use of dialup from the desktop should be discontinued completely when the entity has permanent connectivity to the Government network as it posses a serious security threat

We recommend that the Government Network should be ATM based given: 

· Quality of Service (QOS) provided by ATM

· Variety of speeds possible to match bandwidth needs of various Government entities 

· OmanTel plans of ATM rollout countrywide

The Government, in cooperation with the network outsourcer, will need to investigate the options for connecting rural and regional offices. Alternatives are:

· Satellite, the most likely candidate technology given that it can reach anywhere and OmanTel provides this service

· MMDS (pending on availability)

· ISDN, OmanTel has limited support for ISDN

Costings for a Ministerial LAN

$80k-$100k assuming 100 outlet within one building, Fiber/GigaEthernet for vertical cabling, Cat6/FastEtherNet for horizontal cabling and including switching equipment

Accountabilities

Secretariat, Office of Integration & Standards, Investment Board, Project Management

Success Factors

· Good outsourcing contract in place with sufficient controls and close monitoring

· Unified standards set by council and adhered to by Ministries in various networking technologies used

· OmanTel proceeds with ATM rollout as planned 

· Clear RFP and LAN design which clearly indicate structure of cabling system, network layout, and specifications

· Reasonable estimation of networking bandwidth needs

Part 6: Middleware / Government Nervous System

Introduction

Government Nervous System (GNS)

As we saw earlier, Ministries and other public entities in Oman are not well integrated in terms of IT and ‘business’ processes. This poses a big challenge when implementing e-government, as many if not most citizen and business services cross over Ministerial boundaries. A good example here is the process for registering new companies, which we will examine in more detail later. Furthermore, government services, and the IT systems that support them, continue to undergo frequent changes. All of this poses major difficulties in trying to achieve e-government, and to provide a ‘single point of contact’ as represented by the Ubar  Portal   and contact centre.

Why do we say a ‘nervous system’?

Our nerve endings pick up sensory information and hand it over to nerves, which convey that information to the brain. Then, instructions are sent over other nerves to your muscles so that your body can respond to the original stimulus. In this context, the nerve endings represent the integration technologies, while the nerves are messaging middleware and the brain plays the role of an integration broker's transformation and routing components.

Such a nervous system will operate at the centre of the Oman government’s interactions with its citizens and businesses. It will operate on a core ATM network linking all Ministries and related entities.

The GNS model will provide significant benefits for the e-government initiative. It means:

· That existing applications do not have to be changed to achieve integration 

· It will normalise data formats which currently vary in a confusing way between Ministries 

· It will hugely increase the speed with which transactions are processed

· It will reduce the number of errors and queries.
The Government Nervous System will optimise flexibility and minimise disruption

The GNS will be an essential enabler for the Ubar Portal. The GNS will take care of the inquiry, routing it to the appropriate Government sites and/or computer systems as required.

The following chart shows the core functionality of the GNS, as well as its technological underpinning. Key elements include:

· Basic communication facilities (e.g., message-oriented middleware, file transfer services, object request brokers, remote procedure call services, screen scrapers and database gateways).

· An integration broker that provides at least two key functions: 1) transformation, including syntactic conversion and semantic transformation, and 2) intelligent routing, including content-based-routing and publish-and-subscribe.

· Business process managers (BPM) that co-ordinate, route and “remember” each step in the life cycle of each instance of a business process. They may include activities that are executed by people.

· Business activity monitors that analyse the history of business events from a message warehouse or real-time operational data store (ODS).

An ODS, which holds current values or the “data of record” for relating to disparate applications and users. An ODS (e.g., a citizen repository) may serve operational business intelligence applications or it may reconcile differing versions of data across multiple applications.

To support e-government initiatives, a complex middleware infrastructure is often required.  Middleware may be defined as software which supports application integration. Gartner typically call the complex middleware required to support application integration in an e-Government context as the Government Nervous System (GNS).  Key areas addressed include:

· Overall e-Government architecture 

· Web application servers

· Integration brokers

· Business Process Managers

· XML/SOAP and Web Services

· Migration strategy

The Government of Oman must be aware that building a GNS is a highly complex and skilled exercise which can only be accomplished over a extended period of time.  As such Gartner recommend a migration strategy of at least one year, but in reality it will be a continually evolving and developing.

The Current Situation

The Government of Oman does not have a Government Nervous System although some unconnected elements may be in place (e.g. web servers and web application servers).  Gartner believe that such silo based initiatives should be discounted in favour of a systematically planned approach to create a centrally managed GNS which is capable of managing processes between citizens and the government in a seamless manner irrespective of where the applications reside.

Recommendations

· Start systematic building of the Oman E-Government GNS infrastructure now. Ultimately the GNS will manage all citizen interaction with the Government, transactions with back-end systems and processes in a seamless manner as they cross multiple systems.

· Ensure that the Implementation Structures will link with the provider(s) of the GNS. This will call for close interaction between business and technical resources.  The GNS will operate effectively only when a centralised co-ordination/management structure is in place. This does not mean that Ministries cannot undertake their own IT initiatives, only that such initiatives should be within the parameters of the GNS.

· A migration plan to achieve the GNS can we believe be achieved in a phased basis over a 5 year period with the first phase being the implementation of the Government portal (Ubar  Portal  ).  As a prerequisite the Implementation Offices must be set up, an overall architecture agreed and some elements of product selection must be carried out (I.e. Portal server and potentially web application server).

Costings and Accountabilities

$3-5 Million USD (not including application systems redevelopment
Accountabilities

Secretariat

Success Factors

· Centralised Control. The Office of Architecture and Standards must be able to dictate standards to for systems development and integration to the individual ministries

· Financial backing. The financial resources must be put into place to set up the Central Integration Team and purchase the required hardware and software

· Commitment from the Council and Secretariat towards the overall e-Government service delivery vision which the GNS is designed to support the delivery of

· Long term business and technical vision to drive investment rather than short term tactical decisions

· Re-development of back end applications so that they can participate in the GNS

Part 7: Structure of Delivery Model & the UbAr Portal
Introduction

Citizens will need to access the Government Services through multiple channels as progress in E-Government and the Digital Society proceed further. The traditional face-to-face method of accessing the Government will still be there but will be supplemented by other channels such as the Internet and mobile phones. Moreover, citizens will start a service request through a particular channel and complete it via another. This requires that services are grouped in a way which is easy to locate and consistent throughout the various channels. 

Many governments worldwide structure services on the basis of ‘life event’, such as births or marriages, rather than on a Departmental or service model. The supporting e-government systems would be closely integrated around these life events to ensure that the service to the citizen is optimised. Many stakeholders in Oman also support this model.

There is no ‘black and white’ dividing line between a life event structure and any other, as many departmental services already operate this way either fully or partially. However, if it is the preferred structure, systems and business processes should be integrated with an emphasis on the life events rather than the other options. 

The Current Situation

Currently citizens access almost all Government services via the face-to-face channel, i.e. the citizen, or whoever legally represents him/her, should go to Government sites to obtain the needed service. Muscat Municipality is one of the few entities that offer some form of electronic service request/delivery through the web. We are aware of many initiatives around the Government to start providing services online via the Internet or expanding existing informational portal with transactional capabilities and we have select a few of these as candidates for flagship projects. 

Recommendations
Gartner is recommending that the Omani Government adopts a ‘life path’ and a ‘life event’ strategy for delivering services. This will make it easier to track the needed service and locate it on the Ubar Portal and other Government sites. We are also recommending grouping of services by age groups as well so that section of the Ubar Portal  are targeted towards specific age groups. The following points also apply to service delivery in general:

· Maintain a consistent look and feel of service grouping for all channels

· Adopt a multi-channel delivery strategy for the government services which should initially focus on:

· Physical site (Face-to-face)

· Call center (Phone)

· Work on prioritizing the delivery of services on the various channels so that a plan for service rollout over the various channels is drafted

The Internet Interface (Ubar Portal) 

While Gartner recommends that the telephone and physical sites should be the prime contact points for citizens and businesses, we recognise that to many stakeholders the real indication of e-government is represented by Internet access. Gartner acknowledges this, and we do believe that the deployment of such a portal should be given high priority in the implementation plan. 

The idea behind an Ubar  Portal   is that it acts as a single government gateway to all other government Web sites and services, and to other relevant sites as well such as tourist information. It should be integrated with back-end systems in Ministries, and have a high degree of security. The logic is that anyone seeking government services would eventually see this as a ‘first port of call’, with a consistent view. (However, we must re-emphasise that, for some considerable time into the future, the Internet will represent a minority means of communications for government services). The basic structure of such a portal is detailed in Fig 6.
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Fig. 6: Government Portal

This diagram clearly shows that the implementation of an Ubar  Portal   is a complex and challenging task. So are the everyday operations. These include, but are not confined to:

· Operations management

· Content management (a challenging and potentially controversial activity)

· Policy administration

· Information architecture management

· Technical architecture management

· Web/technical development

· Server Administration/operations

· Middleware/systems integration/XML

· Help desk/problem resolution

The implementation and operational complexity of the Ubar  Portal  , together with its high profile positioning, suggest the best approach is to outsource the project

For these reasons we believe that the design, development, implementation of the Ubar  Portal   should be outsourced to an appropriate external organisation. The Implementation Council should select the implementers, and its implementation and operation should be governed by the Value for Money, Integration, Security and Project Offices (see Implementation Structures below).

Accountabilities

Council, Office of Integration & Standards, Ministries

Costings

The cost for the Ubar  Portal   is US$ 1.6 Million over a period of two years

Success Factors

· Consistent look and feel

· Easiness of use

· Strong telecom infrastructure that allows citizens to access the services anytime, anywhere

· Responsiveness of the Ubar Portal  and the call center. Citizens will not wait

· Establishment of content management procedures

· Promoting the multi-channel strategy and making citizens aware of it and know how to use it

Part 8: Security and Business Continuity Planning
Introduction

Vulnerability increases geometrically with connectivity. As government moves to adopt e-government practices, officials must balance the often-conflicting responsibilities of accessibility, security and privacy. Perhaps the most important discipline to develop and implement is threat/risk identification and assessment.  Security risk assessment falls within a broader business risk assessment framework and this is presented separately in the Security & Audit Workbook.
Electronic government has changed the focus of the system. "Keeping people out" is not good enough. Previously, government security staff focused on keeping everyone but government employees out of government networks and systems. Digital Society and E-government change that. Access to government systems from external parties is now the requirement. Citizens are concerned about their privacy when it comes to e-government. Governments need to create an environment of trust where governments in general, government security staff and citizens are comfortable with e-government.
Security issues in the public sector have made headline news in recent months. Security breaches, highlighted by incidents like the break-in at the Department of Energy’s Los Alamos installation, have motivated agencies to evaluate their vulnerabilities and the potential for risk to mission-critical information. Although it falls to a chief information officer to orchestrate security decisions, the overall responsibility for information security should rest in the hands of the Digital Society council. Agencies have found that it is somewhat unrealistic to assume that they can plan for 100 percent of the contingencies that may surface, so it is important to perform a due diligence to determine the level of security risk that an agency is willing to assume. This minimizes scape-goating should a break-in occur. Gartner has developed a six-step process to lead agencies through the assessment planning process:
· Identify regulatory requirements,

· Identify internal constituents and create a common understanding of critical issues

· Identify industry-specific best practices,

· Conduct a risk assessment and establish acceptable level of risk,

· Document where you are and where you are going and

· Get internal buy-in for security strategies
Top vulnerabilities for government include the unauthorized copying of software, viruses and dial-in access. The biggest threat to security comes from within — technically skilled employees, consultants and disgruntled former employees rather than from foreign governments and organized crime. In short, it is important for an agency to manage security from an agency perspective, while managing expectations of all the stakeholders involved.
The Current Position

Based on our assessment of the IT infrastructure in Oman, we have found minimal security measures in place although entities may possess the resources needed to secure their infrastructures, e.g. systems room doors may be fitted with security locks which are never used and networks left unprotected by appropriate devices. There are very few policies that are documented and if put on paper are not always complete. Also planning for business continuity is minimal except for precautionary measures to ensure that critical systems do not stop and again the BCP procedures are not complete and do not take into account important factors such as planning for continuity with minimum teams in alternative sites. We are aware that the Central Bank has an initiative for a Disaster Recovery Centre and continuity planning and has taken initial steps towards pushing that initiative forward in coordination with commercial banks in Oman. 

Currently there is no PKI for the Government. This will be implemented as part of the E-Government architecture as a shared service.  ROP have plans to install their own mini-PKI and link it to the Smart Cards infrastructure initially internally for testing purposes but later can be deployed nation-wide. The Government may decide to use ROP PKI infrastructure or may wish to investigate other options

Recommendations

· Gartner is recommending setting up a Security and Audit office within the Digital Society Council. That Office assumes responsibility for every aspect of data and application security. This assumes particular significance in Oman’s Digital Society initiative, where security infringements may have significant political and publicity implications. This function serves two other important roles:

· Evaluation of Security Measures: in order to monitor compliance with standards and security policies. This means introducing an Audit Program, where Ministries and other government entities are audited for compliance with specified standards

· Business Continuity Planning: To establish and to test business continuity/disaster recovery plans and procedures

· Various Ministries should appoint a security officer if their environment is complex and critical to warrant for one. Otherwise the security function is assigned to one of the IT staff who should regularly check and enforce the security policies set be the Government

· Policies set by the Security and Audit office should be adapted by the various Ministries to fit their own situation

· Seek professional external help when needed to ensure that appropriate procedures and policies are in place

· Ministries should ensure that a minimum set of hardware and software products are in place to protect the Ministry infrastructure against attacks from the inside and the outside

· Conduct a BCP exercise for the Government and ensure that any operation outsourcing companies have adapted these policies. During the transition to E-Government, it is not acceptable that critical systems go down, the Government can not afford that to happen

· Conduct continuous training and awareness campaigns for Government staff on security to ensure that Government employees fully understand the implications of security and apply the policies
· Conduct regular and unplanned audits of security procedure to ensure that they are applied and adhered to by the Government. This can be done at times via external agencies as a double check

Costings

The bulk of costs associated with increased security will be included in those related to implementation structures (Security and Audit Office) and in the overall government IT infrastructure. The only added costs will relate to staff training and other admisistrative matters

Accountabilities

Security and Audit Office 

Success Factors

· Comprehensive training and awareness of Ministerial staff
· A recognition that security is 3 parts process, 1 part technology
· Regular audits conducted by the Security and Audit Office
· Findings and recommendations of these audits are acted upon in a meaningful way
· Closely involve main outsourcing vendors in all aspects of security
· Satisfactory testing of business continuity capabilities
Part 9: One Stop Shop for Company Registration (OSS)
Introduction

There has been a long-standing ambition to support on-line company registration and the Government, through the Ministry of Commerce and Industry (MOCI), has taken the initiative to consolidate the service provision within one building through the One Stop Shop (OSS). The One Stop Shop also provides other services related to other MOCI services besides company registration where it acts as a front end to the Ministry, I.e. accepts requests to be handled by other Ministry departments, passes papers for delivery, and replies back with answer. Although this has improved the services rendered to new businesses being registered or existing businesses requesting changes in their registration by minimizing the number of visits needed to complete the registration process, the present process is inefficient and requires modification not just within MOCI, but also within the Ministries and entities involved in the One Stop Shop. The One-Stop-Shop, has in many ways been the driver of this study. As such Gartner recognises that it must feature prominently in the overall e-Government project - and at an early stage. However, as Fig. 7 shows, the ‘business’ processes underlying the registering of a new company are highly complex. 
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Fig. 7: One Stop Shop Business Processes

The Current Situation

Six Ministries and entities participate in the OSS and have representatives located in the Ministry of Commerce premises. While much good work has already been done in improving the user experience, the Fig. 7 clearly shows that attempting to automate existing processes and Web-enable them would be fraught with difficulty. This could result in unacceptable performance, errors, and even embarrassing lapses of security and confidentiality. Such an outcome would be worse than that which now applies. As it currently stands, the OSS suffers from the following:

· Complicated process which may require multiple visits
· Applicant must initiate some of the steps on his own

· Many of the processes are performed in series

· Needs process redesign in most entities to enhance the process flow

· Multiple data entry done in different places resulting in redundant and duplicated data stored on different databases

· No links between applications used to complete the registration request at the different ministries

· Entities require complete copies of the papers submitted by the customer to complete the steps needed to complete the client request resulting in delays till papers reach the other entities

· Inconsistencies in company data exist in the database such as multiple CR numbers per company in regions, numbers reserved for dead companies, and wrong company classification.

Processing of OSS requests occurs at other Ministries sites after papers are transferred. Some representatives have access to their home systems and are able to access their home applications, but some are unable to do any processing from the OSS due to administrative rules and thus are only able to trace requests. The existing situation in the other Ministries and entities are as follows:

· Royal Oman Police: Two department of ROP are involved in the One Stop Shop, the Civil Defense and Visa. 

· Civil Defense do no have any form of computing equipment (at the time of our investigation) and thus is a paper based process. The based possible way to link CD to the One Stop Shop is to allow CD access on MOCI systems where they can update inspection results. This can be done via special secure web page with controlled access

· Visa is an automated process and the officer in the One Stop Shop is capable of processing Visas from MOCI premises. Access is via 3270 terminal emulation to an IBM mainframe application

· Ministry of Manpower: Has it’s own applications for processing labour requests and permits through the labour system. The application is built via Oracle. The ministry representative has direct connectivity to his own ministry systems but does not have the authority to process request. He can only inquire about taken to process a certain request. 
· It should be possible to send to MOMP files that can be imported on the Oracle engine even via email during the implementation of phase 1A. If MOMP decides to redevelop the existing applications then that should follow Gartner recommendations for applications and Communities of Interest

· Oman Chamber of Commerce: Existing applications at OCCI are Oracle based and used to classify a company according to OCCI categories. Like MOMP, OCCI theoretically can support importing data from files sent from MOCI web site for company registration

· Muscat Municipality: Already providing services online and possesses a recent release of Oracle and an application server. MM is the most ready entity in the One Stop Shop for integration with the new One Stop Shop.
· Ministry of Environment: Has it’s own applications and can accommodate uploading of records from the OSS in the initial phases

Recommendations

· Establish quick presence on the web that allows submitting requests online as this will be perceived by applicants as a big step. Data entered on the web can be used by all Ministries eliminating the data entry step. This will be accomplished via Phase 1A
· Redevelop MOCI applications and establish a Community of Interest for the Ministry (Refer to the E-Government Application infrastructure & Communities of Interest document for more details on COI). This is accomplished via Phase 1B. The following must be agreed upon prior to the application redevelopment:

· Classification standards to be applied such as classification of the type of business (the system may be designed initially to accept many formats for classified fields until the Government as a whole sets standards

· The Commercial Registration number (CR) format. Plans for changing the existing CR scheme should be investigated very carefully as they may have serious effects Government wide

· The application redevelopment must proceed in harmony with the BPR exercise MOCI will conduct through a consulting firm which should take into account redesigning the One Stop Shop processes
· During the data migration to the new platform, MOCI should revise the existing data and clean it as much as possible

· Give priority to redeveloping or modifying applications in other Ministries. This will allow early integration within the E-Government architecture once the architecture components come to life

Gartner proposes to address the need to quickly implement Web-based registration support while avoiding the potential downside by implementing a phased approach to the project. This approach is briefly outlined below, the full details of our recommendations are outlined in the One Stop Shop report.

Phase 1 of the OSSCR

This phase is composed of two parallel phases that when conducted, can achieve a quick presence and front end transformation and prepare for the move towards a transactional phase. Phases 1A and 1B go in parallel and use the same hardware and software platforms thus MOCI would purchase the required systems, install them, and start implementing Phase 1A to achieve quick presence and in parallel start the redevelopment of the application and migrating the data.
Phase 1A: Establish Online Presence 

Phase 1A is intended to be a temporary step targeted towards achieving fast presence of the One Stop Shop on the web and automating some of the steps involved without any major changes to the ongoing processes. Central to phase 1A is the establishment of a web site that includes:
· Information Section
· Company registration information such as needed papers & approvals, process steps, and registration fees

· Customer support access and contact information

· Frequently asked questions

· Searching Section

· Search for free company names using intelligent searching mechanisms

· Provide basic data for registered companies

· Online Application Section

· Fill electronic application online (new registration, addition of activities, modifications to company registration)

· Reserve a name for three months

· Pay administrative fees online for processing the electronic application

· Request tracing section

· Trace the status of a submitted request

· Other …

Objectives of Phase 1A

· Initiate an online company registration process through a Web Site eventually to develop into a fully transformed electronic company registration process, linked to the Government Portal (gateway portal), and ready to interface to Government Nervous System
· Provide faster more efficient company registration process in a relatively short period
· Eliminate some of the complexity in the current process and streamline the end-to-end process through agreement with other government entities on some process restructuring steps and providing ministry representative with more authority to conduct their duties
· Minimize the number of visits to the one-stop-shop and time taken to complete the process
· Allow 7x24X365 access to electronic application request
Benefits of Phase 1A

· Good exposure to public through new web site allowing information about steps, initial data checking, tracing status of CR requests 

· Forms the basis for a company registration portal

· Can be achieve in a relatively short period

· No massive restructuring needed, just basic changes to business processes

· Will not require much training to existing staff

· Will encourage other Ministries to start accepting changes to their own internal processes to accommodate e-government, would even force them to do so

Phase 1B: Redevelop MOCI Applications, Migrate, and Filter Data

During Phase 1B MOCI applications should be redeveloped to comply with the proposed Omani E-Government architecture and GNS. MOCI already has plans to redevelop the exiting applications and we propose that the applications redevelopment follows the recommendations outlined in the One Stop Shop and the Applications and Communities of Interest reports to ensure that they comply with the requirements for integration with the GNS. The ultimate goal is to have MOCI business services exposed and used by other entities electronically within the Omani government and this can only be achieved if MOCI applications expose their business services and functionality through a component-based service-oriented application architecture. We also propose that MOCI construct a business Community of Interest for the Government and becomes the owner of that COI. The components developed for the new applications become the shared components that are used within that COI and also form the shared pool of components that MOCI would use to build other business functions for the rest of MOCI lines of business. Thus the boundaries currently existing between MOCI applications are dissolved and replaced by a new business logic composed of exposed application services delivering all the functionality needed by MOCI and obtained through the existing set of applications.

Prior to activating the new infrastructure and switching to the new applications, MOCI must ensure that the data stored in the Commercial Registration database is clean, up-to-date, consistent, and accurate as much as possible. In our meetings with MOCI, it has been proposed to use new CR ID’s for registered companies and incorporate these in the new application and database. Gartner recommends that any Changes proposed to CR numbers must be carefully and thoroughly studied from the Government, Legal, and Business community perspectives. Such changes may have financial and legal implications inside Oman and with foreign bodies. Refer to the One Stop Shop report for more details about our recommendations for migrating the data.

Phase 2: Interface with Shared Services
The objective of phase 2 is to interface with government-wide shared services in order to enable the use of e-payments via the Government payment gateway, a PKI infrastructure and other security mechanisms for authenticating requests and conducting authenticated electronic transactions, and common Directory Services for obtaining various identity attributes and authorizations. MOCI application components would need changes to accommodate interfacing with these shared services that can be achieved via component replacement and/or addition as noted before. The transition to the use of shared services should be gradual and done whenever a shared service is launched for use by Government entities and the interface for the shared service is identified. The sequence of interfacing to shared services can not be stated at this phase since it will be the responsibility of the Office of Integration and Standards to decide on the implementation of E-Government services, however we expect that the payment gateway will be one of the first shared services to be launched online. As an alternative, MOCI may use an e-payment service provided by a commercial bank in Oman as an intermediate step until the Government payment gateway is launched. The following process improvements can be realized with the roll out of this phase:

· E-Payment of the fees and services

· Electronic approvals

· Electronic notification to applicants

· Automatic scheduling of inspections
Phase 3: Integration with Other Government Applications

This stage introduces automated linkage between the different Ministries for the transmission of electronic documents and data. Such linkage will typically be controlled by the GNS integration broker which performs the routing and message transformation requirements between different applications residing within different Ministries. The integration broker is unlikely to reside within any one single Ministry but is intended to be a central resource, a central messaging hub that will accept data in predefined formats and route it to one or more destinations based on predefined rules. Hence typical messages include:

· Documents electronically scanned at source (i.e. one stop shop location) and maintained within the document system (application form, permits, …etc.)

· Transaction (in XML format), e.g. Request for Inspection, Inspection date, Approval, Payment Notification, or on-line Application, Notification to applicant. Transactions will typically add or update a target application and associated database and maybe used to trigger some other application to process certain tasks based on the message sent

Control for the overall process will still reside within the MOCI. It will be MOCI applications responsibility to initiate transactions and to ensure that responses are received in a timely fashion. Process improvements 
realized via the implementation of phase 3 are:

· Automatic generation and routing of messages between applications

· Government wide use of the CR shared database
Phase 4: Integration with the Government BPM

At Phase 4, MOCI will achieve total integration with the Government Nervous System. The Company Registration Process will no longer be under the control of individual applications that reside within MOCI, but will be centrally controlled by a common Business Process Manager (BPM) that exists within the Government Nervous System. The BPM assumes total responsibility for the timely transmission and receipt of messages between different applications residing across different Ministries and would be responsible for triggering various applications at many entities to perform certain tasks based on a predefined step sequence set in the business process maps stored in the BPM. It will also trigger manual steps by sending notifications to personnel associated with these steps to perform their duties. 
Accountabilities

Council, MOCI, Ministry of Manpower, Ministry of Environment, ROP, OCCI, Muscat Municipality, commercial banks

Costings

Based on our assessment of Communities of Interest costs, we estimate on the average that a good-sized COI would cost US$ 750k. The cost for purchasing new hardware to run the new services is around US$ 150k.

Success Factors

· Close coordination between the various Ministries involved. Good project management is needed by MOCI as a COI owner to make sure that the business COI is well constructed

· Complying to application development standards set by Gartner to ensure integration with the E-Government architecture

· Business processes are properly reengineered and the new business rules are extracted

· Smooth migration through the phases 

· Proper cleaning of the existing database to filter CR records

· Fast and reliable link to OmanTel initially and then to the Government network

· Training to OSS staff on new applications

Part 10: Flagship Projects ‘Quick Wins’
Introduction

While a number of entities already provide Internet access to information and services, it is important that the Digital Society project be seen as getting off to a ‘flying start’.  This will be greatly helped by implementing a number of flagship projects which:

· Have a wide impact on public
· Are 
· relatively easy to implement in a short period

· Preferably contained within one entity

· Do not require massive process restructuring

· Possess a 
· high degree of readiness

We call these Quick Wins. Once implemented, the public start to feel the effect of having a Digital Society and an E-Government and would realize the benefit of interacting with the Government electronically.

The Current Situation

The Omani Government has some presence on the web. That mainly serves informational purposes and establishing a place on the Internet. Fewer sites provide some form of interaction with citizens mainly in the form of relying to inquiries. Even fewer entities offer some transactional services online and access to real time databases. The most vivid example is Muscat Municipality which offers some of it’s services online and possesses a mechanism for notifying applicants of the state of their request via SMS. Another example is the Tenders Board which provides access to an online databases for querying Government tenders and tracking tender progress.

Recommended Flagship Projects

The following candidate projects have been identified:

· Government Portal (Presence phase of the Ubar  Portal  )

· Government Tendering Portal

· Government Suppliers Web Site

· Statistics Online

· Government e-Forms

In addition the National Registry System and the One-Stop-Shop, while distinct projects on their own account, will also provide Quick Win impact due to their prominence and early commencement date. The following is the description of the suggested Quick Wins:

Government Portal

Benefits 
· First presence of the Government Ubar Portal 
· Availability of up-to-date cross-Government Information in a single electronic location

· Information available on-line or as downloadable PDF files
· Ultimately evolve into Government Ubar  Portal   

Functionality

· Listing all the services provided by the government 
· Application instructions and requirements to apply for various services 

· High level description of the steps needed to acquire the service 

· Links to other government sites that provide online services

· Links to e-Forms section of Ubar  Portal   for downloading and possibly filling application online
· Includes a section for interaction with government agencies
· May provide general information about the country
· Any other information needs
Government Tendering Site

Benefits
· Permits prospective bidders to obtain information relating to current Government tenders and register with the Government. Currently supports tenders for value greater than 250,000 OMR

Functionality

· Enhancement to existing site by allowing other ministries the possibility of announcing tenders less than Tenders Board limit
· Announcement of government related procurement tenders and requests
· Authenticated supplier section used to download tender documents upload responses
· Provides a mechanism for tracing procurement steps
· Contains an award section used to trace awards and download evaluation reports
· Stores various procurement requests on a database used to produce procurement statistics
· Allows suppliers to register with the government

· Push mechanism to notify suppliers of procurements
· Government agencies can post procurement requests
Government Supplier Site

Benefits
· Suppliers can access payments and order details relating to particular invoices

· Suppliers can determine the status of their Invoices (paid/unpaid)

· For paid invoices, suppliers can access date of payment, bank account for payment

· Statement of what payments have gone to which bank accounts for a specified period of time
Functionality

· Suppliers have web browser access to Supplier information 

· Suppliers can supply an invoice number for information regarding that invoice
· The system has a username/password access to prevent unauthorised access
Statistics Online

Benefits
· Up-to-Date Department of National Economy Statistics available to the citizen or business user 

· Customisable to allow user to select particular information sets (based on defined criteria - year, region, etc.) 

Functionality

· Citizen or business user accesses published statistics in pre-defined format (available locally as static web pages)

· Citizen or business user requests selected data based on specified selection criteria (accessed in real-time from statistics repository)
Government e-Forms

Benefit

· Availability of all Government Application Forms in a single electronic location

· Government entities can post new forms or update existing forms on-line

· On-line data entry facility to part-fill forms with download/print option

· Potential e-mail link to submit electronically

Functionality

· Short-Term: provides printable forms from an electronic location
· Links to Information Portal for Information on how to complete and submit forms and on how to acquire services

· Medium-Term: Will allow electronic submission from the web site for all Government services

· Long-Term: Support on-line payment through shared payment gateway
Accountabilities

Council, various offices, Ministry of Finance, Ministry of National Economy, ROP, Ministry of Commerce & Industry, Tenders Board

Success Factors

· Leverage existing infrastructure as much as possible

· Minimize changes to operational procedures

· Good web design to create positive impressions on service users

· Easiness and friendliness of use

· Responsiveness of sites and portals as well as quick replies from customer support agents

· Availability of the service is critical to ensure round the clock operations and create positive image on citizens

 Part 11: National Telecommunications and E-Payment Infrastructure

Introduction

The telecom infrastructure is one of the key building blocks on which any Digital Society is built. To make a Digital Society really effective, broadband services are mandatory. Further, these broadband services should be available to citizens and businesses at reasonable prices. Without this, people will not communicate electronically, hence there can be no meaningful transformation towards a digital society. Many countries have made dramatic improvements in their telecommunications infrastructure, seeing it, correctly, as the foundation for e-commerce, e-government, and the overall Digital Society. 

During our preparation of the Digital Society strategy, we have analysed the existing situation in Oman and have highlighted the various options available to establish the needed infrastructure to promote the Digital Society. Oman has made good progress, but much remains to be done. The following sections will provide our findings, the background information needed to establish the infrastructure, and our recommendations of how the Government and OmanTel should proceed in order to provide the appropriate telecom infrastructure that is needed for the Digital Society. We will also investigate the issues related to the payment infrastructure as well.

Telecom Infrastructure

The Position Today

OmanTel has been converted from a Government organization into a company still wholly owned by the Government. OmanTel is the sole provider of Telecom, Internet, and GSM services in Oman. It also provides other services such as web hosting. Network and Telecom coverage varies from one region to another. Some remote areas reach the point of having no telecom services provided there. This can be attributed to the geography of the country and the population density in these areas making telecom services uneconomical to provide in these areas

Privatisation plans for OmanTel are being considered by the Government and options are being evaluated as to how to proceed with the privatisation process. OmanTel as a future private company will have inherent conflicts between providing an infrastructure to support a digital society and a Universal service to support and to provide shareholders with a return on their investment.

In terms of a digital divide Oman is clearly behind Countries with advanced telecommunications infrastructures based on factors such as teledensity, broadband networks, and personal computer penetration. The following points summarize the existing situation of telecom services in Oman:

· Circuit switched voice networks are a mature technology. However teledensity  (number of lines per 100 people) in Oman is low particularly in rural regions where it is expensive to create the infrastructure. Oman’s current teledensity rate is approximately 13.25 based on equipped lines of 291,692 (source OmanTel) and an approximate population of 2.2 million

· Analogue dial-up is the primary consumer access mechanism to the internet but internet penetration is low

· The existing data network infrastructure is inadequate to support e-government and a comprehensive digital society 

· Existing data network is based around analogue dial-up and leased lines (64K-2Mb). The leased lines are perceived by the business community to be very expensive as compared to other GCC states 

· Packet networks (I.e. VoIP) are not currently used to carry voice but there are long term plans for converged network services which is the correct strategic direction

· OmanTel has strategic plans (and indeed pilot projects) to improve the data network infrastructure.  These include a countrywide backbone ATM network (using a DWDM fibre optic cable) with an aDSL access layer to business and residential users. However it lacks firm rollout plans which must be addressed as a matter of urgency.

· By and large OmanTel GSM provides an adequate 2G service. GSM penetration in Oman is currently standing at around 20% and growing rapidly with the advent of prepaid services.

Recommendations

In this section we will summarize our recommendations for Oman’s Telecom. These recommendations are vital to create the needed telecom infrastructure to support the Digital Society. The Government will need to investigate these recommendations and work out a strategy and an implementation plan for putting these recommendations into effect.

General Telecom Issues

· There will be no single winner in broadband access technologies; multi technologies will have to be utilized by OmanTel.

· Within 3 years Oman should aim to have an Internet penetration of at least 40% and broadband penetration of 30% as well as 100% availability of broadband access in urban areas.

· Oman needs to work on achieving European teledensity levels (45-75) to promote the Digital Society

· Oman needs to immediately set a policy for broadband rollout and strong competition. 

· While competition will come, it will come first in mobile networks and only then in fixed line. The Regulator will play a key role in developing competition while protecting consumers and providing a universal service to lessen the digital divide. 

· The Regulator must independent, impartial, and has considerable power to enforce fair competition, otherwise competition will be hesitant to invest in Oman

· Oman must establish a strategy for overcoming the Digital Divide internally and externally otherwise it will find it extremely difficult to attract foreign IT inward investment and risk creating a disadvantaged section of society unable to fully participate economically as Oman moves towards a digital society.

· Within a privatisation and competition scenario and considering the geographical differences in Oman, the Government can take certain actions to ensure that a digital divide is not created.  Options include:

· Legislating for universal service agreements whereby all licensed operators are required to provide a certain level of broadband coverage throughout the country

· Tax the revenues or use the licence fees paid by new entrants to create a fund to subsidise uneconomic rural services 

· Provide refunds for commitments to add lines in under-served areas

· Charge a universal service tax to new entrants wishing to serve only high density urban areas
Broadband & Access

· OmanTel immediate priority should be to roll out a stable and comprehensive ATM network

· In metropolitan areas OmanTel should consider offering enterprises optical Ethernet for high-speed LAN-like data traffic and Internet access
· As a medium term strategy OmanTel should develop plans to migrate from traditional data services to new optical Ethernet offerings to increase bandwidth, drive down charges and reduce operational complexity

· We believe that Network Service Providers (NSPs), such as OmanTel, will and must step up to provide Networked data centers (NDCs) functionality which are locations on the network for network resource services such as Web hosting and data storage. When coupled with broadband access, these NDCs will offer features such as easiness to move closer to access points and more automated NDC services

· In broadband access, xDSL and cable modems are simply initial capabilities and OmanTel should not assume that copper and cable-based broadband system are end-all solutions, but rather are interim steps to all-fiber systems.  FTTH (Fiber-To-The-Home) is the ultimate goal but will not be cost effective for a considerable period of time

· OmanTel should primarily look to xDSL to meet home office and small/branch office needs. This type of broadband access to the home is a prerequisite to creating a digital society and will enable bundled services where voice, video and data can be provided on one platform cost effectively. However given the geographical nature of Oman a countrywide rollout may not be feasible. Other technologies will also be required

· Strong regulation including the unbundling of the local loop and co-location of equipment may be needed to attract a second provider into rolling out an xDSL network.  In all probability such a rollout will be restricted to urban areas

· Long-term rural areas without broadband will be in an increasingly disadvantaged position and the Government must take active steps to lessen this digital divide. GPRS and 3G allied with a new generation of smart phones has the potential to act as an e-government/e-access device particularly in remote rural areas where fixed wireless may be a feasible alternative to aDSL broadband rollout

Satellite

· We believe next-generation satellite systems will have at least a tenfold price/performance improvement. These systems will particularly find heavy use in certain geographically areas of Oman where it is difficult to economically justify a terrestrial infrastructure.

GSM & Wireless

· The Government of Oman should evaluate both wireless LAN and 2.5G/3G cellular approaches for meeting broadband mobility requirements.  In this respect the role of the Government is that of a regulator issuing licenses as appropriate to drive the market.
· The Government should consider wireless technologies in three distinct areas: high-bandwidth personal-area connectivity (HBPAC), wide-area connectivity (WAC) and wide-area messaging (WAM). 

· HBPAC solutions should center on IEEE 802.11 solutions when LAN connectivity is desired. The Government should take care to avoid non-802.11 wireless technology, such as Bluetooth, because it lacks the speed, security and manageability for an enterprise-class solution however it may have a role to play for example in the micro payments arena

· For WAM and WAC solutions, the Government should develop a solution that is independent of any wireless WAN network standard 

· Additional GSM services do need to be provided such as Voice mail and prepaid SMS. Additionally OmanTel should consider trail runs of WAP based services. While the take-up of such services has been poor to date GPRS data rates may significantly expand penetration 

· OmanTel must address the issues of GSM network coverage and congestion existing in the current network

· OmanTel must consider mobile messaging as part of its business communications strategy and should promote SMS solutions for business. Mobile messaging is now so pervasive globally that it cannot be ignored
· OmanTel must look beyond voice communications and exploit the broader capabilities that mobile can offer. OmanTel must focus on providing mobile data solutions to drive the digital society

· Mobile applications must have a clear business case and tangible benefits but OmanTel and other telecommunications operators can drive the market to some degree by offering solutions to large business customers and Government

· OmanTel should consider creating a mobile competency center and start pilot projects and technology investigations
Success Factors

· Close coordination between the Government and telecom providers (OmanTel and any future competition) to ensure that adequate telecom infrastructure is in place. This has to be done via a comprehensive strategy and implementation plan targeted towards creating the enabling technologies for a Digital Society

· An independent regulator to regulate the market, ensure that remote areas have adequate telecom resources, and encourage competition to invest in Oman. This will promote that Digital Society

· The Government must take into account the amount of promotion and awareness needed to promote the adoption of citizens to new technologies and payment methods 

· Investments should be calculated and priorities given to the rollout of various services so that balanced and justified investments are made

Accountabilities

Council, Secretariat, various council offices, OmanTel, Regulator, future Telecom suppliers

Costing

The rollout of the telecom infrastructure will be determined by OmanTel and will depend on OmanTel plans and adoption of the recommendations

Payment Infrastructure

Establishing a proper payment infrastructure is crucial to the success of the Digital Society initiative as it provides the basis for electronically paying for services obtained digitally and settling the accounts between banks and providers. Establishing a world-class telecom infrastructure alone is not enough to promote and create a Digital Society. If payments cannot be processed electronically, many of the services provided by the Government and business will be handicapped. It is also important that citizens use electronic payment means in their daily lives requiring a significant change in people’s life patterns and customs. There are initiatives to establish the needed payment infrastructure, however these need to be supplemented by other steps to achieve the optimal architecture needed to support a Digital Society

The Position Today

· Oman is still very much a cash based society. The use of Credit/Debit cards is minimal and has not reached wide spread adoption by citizens

· Clearing between banks is done via a well-established Telex based system. The Central Bank has started taking active steps towards establishing an EFT system for the banks

· Some commercial banks currently offer e-payments through agreements with external payment gateways

Recommendations

· Gartner believes that it may be appropriate for the payment gateway to be outsourced initially, where the provider will charge a service fee per transaction, due to the uncertainty regarding transaction volumes and the absence of in-house skills in the area of payment processing

· This decision should be re-evaluated after 24-36 months and an in-house payment server may be justified, depending on the transaction volume growth. Gartner believes that the Government of Oman needs to be approaching a minimum of 10,000 transactions a month to justify a robust payment server

· For micro payments, payments below a US$ 5 which cannot be processed economically through existing card networks, other solutions may be required. Two medium term solutions are being proposed:

· Mobile phone payment systems for low value items where the amount appears on the telephone bill

· Smart cards with stored value type applications

· For e-Government payments, Oman should initially concentrate on debit/credit card payments leveraging the existing infrastructure. This may require the promotion of debit/credit cards as a payment mechanism due to the current low penetration in Oman

· As a short term solution credit card numbers could be accepted and validated via the e-Government portal and subsequently re-keyed through a standard credit/debit card POS terminal

· OmanTel should be considering its strategy in the area of micro payments now although an immediate implementation is not recommended. The following guidelines can be investigates”:

· Target selected sub-markets first

· Young people, frequent flyers are examples

· Equip merchants and register customers

· Bill to customer accounts (more secure)

· Then move into higher-value transactions

· Offer retailers lower payment processing costs

· Offer consumers new accounts
· Gartner recommends the smart card multi-purpose capabilities to accommodate:

· Stored value functionality (i.e. act as an electronic purse)

· VISA and Mastercard details so that the card can act as a credit/debit card payment instrument

· A PKI infrastructure in order to authenticate the user of the card when it is used in e-Government transactions

· A biometric infrastructure to authenticate the user of the card when it is used in e-Government transactions

· The infrastructure costs of introducing smart cards should not be underestimated as smart card readers will have to be introduced as well as additional infrastructure (i.e. PKI and biometrics)
· OmanTel should keep a watching brief on the development of stored value cards as they may be able to generate revenue from loading value onto cards over the GSM network

· The Central Bank of Oman needs to ensure that the electronic funds transfer system is capable of making once-off as well as regular payments and can handle: 

· RTGS Funds transfer (internal Omani Riyal) to replace the existing tested telexes

· Interbank clearing and settlement

· BACS type functionality for regular payments

· In terms of receiving payments Gartner would expect to see the EFT system used for higher value payments while credit cards and debit cards would be used for lower value payments

Success Factors

· Public acceptance of e-payments. This will require a change from a cash based society and will need time, a lot of awareness, and trust in electronic payment

· The presence of a strong telecom infrastructure to support online and secure electronic payments

· The Government must take into account the amount of promotion and awareness needed to promote the adoption of citizens to new technologies and payment methods 

· Investments should be calculated and priorities given to the rollout of various services so that balanced and justified investments are made

Accountabilities

Council, Secretariat, various council offices, OmanTel, Central Bank, Commercial Banks

Costing

Implementing an in-house payments gateway solution can be expensive with products costing from $10,000 at the low end to over $500,000 at the high end.  When hardware, personnel and communications are included the total cost could be up to one million dollars over two years. 
Part 12: E-Legislation (Trust and Confidence)

Introduction

The legal framework supporting commercial transactions on the Internet should be governed by consistent principles across state, national, and international borders that lead to predictable results regardless of the jurisdiction in which a particular buyer or receiver of services, or seller or service provider resides.

Using existing laws to adapt to the model of service delivery over the Internet may be highly problematic since such laws will often either impede electronic commerce or create considerable legal uncertainty. Since the courts do not possess the mandate to encourage or facilitate electronic commerce, it is incumbent upon policy makers to implement an appropriate legal and policy framework.

In certain instances, current regulatory services statutes may be sufficient to assert jurisdiction over Internet-based services. For example, in the US the “practice of medicine” provisions found in all state medical statutes would likely encompass the provision of medical services online. However, the power to assert jurisdiction over such activity may well prove problematic since statutes that do not explicitly contemplate electronic delivery of services may hinder the growth of online services by creating an unduly restrictive regulatory framework.  

Accordingly, individual states are advised to take proactive steps to consider the impact of the Internet on their current regulatory structure and amend current laws to better reflect the potential of Internet-based service delivery.

For a country, such as Oman, which is embarking on a fundamental shift towards electronic communication and storage of public information, (with or without the use of such support as the Internet), there is a requirement to establish a fundamental legal framework to cover the transmission and use of electronic data.  

UNCITRAL (UN Commission on International Trade Law) Model Law on Electronic Commerce, adopted in 1996, is intended to facilitate the use of modern means of communications and storage of information, such as electronic data interchange (EDI), electronic mail and telecopy, with or without the use of such support as the Internet. It is based on the establishment of a functional equivalent for paper-based concepts such as "writing", "signature" and "original". By providing standards by which the legal value of electronic messages can be assessed, the Model Law should play a significant role in enhancing the use of paperless communication. 

The Current Situation

While Oman does have a well-established and advanced legal system, its capacity to accommodate electronic transactions is very limited.  In effect, no specific ‘e-legislation’ has been introduced. As mentioned earlier, such legislation is required to support both e-government and broader Digital Society initiatives.

This means that Omani citizens and businesses are not adequately supported in relation to:

· Legitimacy of digital signatures

· Validity of contracts

· Roles, duties and liabilities of ‘electronic intermediaries’

· Privacy and security of information

· Consumer protection

The net result is that the required levels of trust and reliability are not present, and in their absence progress in e-government and e-commerce will be inadequate.

Recommendations

1. Developing e-legislation does not call for the abandonment of existing laws, or the drafting of new ones ‘from scratch’. Instead, existing laws can be modified, and totally new legislation when required can be adapted from a number of international and regional ‘templates’. This approach will reduce both the time and cost of introducing e-legislation. This workbook contains two such templates, and also references a number of other appropriate international sources. We specifically recommend the following sources:

· UNCITRAL - Model Law

· EC Directive on Electronic Commerce 2000/31/EC

· OECD Guidelines on the Protection of Privacy and trans-border Flows of Personal Data

· Selective UAE e-legislation

· The Indian Information Technology Act (2000)

2. Appoint an Omani law firm with appropriate international expertise and/or partnerships to provide a gap analysis between local legislation and international and regional best practice

3. Based on Recommendation 1 outcome, draft and introduce appropriate e-legislation in line with international and regional best practice. Initial emphasis should be on contract law and the recognition of digital signatures


Costs, Accountabilities and Success Factors

Costs:  $US600,000 over 3 years

Accountabilities

Primarily Ministry for Legal Affairs, but most Ministries must make an input.

Success Factors

· Clarity and consistency in the legislation

· Widespread dissemination and public awareness

· Widespread acceptance by business and citizens, reflected in sharp increase in electronic transactions

· Supports cross-border electronic transactions

· Underlying infrastructures such as e-payments gateways, public key infrastructure (PKI) are in place and supported

· Good balance between privacy and security

· Legislation (especially that related to privacy and disclosure) does not impede western countries investing in Oman

Part 13: Resourcing

Introduction

In this section we examine how the Digital Society project, and particularly the e-government element of it, should be resourced. By this we mean who should develop new applications and who operates the infrastructure on which these and other e-government applications should run. This is an extremely important issue, in fact the success of the whole project will be heavily dependent on the decisions made in this area, and the effectiveness of the contracts signed with outsourcing vendors.

While emphasising outsourcing here, we do not suggest that everything should be outsourced. The government should still retail ‘in-house’ staff, and indeed develop their skills and management capabilities over time.

The Current Situation

Currently the number of highly skilled staff within the public sector is relatively low. Advanced technologies and complex systems integration are not widely deployed. While there are many capable staff who have managed substantial achievements, such resources are in no way sufficient to support the implementation of the proposed strategy – at least for several years.

Gartner says this because the introduction of the Ubar  Portal  , the government-wide network, the Government Nervous System (GNS) and integration middleware which pulls everything together all amount to a significantly different and more complex environment than exists today within government entities. There will also be a much higher volume of electronic (as distinct from manual) transactions, which in turn will introduce a whole new set of demands in relation to processing speed (turnaround time), resilience, security/confidentiality, capacity to handle ‘spikes’, business continuity capabilities. Again, this will be well beyond what the current internal resources have been used to managing.

There is also the very important issue of cost. Whereas outsourcing agreements do not necessarily result in lower costs long term, an outsourcing agreement would initially save the government of Oman potentially huge outlay on infrastructure and data centre facilities, and make the overall cashflow requirements much more predictable.

Recommendations

· Issue an outsourcing tender for the implementation and operation of the infrastructure and Ubar  Portal   as per strategy recommendations once these have been signed off.

· Carefully choose a small number of vendors (e.g. 3 or 4) to respond to the bid process

· The structure should be on the basis of the red highlighted elements listed under ‘Outsourcing Variants’ on Fig. 8

· Agree with the vendor that benchmarking (i.e. comparisons against peer groups to ensure adequate performance and value for money) will occur
· Follow the best practice guidelines outlined in this workbook. In particular:

· Build in flexibility and the capacity to handle changes in technology and government requirements (i.e. not too legalistic)

· Provide adequate internal management to manage the deal (this expertise would probably be best located in the Value for Money office)

· Apply time and care to drawing up service level agreements (SLAs)
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Part 14: Environment (developing ICT skills and an Oman ICT industry, bridging the Digital Divide, marketing and awareness)

Introduction

In this section we examine and recommend on the factors that will enable Omani citizens to partake most effectively, and to the widest possible extent, in the proposed Oman Digital Society. Key factors addressed include:

· Addressing the Digital Divide, whereby advances in digital services and opportunities are shared equally amongst citizens, and where the formation of a ‘digital underclass is voided. The key factor here will be the enhancement of educational and training opportunities, especially e-learning, which will be crucial in providing access in remote regions

· Developing a local Information and Communications Technologies (ICT) sector. This is an essential component of a Digital Society, and offers better job opportunities than almost any other sector for Omani youth. We address such key factors as:

· Attracting inward ICT investment

· Developing local entrepreneurial skills

· Providing an appropriate financial and regulatory support framework

· Fostering the development and enhancement of support organisations such as the Muscat Chamber of Commerce and an Oman Computer Society

Close Links Needed

In order to fully capitalise it will also be necessary to establish close links between government, commercial interests, and the education/training sector. While much can be achieved through informal contacts, success will be optimised by establishing bodies such as the Oman Computer Society and an IT-specific trade association. Such measures will also encourage the growth of a local IT industry, both in manufacturing and in services. Such growth is urgently required, both to hasten the achievement of a Digital Society in Oman, but also to provide employment opportunities for the country’s young population.

Dangers of Digital Divide

One possible downside of a rapid transition to a Digital Society is the potential growth of a Digital Divide between those familiar with, and with access to, information technology and the opportunities it brings. This has been the experience of many other countries and indeed between countries) whereby large sections of the population have been excluded for opportunities in the knowledge-based economy. 

Skills Development – the No. 1 Priority

Oman could have top class e-government services, leading-edge telecommunications and e-payments facilities and a comprehensive raft of supporting legislation, yet all of these would be useless if its people were not adequately educated and trained in IT-related subject matter. Without such skills development, infrastructure, e-government services and legislation will remain unused, and there will be no opportunity to develop knowledge-based organizations. And job opportunities lie primarily in such organizations. 

This is why Gartner suggest that human capital skills development is the number 1 priority for the Government of Oman as it seeks to promote a Digital Society. In this context it should be noted that the architects of Ireland’s IT success story (IT exports over $36 billion last year) attribute the country’s educational and training initiatives as the single biggest factor in this success story. Oman has made excellent progress in recent years in terms of developing IT skills, but this rate of progress must be greatly accelerated. Furthermore, initiatives will need to be broadly based, from basic awareness right through to post-graduate research.
The Current Situation

In comparison with international standards, Oman today lies in a ‘mid table’ position. 

· Educational standards are good, but IT-related training is provided mainly by private institutions, which discriminates against remote and poorer regions and individuals

· There is little if any local ICT presence. Businesses in the field are mainly focused on reselling and supporting imported equipment.

· The recently formed Knowledge Oasis is a good start, but it lacks many necessary support structures, and has not as yet attracted any significant foreign investment or developed local ICT enterprises. The financial incentives associated with the Knowledge Oasis are good by international standards

· A disproportionate amount of entrepreneurial activity in the ICT sector is associated with non-Omanis

· While the contribution of the Oman Chamber of Commerce has been commendable, it needs to expand its activities, other Chambers must become active, and new bodies such as the Oman Computer Society should be formed.

Recommendations

Implement measures to bridge the Digital Divide 

Bring together governmental, educational, private sector and non-profit resources to develop and implement strategies to deal with the Digital Divide. Potential actions include:

· Subsidise OmanTel and other potential carriers for providing broadband access to remote regions

· Provide low cost Internet access to economically disadvantaged homes

· Provide seminars and IT awareness sessions in remote areas and to disadvantaged users through such bodies as the proposed Oman Computer Society

· Hold regular seminars for government departments to exchange best practices between regions and with other countries 

· Deploy Internet access points in places that are accessed by low-income citizens, such as local employment agencies, social welfare centres, youth centres and community centres. Basic training should also be provided.

· Make the Internet part of every child's education by connecting schools and training teachers in the basics of IT

· Provide low-cost recycled computers for low-income households

· Encourage people and communities to contribute input of local interest rather than just receiving what others provide. When people and communities contribute it gives them a much-improved sense of ‘belonging’ to the Information Age.

· Maximise use of e-learning facilities, which make IT training accessible to remote regions and lower socio-economic groups

Success Factors

· Broadband and general Internet access available at costs broadly equivalent to other GCC states

· Significant annual increase in number of users of e-government services

· Seminars well attended and showing good interaction

· Disproportionately high uptake of e-learning and other Digital Society services in remote regions

· No widening of Internet usage between advantaged and disadvantaged groups

Accountabilities

Council, Secretariat, Oman Computer Society

Sharply increase the number of Omanis trained in ICT skills - ‘National Learning Initiative’

This recommendation is to address the current shortfall in this area. Training should not be equated with University qualifications. Skills development should be broad-based, ranging from operating office systems through to post-graduate research. In fact the vast bulk of jobs will likely be at the lower level at least initially.

Closely link the provision of additional ICT graduates with an uptake plan. There is a delicate balance to be struck here.  On the one hand if there are not enough trained ICT staff it will be difficult to attract foreign investment and for local companies to expand.  On the other hand, if too many qualified people are produced without adequate employment potential (as has happened in several developing countries) there will be dissatisfaction and potentially social disruption.

We see this issue being addressed in three main ways:

· Closely align the skills development and job creation programs. The proposed associations between business, government and the educational sector (plus the Knowledge Oasis project and the Oman Computer Society) can play a valuable role here.  There must be a realistic assessment of the number, nature and projected timings of the job creation opportunities. This should be mapped to the requisite skills required, and the training and development program should be then based on this.

· Build in flexibility. This can be done in two ways.  First allow for the employment of skilled expatriate workers where locals are not available. This should be under terms which are not unduly onerous or bureaucratic. Second, implement a program whereby Omani graduates can spend time abroad developing their business and technical skills, with a view to their return after a few years.  This has been extremely successful for Ireland.

· Make maximum use of e-learning potential. This is particularly suited to Oman, in that it is largely independent of location and is low cost, hence available to all section of the community.  

Accountabilities

Ministry of Education, SQU, Oman ICT Association 

Success Factors

· Numerical increase in trained personnel 

· The range of training offered 

· The extent to which educational establishments and business interests collaborate to co-ordinate training with employment opportunities

· Number of Omanis in ICT-related employment

Develop an Oman ICT sector

Given the current situations Gartner recommends that Oman should focus initially at the lower end of the IT value chain.  It must also be recognised that heavy involvement of foreign enterprises will be required initially, and this recommendation focuses mainly on attracting such enterprises into Oman. The most promising areas are likely to be:

Initial areas of focus

· Hardware contract manufacture/assembly (the logistical facilities at Salallah should be borne in mind)

· Customer support contact centres for Arabic-speaking markets. These would be set up by international enterprises

· Data entry and conversion, which involves key-punching input and converting passive data into organised information structures which enable electronic processing and analysis.

· Back-office transaction processing for multinational companies

· Software development outsourcing: Initially this would focus on the testing and customisation aspects, progressing to coding and finally to design 

· Localisation of international products for the Arab-speaking world
Subsequent areas of focus

· Advanced hardware manufacturing/contract engineering, including the design and development of product in focused areas. This will need to build on track record established with reputable international hardware providers. This would call for a new range of skills. Existing engineering facilities at SQU will need to be enhanced to cover hardware design, manufacturing/production engineering, quality assurance, and probably logistics.

· Software should advance to the point where products are being developed. This should grow organically rather than be imposed at state level. Typical routes would be spin-offs from international providers located in Oman, commercialisation of SQU-based research and development, or partnership arrangements with existing international providers. 

Recognise that developing the local ICT sector can only be achieved by a coordinated approach from all of the key stakeholders 
Accountabilities 

Commerce and Manpower Ministries, Chambers of Commerce, ICT Association, IT Park/Knowledge Oasis 

Success Factors

· Numerical increase in ICT jobs created 

· Attraction of 5 significant international ICT players within 3 years

· 5 new Omani-owned ICT enterprises in the domestic market within 2 years

· 2 new Omani-owned ICT enterprises in the export market within 3 years

· Foreign inward investment continues to increase (Note: in some Middle East countries foreign enterprises pulled out after a number of years)
Establish ICT clusters

The ICT Park/Knowledge Oasis represents a good start in fostering a Digital Society in Oman and in developing a local ICT sector.  It offers the following powerful inducements:

· Favourable taxation and financial incentives

· 100% ownership by foreigners of start-up companies

· Free repatriation of capital and profits

· Flexible entry terms for skilled professionals

· Broadband communications throughout

· Rapid business setup facilities

However these will not suffice on their own. To fully capitalise on its potential, the Knowledge Oasis should expand to being the centre point of an ICT cluster. Clusters are all about providing synergies and mutual support for organisations in the same industry. In addition to the facilities provided by the Knowledge Oasis, the following should also be encouraged:

· The availability of venture capital and similar forms of funding

· Support for social interaction and interchanges (clubs, coffee meetings, sports)

· Elimination of or sharp reduction in bureaucracy and planning impediments

· The encouragement of mutual inter-dependencies between enterprises

· The fostering of university and campus companies

The most important requirement for developing a cluster is to attract a leading international corporation to set up in the location

Accountabilities

Council, Chambers of Commerce, ICT Association, IT Park/Knowledge Oasis 

Success Factors

· Working links established between clustered enterprises and research units  

· Formation of 2 or more campus companies within 3 years

· Double the number of employees in the cluster within 3 years

Establish ICT associations and trade bodies

Such associations will act as drivers and coordinators for much of the Digital Society development program.  They offer personal networking opportunities, peer support, knowledge transfer and economies of scale. Establish an Oman Computer Society, an Omani ICT trade association, and foster closer links between the ICT business sector, educational establishments and government.

Oman ICT Association

This would be a trade association whose members should include all companies in Oman operating in the ICT sector. Objectives would include:

· Providing input to government policy makers in relation to improving the business environment for members 

· Marketing the value and capability of Omani ICT enterprises to other companies, countries, organisations and people. 

· Providing forums for members to debate important industry issues and encourage appropriate government policies for the industry. 

· Providing members with up to date industry information and intelligence on the economic and policy environment. 

· Providing specific services such as salary surveys

Accountabilities      

Council, Commerce Ministries, Chambers of Commerce

Success Factors

· Participation of all major ICT enterprises in the society within 1 year

· Association plays an active role in developing the ICT sector and in representing the views of its members

Found an Oman Computer Society (OCS)

The main objectives should be to represent IT professionals in Oman, and the maintenance of professional competencies and standards. Additional objectives would include: 

· Accrediting individual professional competence and integrity through the award of professional qualifications

· Promoted the continuous development of professional ICT knowledge and skills by organising seminars, lectures and related activities.

· Defining standards for professional conduct through codes of conduct and practice

· Advising the Omani Government and its agencies on IS-related matters included in proposed legislation. 

· Examining and initiating debate on topical IS issues

· Representing the profession, liasing with other professional bodies and similar overseas societies such as the International Federation for Information Processing (IFIP)

· Setting standards for education and training and by inspection and accreditation of university courses and company training schemes 

· Providing opportunities for networking through its activities and networks

Accountabilities      

Council

Success Factors

· 50 members within 1 year, 250 within 3 years

· OCS affiliated with international group such as IFIP within 2 years

· At least 4 seminars/events annually

· High satisfaction expressed by members in annual satisfaction survey

· Seen to be effectively representing the views and needs of Omani ICT professionals

Encourage the Development of Entrepreneurs in Oman

Although Oman has a great trading history there are few local entrepreneurs in the ICT sector. This needs to be addressed or the sector will continue to be dominated for non-nationals. The Government should ensure as a first step that Oman has the right macro-economic and fiscal climate to help people to develop entrepreneurial skills. Specific measures:
· Remove financial and cultural barriers which lead people to avoid risk

· Provide access to the right finance for growth 

· Remove regulations which impose excessive or unnecessary burdens on new business

· Provide basic business training to budding entrepreneurs

· Encourage innovation by establishing campus and other university-based enterprises

· Within a few years establish a national export marketing board to support export-oriented ICT enterprises

· Encourage and/or help underwrite the Omani banking sector in providing loan guarantees to entrepreneurs.

Accountabilities      

Commerce and Manpower Ministries, Chambers of Commerce

Success Factors

· Numerical increase in Omani entrepreneurial involvement in ICT-related enterprises 

· Provision and uptake of VC and similar funding

‘Market’ the Oman Digital Society

Achieving optimum success calls for the support of the public and the business community. This will only be achieved when they fully understand the potential benefits. This calls for a coordinated ‘marketing’ and awareness campaign.  Recommended steps include:

· Awareness campaigns, with specific campaigns geared towards target groups

· Publicity and Internet access points in libraries, post offices and other public buildings

· Public announcements of benefits of new Communities of Interest structures

· Integrated publicity campaign for ‘Quick Wins’ which emphasise that the Digital Society project is off to a flying start

· The Knowledge Oasis/IT Park to launch new campaign to capitalise on the Digital Society strategy 

· Trade associations such as Oman Chamber of Commerce to publicise with members

· Seminars, conferences, special interest group presentations, Digital Society ‘Road shows’

· Prizes and competitions

Accountabilities      

Secretariat/Council

Success Factors

· Widespread acceptance and understanding of benefits arising from Digital Society project

· Significant uptake of Internet usage

· Good response to events, road shows, competitions etc. 

Part 15: Implementation Structures

Introduction

The success of the Digital Society strategy will be heavily dependent on effective implementation structures. All too often strategic plans become ‘shelfware’, destined to never deliver concrete achievements. While a comprehensive implementation plan, with deliverables, accountabilities and milestones is absolutely essential, it requires implementation structures in order to be effective. 

Oman’s Digital Society initiative can grind to a halt in the absence of a clear, fast and effective decision-making process. So a key success factor is to agree on a governance structure early, spelling out who can make what types of decisions and which decisions must be escalated. With a clear decision-making framework, the initiative can progress faster with crisper execution. Leaders at all levels need to be empowered to take prudent risks, make decisions quickly, commit resources, and hold people and vendors accountable.

It is important to have stakeholders from outside the government on the highest level body. This will ensure the broader acceptance of proposals and will increase the chances of success.  Typical participants would be those from leading business organisations and/or Chamber of Commerce, the IT Park/Digital Oasis, the education sector and OmanTel. 

The recommended structure is detailed in the following chart.
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Fig. 9: Implementation Structures

A structure such as this is needed to address:

· Disputes over funding priorities

· Ministries doing ‘solo runs’ in contravention of required integration policies and IT standards

· Proposals with inadequate economic or social payback being forced through 

· Disputes over power and responsibilities for cross-Ministerial initiatives

· Lack of accountabilities for achieving projected benefits

· Inadequate attention to security and continuity planning (as is the case today)

· Inadequate project management

These and similar challenges will certainly arise, and could derail the strategy if not guided and managed by such a structure. And ‘empowered’ is the key word here. The relevant offices require real powers in the areas defined in the above chart in order to operate effectively. This is why we recommend that the Patron, who should be a personage of the highest standing, should take, and be seen to take, a direct interest in the success of the project, to offer guidance, and to ‘knock heads together’ as and when needed.

The Current Situation

At present the IT Task Force (ITTF) is virtually the only body instituted in this space.  Almost all of the participants operate in a part-time capacity. This organisation has been totally responsible for bringing the strategy development to its current position. The ITTF has a wide range of skills and experience, but as with other areas within the government sector, the alignment between top executives and the project people needs to be improved. In other words, the processes are not adequate to take the Digital Society project forward.

While most of the ITTF can be expected to play a valuable role in the proposed new implementation structures, staffing of these structures will call for significant increase in both the number of staff, and in the depth of their knowledge and experience. However, the ITTF has a vital role as a transitioning body to help set up the new implementation structures. Hence their role should be retained until the new bodies are established. In effect therefore, there should be an overlap between the end of the ITTF and the beginning of the new implementation structures.

Here we introduce the various functions and the cross functional processes that ensure consistency across the structure, and a common basis of understanding for all decision-making.

Patron

The role of the Patron is to provide leadership and generate national support and commitment. We believe that if HM The Sultan assumes this role, it will be for the best interests of Oman. However, HM The Sultan may wish to delegate this role to someone else. 

Digital Society Council

This is the highest level decision-making body within the Digital Society implementation framework. Its main purpose is to define the overall objectives for IT deployment in terms of service delivery and support and to develop the high-level strategy and priorities for IT investment. The Office will interface closely with the Value-for-Money Board for all funding and Investment appraisal decisions. 

Staffing

· Between 8 and 12 members
· Ministerial or Under-Secretary Level

· Leading business figure(s)

· Leading educational figure(s)

The Secretariat

Once the implementation structures are fully operational, there will be an extensive two-way flow of information between the Implementation Council and the four Implementation Offices (see below). To maximise use of the Council’s time and resources, an intermediary group is required to '‘translate'’ the Council’s’ high-level objectives and directives into language and measures relevant to the Offices. The corollary of this is the need to simplify and summarise feedback to the Council from the Implementation Offices.

Staffing

· Approximately 4 members

· Headed by high-level, experienced official with strong project management and ideally deep IT knowledge as well

· Other members should between them have knowledge of IT systems including implementation, integration, project management and good administrative skills

The Office of Integration and Standards

The Office obviously plays a pivotal role in establishing a common set of frameworks, policies and standards for IT development and integration across the Government. The Office will establish the overall technical architecture for the Digital Society initiative and the formulation of the various technology strategies that need to be deployed.


Although usually associated solely with IT standards, Gartner advocates that this Office should assume custody of overall corporate value standards such as audit, human resources and service delivery, even if only in a virtual sense. When assessing investment proposals therefore, the Value-for-Money Board will draw on this Office for guidance on the proposal’s impact on corporate architecture and standards

Staffing

· Approximately 5 members

· The Office head will need to have rounded technical skills and experience, including latest thinking on the integration aspects of IT architecture, communities of interest (COIs) and business processes

· Additional specialist skills will be required in:

· IT standards and standards bodies

· Component based architectures

· Systems and application integration techniques, including legacy application integration

· Content management techniques to ensure consistent standards across the Ubar  Portal   and other electronic dissemination media

· Information management and information architecture: metadata, syntax and semantic mapping, data schemas

· Business process managers and integration brokers

Value for Money Office

This body has a number of functions relating to IT investment appraisal, benefits realisation and achieving value for money. Its primary responsibility is to evaluate potential IT investments according to the criteria and standards detailed in the relevant workbook.  Their role does not end at the investment decision phase. True value-for-money will be achieved only by constant follow up on key performance metrics and benefits achievement. 

An additional vital role for this body is the managing of the outsourcing relationship which will be needed for the infrastructure implementation and management. Outsourcing management is often neglected, with organisations deploying little management time or resources to it. Yet the success of the outsourcing relationship will depend on active, trained internal management resources.

Staffing

· Approximately 4 members

· The following skills will need to be met between the members 

· Detailed understanding of Gartner investment appraisal and benefits realisation techniques

· A good mix of business and technical knowledge (detailed technical knowledge not required)

· Understanding and ideally experience of managing an outsourcing relationship, including contract development and change management

Security & Audit Office 

The Security & Audit Office assumes responsibility for every aspect of data and application security. This assumes particular significance in Oman’s Digital Society initiative, where security infringements may have significant political and publicity implications. 

This function serves two other important roles:

· Evaluation of Security Measures: in order to monitor compliance with standards and security policies. This means introducing an Audit Program, where Ministries and other government entities are audited for compliance with specified standards

· Business Continuity Planning: To establish and to test business continuity/disaster recovery plans and procedures
Staffing

· Between 2 and 3 members 

· All members would have to be fully acquainted with, and experience of applying, an IT audit program, ideally in a regional public sector environment

· All members should be capable of applying standards to ensure the availability, integrity and confidentiality of information systems and their supporting hardware/software platforms.  

· At least one member should possesses practical knowledge of implementation methods, tools and techniques for IS security risk analysis.
The Project Office
The Project Office role is primarily to deploy project management skills during the Digital Society implementation project.  Basic requirements include ensuring that project time scales are reasonable, that milestones are being met and deliverables produced. In the IT investment appraisal and benefits realization process this Office can play a key role in identifying initial project risk and in instilling best practice techniques in terms of project management and benefits realization. Given appropriate governance, it can improve communication, establish an organization standard for project management and help reduce the effect of failed development projects – and facilitate organizational learning from such failed projects.
IT risk assessment and management will be one of the key responsibilities of the Project Office. This should be integrated with other risk management programs - e.g., financial, credit and operational.

Staffing

· Approximately 4 members

· Three members should have deep understanding and experience of project management principles

· Two members should have deep experience of IT project management

· One member may have substantially less experience in these areas, but should have good administrative skills and be able to use PM tools

· At least one member should have knowledge and experience of risk management techniques in multiple technical environments

· All members should have good interpersonal skills

Total Cost

Implementation Structures will cost approximately  $1 million per annum for 3 years

Accountabilities

Interim Project Group selected from ITTF

Success factors

· Wins public support and endorsement from His Majesty

· Digital Society Council is highly inclusive and representative of both the Government and the private sector

· The right people appointed to the appropriate jobs

· Adequate funding provided

· That the recommended processes be followed, as distinct from unstructured actions and/or issues decided on personality basis

Part 16: The Road Map



The above time chart outlines the estimated timing of the major categories to tasks to be carried out while implementing the strategy, more details can be obtained from the Roadmap workbook which breaks down each major category into a set of tasks.

Part 17: Investments

In this section, we will summarize the investments outlines above in the various sections and parts of this document. We believe that through glancing at the following table, the reader will be able to apprehend the investments involved in implementing the strategy.

The investments highlighted in the following table are based on current estimation of costs, which may differ as the implementation proceeds over a period of time. They should be used as guidelines.

Also some costs cannot be calculates as they are dependant on business decisions to be taken either later or by other Government partners such as the investment to be made by OmanTel to rollout the needed telecom infrastructure

	ITEM
	COSTING

	Applications & Communities of Interest
	Total cost estimated to range between US$15-US$20 Million for the first 3 years with an average of US$750k for each COI

	Ministerial LAN


	US$80k-US$100k per LAN assuming 100 outlet within one building

	Middleware / Government Nervous System
	US$3-5 Million USD (not including application systems redevelopment over a period of 5 years

	The Ubar  Portal  
	US$1.6 Million for a period of 1.5 – 2 years

	Security and Business Continuity Planning
	The bulk of costs will be included in implementation structures and in the overall government IT infrastructure

	One Stop Shop for Company (OSS)
	US$700k-800k over a period of 1 year for implementing phases 1A & 1B

	Flagship Projects ‘Quick Wins’
	Varies from one project to the other

	Telecom Infrastructure


	The rollout of the telecom infrastructure will be determined by OmanTel and will depend on OmanTel plans and adoption of the recommendations

	Payment Infrastructure


	In-house payments gateway ranges from US$10k at the low end to over US$500k at the high end for a 6 month period

	E-Legislation (Trust and Confidence)
	US$50k-100k for appointing a law firm to conduct a GAP analysis between existing Omani Laws and regional and international best practice. Actual formulation and modification of laws would be done by in-house Government legal experts

	Resourcing
	Will depend on the outsourcing deal scope

	Developing environment & bridging the Digital Divide (collective costs for various components)
	US$65M-70M per year for the initial 2 years dropping gradually after that

	Implementation Structures
	Approximately US$1 million per annum for 3 years




Conclusion

Developments in information and communications technologies are literally changing the world. They are opening up a Digital Divide between nations and regions, and the divide keeps widening. Oman now stands at a crucial point in its history. The actions taken over the next few years will largely determine the international standing of the country, and the opportunities open to its citizens. 

Oman is reasonably well positioned to take its place as an advanced Digital Society. But time is short.  Other countries are rushing to achieve the advantages of e-government and knowledge-based industries. Success will be achieved only by adopting a planned, co-ordinated approach, spanning government, business and the education sector. The price will be high, both in terms of finance and organisational disruption, but the payback will be vastly greater. The direct financial impact is underlined by the fact that in the USA and UK, government transactions that used to cost $80 can now be processed for $15 under e-government arrangements. More importantly, a whole new business sector can be established in Oman.

Many Omanis we have spoken to see this as unrealistic. But 10 years ago there were no privately owned PCs in Estonia, now it is ranked at 17 in the world on a per capita basis. Ireland had virtually no IT sector 15 years ago, now it exports over $30 billion per year, equivalent to $10,000 per capita. Oman can also make dramatic gains. In fact, because it does not have a major ‘sunken cost’ in existing applications and infrastructure, Oman can ‘leapfrog’ many other countries that have to address this pressing problem.  

 At a minimum the country’s leadership must:

· Establish, resource and empower the proposed Implementation Council
· Quickly clarify the role of OmanTel, and irrespective of the outcome, ensure broadband access to remote regions
· Ramp up the development of IT-related skills
· Quickly stamp out ‘turf wars’ between Ministries if they threaten to hold up progress
· Ensure ongoing accountability in terms of value for money
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Within a COI, program modules are shared by government entities participating in that particular COI
































E-government strategies, and the policies and regulatory activities required to develop and govern a Digital Society are often developed as loosely connected or even separate activities. However, their integration is essential to the success of both, so it is important that Oman takes this integrated approach.
























































But time is short.  Do not let the strategy, once agreed, become ‘shelfware’.  Immediately set up a transitional team to take the project forward. The time is now.
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As governments move further along the road from government to e-government, the need to recruit and retain highly qualified employees becomes more important. Current civil-service procedures and labor contracts can impede a government’s efforts to overcome the shortage of qualified IT employees. For example, civil-service rules and public-sector labor contracts in the United States are often designed to reward seniority. As a result, they may not allow governments to hire and promote individuals based on their knowledge of the most-up-to-date systems. These rules also provide job protection for technology staffers, whether or not their skills have become outdated. It is particularly hard to recruit trained project managers, computer security specialists and network engineers. These positions are essential to the success of e-government. 

Governments will also have difficulty recruiting and retraining non-IT staff who are qualified to perform critical functions created as a result of business process re-engineering and e-government transformation. In  particular, it is difficult to recruit younger employees, who are used to collaboration and are project-team-oriented, because they are discouraged by a government workplace that does not reward such behavior.

Action Item: To attract and retain qualified employees, government must build knowledge workplaces where information sharing is rewarded and cross-agency cooperation and collaboration is the norm.

Strategic Planning Assumption: Through 2005, the shortage of qualified IT staff will continue to be one of the top two inhibitors of e-government transformation (0.8 probability).
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