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1. Discussion
The figure below is an IPTV security reference model which is quoted from chapter 7 of FGIPTV-OD-0014e proposed by ID-51 in the last meeting. Based on this reference model, this contribution presents more details about IPTV security architecture (see figure 2).

[image: image1]
Figure 1 – IPTV security reference model (from chapter 7 of FGIPTV-OD-0014e)
2. IPTV security architecture
According to chapter 5 of FGIPTV-OD-0015e, the IPTV service chain can be divided into 4 parts: Content Source, Service Integration & Operation, Content Transport and Content Consumption. 
IPTV security includes many security features, such as confidentiality, availability... All these features can be classified into 3 stratums: Transport, Service, and Content. As illustrated in figure 2, the security issues in different stratums are associated with different parts of the IPTV service chain. 
Note: Figure 2 only describes security features from consumer view and needs to be refined to define the complete IPTV security architecture. 
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Figure 2 – IPTV security architecture (from consumer view)
In figure 2, six security feature groups are defined. Each of these feature groups accomplishes certain security objectives. 
(1) (1’) Content protection: the set of security features that ensure the digital contents be transmitted, stored, transferred and consumed securely. For different purpose, the content protection technologies can be used by content providers or service providers. A good mechanism should be implemented to protect commercial digital content from interception, replacement, unauthorized viewing, or unauthorized copying.
(2) Service access security: the set of security features that provide subscribers with secure access to the service.The entities which involved in service access security include IPTV service providers and consumers. The security features such as the authentication and authorization to IPTV service users, the protection of subscribers’ information transmitted during the period of authentication and authorization should be considered here. There are two types of the service authentication & authorization, one is about multiple services (VOD, PVR, broadcast TV), and the other is about multiple service providers.
(3) Service operating security: the set of security features that enable the IPTV service to operate stably and securely. Main features in this group are as follows: service availability and reliability, Non-repudiation, etc.
(4) Bearer network security: The set of security features that enable data to be transmitted securely form IPTV service provider to receiving terminal, and protect the network against various attacks. The following security features related to bearer network security can be provided: availability and reliability of Content Distribution Network, multicast protocol security.
(5) Network access security: the set of security features that is implemented on the access network to prevent unauthorized access and utilization of the IPTV bearer network. Besides the network authentication and authorization, the confidentiality of the user’s ID information is needed in this feature group.
(6) Consumer domain security: the set of security features that ensure user devices securely access to consumer domain and to be protected against attacks. The security features such as authenticity of home network devices and reliability of the receiving terminal can be mentioned here.
3. Proposal

We propose to add a new chapter about the IPTV Security architecture in FGIPTV-OD-0015e based on the architecture (Figure 2) mentioned above.
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