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ITU MHS (X.400) and Directory (X.500) System and Protocol Recommendations have been published in the ITU since the 1980s. Each has used ASN.1 Universal Time (UTCTime) in their protocols to identify and determine age relationships.  UTC Time provides the ability to identify the year by only 2 characters.  When the numeric value representing a previous year (e.g., 97) is less than the value of the current year, computational comparison provides a reliable result. However when the numeric value representing a previous year (e.g., 97) is greater than the value of the current year, (e.g., 00 or 01), any computational comparison yields a false result. Since Administrations felt that investments made in services using these technologies was very important, both technologies resolve this problem in slightly different ways. X.500 uses both a protocol change and new procedures, while X.400 only uses new procedures. As indicated in the following text, the procedures to be followed are different.


1	MHS (X.400) approach


The OSI MHS System and Protocol recommendations have been modified by publishing corrigenda to the X.400 (1995) series of Recommendations to guide implementors on how to interpret the year component of the ASN.1 production for UTCTime. Unlike Directory's solution, the Y2K problem is solved procedurally. The procedure is designed to preserve interworking across implementation versions. The following text is excerpted from Technical Corrigenda 1 of X.411.


1.1	Interpretation of UTC time values


Dates and times in the MHS protocols are represented using the ASN.1 UTCTime type which uses only two decimal digits to represent the year, leaving the century unspecified. Since MHS systems must deal with dates both in the past (e.g. submission times of old messages which may be held in local storage or forwarded) and in the future (expiry time, deferred delivery time), it is important to observe a standard convention to avoid inaccurate display or malfunction of the MHS when dates from different centuries are compared.


The two decimal digits give 100 different years that can be expressed; an implementation has to associate each of these values with a particular century. The chosen convention is that dates up to ten years prior to the current time and up to forty years ahead of the current time should be associated with the corresponding century, with the interpretation of the remaining 49 values being implementation dependent. For example, for a system operating in 1996 the values "86" to "99" are interpreted as 1986 to 1999 and the values "00" to "36" are interpreted as 2000 to 2036, and the values "37" to "85" are implementation dependent.


NOTE – This convention permits two possible implementation strategies. An implementation can choose a fixed interpretation of all the year values, such that the convention is satisfied throughout the expected life of the product, or it can interpret the dates dynamically, based on the current date, such that the implementation remains valid indefinitely. For example, an implementation could choose the fixed range 1970 to 2069 for the available values, meaning that the implementation would require revision if it is still in use by the year 2029.





2	Directory approach


The OSI Directory System and Protocol recommendations have been modified by publishing corrigenda to the X.500 series of Recommendations which provides two ways to solve the Y2K problem. The Directory solution uses a change to the representation of TIME to be a choice of ASN.1 GeneralizedTime or UTCTime. Generalized Time conveys a 4 character year (e.g., 1998 or 2001). If UTCTime is used, then the following procedure is to be followed for interpreting its semantic. The following is excerpts are found in the recommendations as noted:  from the appropriate





In X.520 requires the following interpretation for handling UTC Time: 


UTC times with year values 50 to 99 shall be taken to represent times that are earlier than UTC times with year values 00 to 49.


�



Recommendation X.509 (1993) | ISO/IEC 9594-8:1995 now requires the following protocol change for UTC Time:


Replace every appearance of UTCTime in the ASN.1  definitions with [a new ASN.1 production called]Time. This will occur twice in the definition of the Validity type definition in clause 8. It will occur three times in the definition of the CertificateList sequence in 11.2. It occurs once each in the definitions of CertificateAssertion in 12.7.2, CertificateListExactAssertion in 12.7.5, and CertificateListAssertion in 17.7.6. Replace the same definitions in Annex A.





The ASN.1 production for Time is defined to be a choice of UTCTime or GeneralizedTime. Generalized time uses a 4 character year, e.g., 1999 or 2001, thus computational comparison is directly achievable. However if UTCTime is used, the following rule must be followed:





Before a value of Time is used in any comparison operation, e.g. as part of a matching rule in a search, and if the syntax of Time has been chosen as the UTCTime type, the value of the two digit year field shall be rationalized into a four digit year value as follows:





—	If the 2 digit value is 00 through 49 inclusive, the value shall have 2000 added to it.


—	If the 2 digit value is 50 through 99 inclusive, the value shall have 1900 added to it.





NOTE — The use of GeneralizedTime may prevent interworking with implementations unaware of the possibility of choosing either UTCTime or GeneralizedTime. It is the responsibility of those specifying the domains in which certificates defined in this Directory Specification will be used, e.g. profiling groups, as to when the GeneralizedTime may be used. In no case shall UTCTime be used for representing dates beyond 2049.
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