

RWANDA CONTRIBUTION TO CWG-INTERNATIONAL INTERNET RELATED PUBLIC POLICY ISSUES.
(Ref: CL-16/34)

BUILDING AN ENABLING ENVIRONMENT FOR ACCESS TO THE INTERNET

The online open consultation of CWG-Internet has been launched on the following topic, as decided by CWG-Internet during its meeting on 18 February 2016: 

1. What are the elements of an enabling environment to promote Internet connectivity?
2. What are the elements of an enabling environment to promote an affordable Internet?
3. What are the elements of an enabling environment to promote the quality of access to the Internet?
4. What are the elements of an enabling environment to build confidence and security in the use of the Internet?
5. What is the role of Governments in building an enabling environment?

1.0. What are the elements of an enabling environment to promote Internet connectivity?

1.1. Policies 
· National Information and Communication Infrastructure (NICI) policy, strategy  and plan: The government of Rwanda developed the National Information and Communication  Infrastructure (NICI) policy, strategy and plan for accelerating Rwanda’s development towards an information-rich and knowledge-based economy and society. http://www.myict.gov.rw/ict/policies-and-regulations/policies/approved-policies/national-ict-policy/  
· Broadband policy:  Rwanda developed the national broadband policy to facilitate the   increase of accessibility, affordability, availability, reliability and usage of Broadband services throughout Rwanda as a means to foster socio-economic development. http://www.myict.gov.rw/ict/policies-and-regulations/policies/approved-policies/national-broadband-policy/  
· Smart Rwanda 2020 master plan: The plan  draw orientation from Rwanda vision 2020 and the Smart Africa Manifesto that was launched during the Transform Africa Summit in October 2013 where    the African Union Heads of State signed the SMART Africa Manifesto in Kigali. http://www.myict.gov.rw/fileadmin/Documents/Strategy/SMART_RWANDA_MASTER_PLAN_FINAL.pdf 
1.2.     Laws and regulations 
· During this process of Liberalization, Rwanda enacted in 2001, the law creating an Independent Regulator: Rwanda Utilities Regulatory Authority (RURA) and privatized in 2005, the Incumbent Operator. 
· Law governing ICT: The government of Rwanda developed the law N°24/2016 of 18/06/2016 governing ICT. http://www.rura.rw/fileadmin/docs/Law_governing_Information_and_Communication_Technologies_Levy_on_petron__27_06_2016.pdf 
· There are different presidential order and ministerial orders and regulations governing ICT in Rwanda. http://www.rura.rw/index.php?id=77 
1.3.      ICT Infrastructure
· National Broadband Access Projects and the national fibre backbone: The development of fibre optic backbone infrastructure is a key aspect in connecting Rwanda to the international internet source. Telecom companies and REG (Rwanda Energy Group) laid fibre optic cables over 2503Km. The government of Rwanda has completed construction of a 2,500 Kilometres fibre optic network across the country to link it to undersea cables running along the East African coast.
· Internet Exchange Point and Virtual Landing Station project: A Rwanda Internet Exchange Point (RINEX) was put in place by local network operators and ISPs. Another important point is that a Virtual Landing Point (VLP) was built to help local ISPs and Network operators acquire submarine capacity that can be redistributed in their respective networks.
· Wireless broadband projects: The government of Rwanda has adopted fourth generation technology (4G LTE) with the aim of providing reliable, affordable and quality wireless data services to its citizenry; hence increasing the Internet penetration rate. This technology has been deployed as an extension of the fibre access network.
· Low-cost connectivity: The Regional Communications Infrastructure Program (RCIP) project is increasing the availability of broadband to over 700 Rwandan institutions including the central government, local government administrative centres, schools, health centres and public security institutions.
· International bandwidth and connectivity: Rwanda currently connects to the rest of world through three submarine fibre optic cable systems for Internet connection such as the East Africa Submarine Cable System (EASSY), The East African Marine Systems (TEAMS) and SEACOM through local telecommunication companies and ISPs. The volume of international bandwidth connected to Rwanda rose more times and the cost fell accelerating access to broadband.
· The National Data Centre– Enabling local content: The National Fibre Backbone and Kigali Metropolitan Network created the need for a conducive environment to store data. The state-of-the-art Tier 3 Data Centre offers benefits to both Government and private sector while encouraging the creation of local content. 
· Public private partnership (PPP): The partnership should be established without compromising the competition. The Government of Rwanda and KT Corporation, South Korea’s largest telecommunications provider, signed a shareholders’ agreement to establish a Joint Venture (JV) Company to deploy a high-speed (4G LTE ) broadband.
1.4.    Applications and content development
· E-Government projects: Government and private sector implemented different e-government projects like Rwanda Online platform, e-tax, e-health and e-education, land administration Management Information system , Robust electronic citizen Database, Business Registration System, Umucyo System (E-Procurement), E-Recruitment System, Emigration Services , Integrated Case Management System, 
2.0. What are the elements of an enabling environment to promote an affordable Internet?

2.1. Policies and laws: Information  and  communication  technology  (ICT)  law,  policies  and   regulations  generally  support  the principles of universal access to information and communication technology. Rwanda was ranked as the African country with the most affordable internet. The ranking by Alliance for Affordable Internet (A4AI) was announced at the Mobile World Congress in Barcelona, Spain in March 2015.
2.2. Market liberalization to promote the competition in the sector:  A competitive market structure is vital to sustain low prices. Government investment in ICT is also paramount.
2.3. To set up mechanisms to foster the demand:  The One Laptop per Child programme (OLPC) and other Ministry’s initiatives have registered significant success to date with more laptops distributed in schools. There is need to ensure that all students at all levels of education receive the laptop to benefit the use of technology in education. There are also policies that nurture and promote innovation hubs for emerging enterprises that can then create and sell digital content.
2.4. To promote and support the development and deployment of appropriate technologies, services & content ensuring non-discrimination: Universal Access Fund allocates the budget for connecting rural schools to broadband Internet connection using Fibre Optic and Wireless Broadband Technologies. The government has also implemented the Smart Kigali initiative with the aim of providing free wireless connection in buses and taxis, airports, hotels and restaurants among other places as well as improving internet connectivity and access around the capital. The GoR supports the use of ICT by people with disabilities.
2.5. To subsidise the telecommunication services in rural and underserved areas: A number of schools, hospitals, administration offices are connected under the UAF subsidy scheme. This was done by subsidizing bandwidth acquisition to rural communities where fibre network is not yet operational.
2.6. To develop the community access centres: The government of Rwanda developed a number of community access centres which are effective anchors for broadband demand in areas where individual household connections are not yet viable. 
2.7. ICT Infrastructure sharing: The  infrastructure sharing framework promotes the availability of wide range of high quality, efficient, cost effective,  and  competitive  telecommunication  services  throughout  the country   by   ensuring   optimum   utilization   of   telecommunication resources.
2.8. To cooperate and implement mechanisms at the national, regional and international levels for the initiation and promotion of partnerships among stakeholders of the Information Society: The northern corridor composed with Rwanda, Uganda, Kenya and South Sudan implemented one area network and reduced the roaming charges where the roaming charges for voice and data are respectively 10 USD cents per minute and 11 USD cents per Megabyte. Consequently, it was found that the impact was positive by increasing Mobile Network Operators revenues through voice calls and incoming call termination rates as a result of increased incoming and outgoing voice traffic.
2.9. SMART main goals which are:
Government Digital Transformation by 2018: 24-hour self-service Government with 95% of Government transactions happening online by 2018, driving cashless and paperless economy. This is expected to deliver productivity gains of more than $ 50M. 
Broadband for all by 2020: Broadband is basic need for all Rwandans. This shall be realized through 4G rollout program and smart device penetration.
Digital Literacy for all: Efforts shall be made to transform Rwanda into a digitally literate nation, targeting all categories including local communities, civil servants, ICT professionals who should be internationally certified, teachers and students, children with special needs, etc. 

3.0. What are the elements of an enabling environment to promote the quality of access to the Internet? 
3.1. Deployment of fiber optic network up to district level, and 95% coverage of the country with 4G LTE by 2018. 
3.2. The regulatory authorities developed the regulatory framework for quality of services for mobile and fixed framework and   broadband services;

3.3. The regulatory authority acquired the quality of services tools to monitor the quality of services;

3.4. The government  developed  the guideline for Internet access and minimum requirement for broadband internet access; 

3.5. The regulatory authority acquired the spectrum Management and Monitoring System. 
3.6. The government repatriated and oversees the management of the country code top level domains locally.
3.7. The local Internet content is kept locally through the Internet Exchange Point
4.0. What are the elements of an enabling environment to build confidence and security in the use of the Internet?

4.1.    To develop the policy and strategy for cyber security: The government of Rwanda has developed a cyber security policy and strategy as  response  to  the  growing  cyber  threat  and  improving  cyber  security  for  individuals, businesses, critical national infrastructure and government. (http://www.myict.gov.rw/fileadmin/Documents/National_Cyber_Security_Policy/NCSP_Implementation_Plan.pdf) 
4.2.    To implement the key cyber security projects: The government of Rwanda implemented several infrastructure and initiatives in cyber security which include the  establishment  of  an  Internet  Security  Center  (ISC)  to  monitor  the  status  of  Internet security, and the National Public Key Infrastructure (PKI) to provide confidentiality, integrity, authenticity  and  non-repudiation  of  electronic Transactions,  establishment  of  a  National  Computer Security and Incident Response Team (CSIRT), mandated with preventing and responding to cyber security incidents in public and private cyberspace. 

4.3.    To implement the Computer Security Incidences response team (CSIRT): The  Rw-CSIRT operates  as  a  national  point  of  contact  for  the  coordination  of  incident handling  activities.  Specifically  the  National  CSIRT    provides  24/7 services  to  Detect,  Identify,  Analyze,  Prevent  and  Response  to  cyber security threats and computer security incidents.

4.4.    To forge the national, continental/regional cooperation for cyber security incidences handling: Rwanda has been chosen as headquarter for EAPCO regional cybercrime centre.
4.5.    To develop the cybercrime law:  The government of Rwanda developed the ICT law that encompasses the cybercrime provisions.  
4.6.    Cyber Security Capacity Building and Awareness program: The government of Rwanda carries out the capacity building and awareness program in a bid to increase the number of information security professionals in both public and private institutions. It also supports to raise national cyber security awareness on how to protect themselves against Internet threats, recognize them and respond to them appropriately.
5.0. What is the role of Governments in building an enabling environment?
The role of the Government is mainly the liberalization of the market through policies, legal and regulatory frameworks that support effective competition. The Government allocates and assign spectrum, facilitates access to rights of ways and open access to critical infrastructure. The Government has also the role to attract investors, provide equal opportunities to all operators on the market and give the autonomy to the ICT regulator.  Government further sensitizes the population through digital literacy campaign, to use the internet and facilitates the provision of low-cost user devices and creates e-government applications and digital content that foster the use of internet. The Government also monitors the quality of Internet services and supports secure e-transactions. The Government of Rwanda made the following to build an enabling environment:
5.1. Government of Rwanda (GoR) put in place and implemented the inclusive policy, legal and regulatory frameworks and promoted and facilitated accessibility of ICTs for all; 
5.2. GoR provided tax incentives or tax deductibility for new investments, both in infrastructure, tangible and intangible assets such ICT equipments and software; 
5.3. The GoR liberalized ICT market and put incentive for ICT development by alleviation of taxes on ICT equipments;
5.4. The GoR encouraged development of wireless broadband solutions by making spectrum available; 
5.5. Rules and regulations in Rwanda ICT market objectives are to maintain  fair  competition,  to  attract  investment,  to  enhance  the  development  of the ICT infrastructure and applications, to maximize economic and social benefits, and to serve national priorities;
5.6. The GoR adopted ICT as crosscutting pillar for its economic development. Special measure have been put in place to address  the  special  requirements of  older  people,  persons  with  disabilities and  other  disadvantaged  and  vulnerable  groups; 
5.7. The GoR enacted law on Intellectual  Property  protection  which is  important  to  encourage  innovation  and creativity  in  the  Information  Society;
5.8. The GoR implemented programs that focused on direct broadband infrastructure development. Low-interest loans to Students, Teachers and subsidies and other government programs are also important methods of stimulating broadband supply. 
5.9. The GoR implemented e-government services and cyber security programs;
5.10. The GoR created ICT skilled profession and expert workforce. The GoR created specialized College of Sciences and Technology, ICT department, Technical colleges for middle Technicians, Technical Vocational Training Centres for technical manpower staff in ICT.
5.11. The GoR established the community centers;
5.12. The GoR established Rwanda Innovation Endowment Fund which is an initiative of the Government of Rwanda through the Ministry of Education that supports scientific innovations. The GoR encouraged and supported the initiation of Research and Innovation centers (KLAB and Fab Lab);
5.13. The GoR joined mechanisms at the regional level for the initiation and promotion of partnerships among stakeholders of the access to the Internet.
Page 5 of 5

