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Security, Privacy and
Trust in Standardization

24 October 2016, Hammamet, Tunisia



GSS 16 Overview

Standardization in Security, Privacy & Trust

The exponential advancement of ICTs has dramatically improved real-time communication and information shar-
ing, and has enabled billions to send, receive and impart digital information on a worldwide scale. But at the same
time, it has become clear that the use of these technologies, which rely heavily on standardization outputs, brings
about a host of challenges with respect to the privacy and security of communications, and ultimately, with respect
the end users’ perception of these technologies as trustworthy or potentially harmful. Responding to this critical
issue, ITU is organizing the third Global Standards Symposium that will take place on 24 October 2016 in Ham-
mamet, Tunisia, preceding ITU’s quadrennial World Telecommunication Standardization Assembly (WTSA-16).

The event will bring together thought leaders in the standardization sphere to discuss how standards efforts could
best integrate the consideration of security, privacy and trust. In focus will be regulatory principles relevant to secu-
rity, privacy and trust, as well as how industry players and supporting standards bodies plan to meet end-users’
expectations in this domain. The agenda brings together a diverse range of industry players such as Deutsche
Telekom, Google, Huawei, Alibaba, Symantec and SAP as well as representatives from government, civil society
and standards development organizations.

The sessions of this event will focus on the following topics:

. Regulatory principles for security, privacy and trust
. How industry meets end-users’ expectations of security, privacy and trust
° Standards bodies’ approach to security, privacy and trust

To register for this event please complete our online form here

Monday, 24 October 09:30 - 17:30, The Medina Conference Center

Organizations participating in sessions:
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http://www.itu.int/online/regsys/ITU-T/symposium/edrs.registration.form?_eventid=3000899

g TUNIS:II;A\6

Security, Privacy and Trust in Standardization

Monday - 24 October 2016

Session 1: Welcome

Objectives

The Global Standards Symposium (GSS) was adopted by the ITU Plenipotentiary

(by Resolution 122, Antalya 2006) as a one-day round table and coordination meeting, to
serve as a forum for high-level policy discussion and to provide its conclusions to the
WTSA.

Welcome
e H.E. Dr Mohamed Anouar Maarouf - Minister of Communication Technologies and Digital
Economy, Republic of Tunisia

09:30 - 10:00

Opening remarks
e Mr Houlin Zhao - Secretary-General, ITU

e Dr Chaesub Lee - Director, Telecommunication Standardization Bureau (TSB), ITU

e H.E. Dr Mongi Marzoug - Former ICT Minister, Republic of Tunisia

Session 2: Regulatory principles for security, privacy and trust

Keynote speech

e Mr John Edwards - Privacy Commissioner of New Zealand; and Chair, Executive Committee
of the International Conference of Data Protection and Privacy Commissioners

Moderator
o Dr Bilel Jamoussi - Chief of Study Groups, Telecommunication Standardization Bureau
(TSB), ITU

10:00 - 11:00 Speakers
e Mr Victor Manuel Martinez Vanegas - Director of International Policy, Federal

Telecomunications Institute, Mexico

e Mr llias Chantzos - Senior Director, Government Affairs, EMEA, Global CIP and Privacy Ad-
visor, Symantec

e Mr James Kilaba - Acting Director General, Tanzania Communications
Regulatory Authority (TCRA)

11:00 - 11:30 Coffee break

Session 3 (part 1): How industry meets end-users’ expectations of security, privacy
and trust

Moderator
e Mr llias Chantzos - Senior Director, Government Affairs, EMEA, Global CIP and Privacy Ad-
visor, Symantec

Speakers
e Mr Ammar Alkassar - CEO, Rohde & Schwarz Cybersecurity

e Dr Thomas Kremer - Member of the Board of Management for Data Privacy, Legal Affairs
and Compliance, Deutsche Telekom

e Mr David Francis - European Cyber Security Officer, Huawei Technologies

e Ms Jaya Baloo - Chief Information Security Officer, KPN

12:30 - 14:30 Lunch
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Session 3 (part 2): How industry meets end-users’ expectations of security, privacy
and trust

Moderator

e Mr llias Chantzos - Senior Director, Government Affairs, EMEA, Global CIP and

Privacy Advisor, Symantec
14:30 - 15:30

Speakers
e Mr James Snow - Security & Compliance Strategist, Google
e Dr Yuejin Du - Vice President of Security, Alibaba Group

e Mr Bernard Benoit - General Manager, White Noise / Kudelski Security

Session 4: Standards bodies’ approach to security, privacy and trust

Moderator

e Mr Toni Eid - Chief Executive Officer, Trace Media & International Editor in Chief of Tele-
com Review

Panelists

o Ms Sophie Clivio - Director Standardization and Technical Policy, ISO

15:30 - 16:50 e Mr Frans Vreeswijk - General Secretary, International Electrotechnical Commission (IEC)

e Ms Karen McCabe - Senior Director, Technology Policy and International Affairs, IEEE
Standards Association

e Mr Ashok Ganesh - Director Innovation, CEN-CENELEC

e Dr Reinhard Scholl - Deputy Director, Telecommunication Standardization Bureau (TSB),
ITU

e Mr Chawki Gaddes - President, National Authority for the Protection of Personal Infor-

16:50 - 17:10 Coffee break

Session 5: Adoption of GSS report and closing

Symposium chair
e H.E. Dr Mongi Marzoug - Former ICT Minister, Republic of Tunisia

17:10 - 17:30 Objectives

The objective of the final session is to adopt the conclusions of the GSS that will include
recommendations for action by the membership. The report on conclusions, which will be
prepared by the GSS steering committee, will be presented to WTSA-16 for appropriate
action.




GSS16 Speakers

H.E. Dr Mohamed Anouar Maarouf - Minister of Communication Technologies
and Digital Economy, Republic of Tunisia

H.E. Dr Mohamed Anouar Maarouf is Tunisia’s Minister of Technology and the Digital Econo-
my. He is a graduate of the I'Institut National des Télécommunication a Paris. He holds a
Master of Change Management from I'Université Paris-Dauphine and a PhD in Mathematics
from the University Joseph Fourier in Grenoble (France). He began his career as a consultant
to numerous prominent companies including France Telecom, Bouygues Telecom, SFR and
Nokia on topics such as network architecture and engineering, before eventually directing
several projects in these domains. He joined the Department of Information Technology and
Communication as Adviser to the Minister in charge, among others, the steering of the Na-
tional Strategy "Tunisia Numérique 2018". He also participates in the work of the Intelligence
Unit and Strategic Foresight of the Presidency of the Government.

Mr Houlin Zhao - Secretary-General, ITU

Mr Houlin Zhao is the 19th Secretary-General of the ITU. His four-year mandate started on 1
January 2015. From 2007 to 2014, he served as ITU Deputy Secretary-General, supporting
the work of the Secretary-General, principally in terms of day-to-day management, including
human resources, financial administration, improving efficiency, and working to help broaden
ITU's membership, particularly in terms of academic institutions. Mr Zhao has also served in
the elected role of Director of ITU's Telecommunication Standardization Bureau (TSB) from
1999 to 2006. During his two terms of office he spearheaded the introduction of new efficien-
cy measures to improve ITU's standards-making environment through fostering even closer
cooperation with industry members, while strengthening the promotion of ITU's leadership in
global ICT standards development.

Dr Chaesub Lee - Director, Telecommunication Standardization Bureau (TSB),
ITU

Dr Chaesub Lee is the Director of ITU’s Telecommunication Standardization Bureau, follow-
ing his election at the 2014 Plenipotentiary Conference in Busan, Republic of Korea. He took
office on 1st January 2015. Dr Lee has been involved in the telecommunication and ICT
standardization field for 27 years, specializing in areas such as integrated services digital net-
works (ISDN), global information infrastructure (Gll), Internet protocol, next-generation net-
works (NGN), Internet protocol television (IPTV) and cloud computing. He acted as Vice-
Chairman of ITU-T Study Group 13 from 2001 until 2008, becoming Chairman in 2009.

H.E. Dr Mongi Marzoug - Former ICT Minister, Republic of Tunisia

From January to August 2016, Dr Marzoug served as the Tunisian Minister of Energy and Mines.
He has also served as Tunisian ICT minister, where he oversaw important reforms regarding gov-
ernance, legal framework, regulation, and digital economy (digital strategy plan, cyber-security
law and plan, frequency plan, global telecommunication licenses, universal service, market com-
petition, virtual networks, ISP, IXP, broadcasting reforms, e-Government projects). Dr Marzoug
has extensive management experience within the telecommunications industry, with a strong ex-
pertise on communication networks: technologies, services, costs and business. He holds a pa-
tent in the mobile radio network technology, and he has published several scientific and technical
papers in this domain. Between 1999-2011, he held various leadership positions at Orange
Group specializing in mobile network architecture, performance, roaming and cost. He was also
the company's Deputy Director of studies, engineering and products. More recently, he was Or-
ange Group’s VP of Internet and Governance and Digital Development between 2014-2016.
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Mr John Edwards - Privacy Commissioner of New Zealand; and Chair,
Executive Committee of the International Conference of Data Protection and
Privacy Commissioners

Mr John Edwards was appointed New Zealand Privacy Commissioner in February 2014. Prior
to this, John practiced law for over 20 years with a specialty in information law, representing a
wide range of public and private sector clients. For 15 years John held a warrant as a district
inspector for mental health and has also been a district inspector for intellectual disability ser-
vices. NZ was elected to the Committee in 2013 and re-elected for a further 2 year term in
2015. John was elected Chair of the Executive Committee in 2014 and re-elected as Chair in
2015.

Dr Bilel Jamoussi - Chief of Study Groups Department, Telecommunication
Standardization Bureau (TSB), ITU

Tunisian born, Dr. Bilel Jamoussi is Chief of the Study Groups Department of the ITU Tele-
communication Standardization Bureau in Geneva Switzerland. Since 2010, he has been
leading the bureau’s standards making activities into a new era characterized by rapid con-
vergence and the need for increased collaboration with vertical sectors and partnership be-
tween developed and developing countries. Prior to 2010, Jamoussi worked for a Telecom-
munication equipment and solutions provider for 15 years in Canada and then in the United
States where he held several leadership positions and was granted 22 US patents in diverse
areas including packet, optical, wireless, and quality of service. He holds a BSc, MSc and
PhD degrees in Computer Engineering from the Pennsylvania State University, USA. He is
fluent in Arabic, French, and English and speaks some Spanish and German.

Mr Victor Manuel Martinez Vanegas - Director of International Policy,
Federal Telecommunications Institute, Mexico

Mr. Victor Martinez, has been the Director of International Policy in the Federal Telecommu-
nications Institute (IFT) of Mexico since October, 2014. He is responsible for elaborating and
promoting the international policy of IFT in telecommunications, broadcasting and competi-
tion. Previously, he served in the Ministry of Communications and Transports for more than
six years. He has led the Mexican delegation in many world assemblies, conferences and
meetings of the International Telecommunications Union, Inter-American Telecommunica-
tions Commission (CITEL) and OECD meetings. He was also Vice-Chairman of TDAG (2010
—2014), Co- rapporteur of CITEL preparatory working group for WTSA and WCIT in 2012,
Mexican representative in the Governmental Advisory Committee of ICANN (2010 — 2014),
member of Committee of Program in LACIGF and member of the Initiative Group for Dialogs
of Internet Governance in Mexico.

Mr llias Chantzos - Senior Director, Government Affairs, EMEA, Global CIP and
Privacy Advisor, Symantec

llias Chantzos is the Senior Director of Symantec’s Government Affairs programmes for Eu-
rope, Middle East & Africa (EMEA) and Asia Pacific Japan. He is also the Global Advisor for
Critical Infrastructure and Data Protection. Chantzos represents Symantec before govern-
ment bodies, national authorities and international organisations advising on public policy
issues with particular regard to IT security and privacy. Before joining Symantec in 2004,
Chantzos worked as legal and policy officer in the Directorate General Information Society of
the European Commission focusing on information security policy. He covered the council of
Europe Cybercrime Convention and the Framework Decision on Attacks against Information
Systems.
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Mr James Kilaba - Acting Director General, Tanzania Communications
Regulatory Authority (TCRA)

Mr James Kilaba is the Acting Director General of the Tanzania Communications Regulatory
Authority (TCRA) esponsible for development of Information and Communication Technolo-
gies. Mr. Kilaba has been working in the communications sector regulation for more than 18
years. Over this period he has been a pioneer in many ICT development initiatives as well as
active participant in the ITU Standardization and Development activities. He has also served
the ITU as ITU-T Study Group 2 Vice Chairman for the current Study period 2009 — 2012 and
was the motivator behind the establishment of the EACO Standardization Group in East Afri-
ca. He is a Senior Member of the Institution of Engineers in Tanzania. He has also been a
Member of the Institute of Electrical and Electronics Engineers (IEEE) for more than 15
years.

Mr Ammar Alkassar - CEO, Rohde & Schwarz Cybersecurity

Since 2015, Mr Ammar Alkassar has been the CEO of Rohde & Schwarz Cybersecurity — Ger-
many’s major supplier for Cybersecurity. Before, he was the CEO of Sirrix AG security technol-
ogies for 10 years. He has a M.Sc. from Saarland University and a B.Sc. in both Electrical En-
gineering and Computer Science. Before joining Sirrix, Mr Alkassar was senior researcher at
the German Research Center for Artificial Intelligence, and before that he was researcher at
Stevens Tech, NJ and HUT, Helsinki. He is a member of the Federal Industry/Government
Commission on IT-Security and a board member in Germany’s IT-Security association Tele-
Trust. Mr Alkassar is Director of the European Competence Center for IT-Security.

Dr Thomas Kremer - Member of the Board of Management for Data Privacy,
Legal Affairs and Compliance, Deutsche Telekom AG

Dr. Thomas Kremer, has been the Board of Management member responsible for Data Priva-
cy, Legal Affairs and Compliance at Deutsche Telekom AG since June 2012. He was the inter-
im Chief Human Resources Officer from January 2014 to March 2015.

Mr David Francis - European Cyber Security Officer, Huawei Technologies

Mr David Francis was appointed Huawei’s European Cyber Security Officer in August 2015,
having previously been the CSO for Huawei in the UK&I since 2013. David started his career
with British Telecom as an engineer and has held senior positions in the IT sector in the UK
and the US since. Prior to joining Huawei, David was a Chief Operating Officer with an eCom-
merce platform. Also, he has worked for Symantec for over 9 years, of which the last 5 as Vice
President of Operations. At Symantec, David was responsible for the SaaS / cloud operations
unit, consisting of over 300 staff globally. Working closely with government and local authority
customers, he has a vast experience with cyber security challenges and requirements for both
the public and the private sector.

Ms Jaya Baloo - Chief Information Security Officer, KPN

Ms Jaya Baloo is the CISO of KPN Telecom in the Netherlands. She won the Cyber Security
Executive of the year award in 2015. Jaya works with an amazing information security team of
highly driven specialists. Working in the information security arena for the past 18 years, she
has worked mostly for global telecommunications companies such as Verizon and France Tel-
ecom. Jaya is also a frequent speaker at security conferences on subjects around lawful inter-
ception, mass surveillance, and cryptography.
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Mr James Snow - Security & Compliance Product Strategist, Google Cloud

Mr James Snow is the Global Product Strategist focusing on Security, Privacy, and LegalCom-
pliance for Google Cloud. James engages frequently with Customers, Regulators and Partners
on Security and Compliance topics and has authored several versions the G Suite Security
and Compliance Whitepaper . In previous roles, James Snow was responsible for Security and
Compliance in EMEA for Google Enterprise. James has deep product knowledge in G Suite
(formerly Google Apps for Work), Google Cloud Platform and Enterprise Search. James has
been the lead engineer on some of the largest Apps, Search, and Security deals in the globally
to date including Ahold, Randstad, KLM, among many others. James has worked for Google
for over 8 years and held previous positions including Program Manager at Microsoft
(Redmond) in the Connected Systems Division (SQL Server, BizTalk, Host Integration Server)
and at Accenture in their Global Integration Practice implementing systems integration and Bl
solutions for Fortune 500 clients in Asia, Europe, and the Americas.

Dr Yuejin Du - Chief Security Expert and VP of technology, Alibaba Group

Dr Yuejin Du is currently working as Chief Security Expert and VP of technology at Alibaba
Group, focus on Data Security, loT security, Threat Intelligence, Standard and outside coop-
eration on Cyber security. Before he join Alibaba, he was the founder and director of Nation-
al Engineering Laboratory for Cybersecurity Emergency Response Technology, Director of
National Institute of National Institute of Network and Information Security, and one of the
founders of Chinese national response center of computer network security (CNCERT/CC),
one of the founders and deputy chair of Asia-Pacific cooperation group of CSIRTS
(APCERT). Dr. Du has more than 16 years of experience on Internet security, contributed a
lot on national Internet security capacity building, played key role on building the national
Internet security infrstructure and national incident response cooperation framework.

Mr Bernard Benoit - General Manager, White Noise / Kudelski Security

With a business education, Mr Bernard Benoit worked for 10 years for the press and for com-
munication agencies in various creative roles. In the late 90’s he started to collaborate on the
emerging Internet technologies before taking over a marketing role in the world of IT integra-
tion. Over 10 years ago Bernard Benoit joined the Kudelski Group, a global leader in digital
security and convergent media solutions for the delivery of digital and interactive content. He
has held various positions in relation with service delivery and took over the Procurement
department where he was able to contribute to product cost optimization and rationalization.
With an entrepreneurial drive, passionate about technology and the value creation through
innovation Bernard Benoit created White Noise in 2014, a new product that address the Se-
cure Unified Communication over the top.




GSS16 Speakers

Mr Toni G. Eid - Chief Executive Officer, Trace Media & International Editor in
Chief of Telecom Review

Mr Eid started his career in Media & Publishing in 1985 and holds over 3 years’ experience
in Media, with over 1 year specialized in Telecom Media Business He is involved in Interna-
tional Business in Gulf, Europe & North America since 1886. He is a very active member of
the Telecom Industry and participates at most industry events and forums around the world
which include playing the role of the Judge in many prestigious committee AWARDS. In ad-
dition, Toni is also speaking & moderating at many events globally as he has a large
knowledge of the Telecom & ICT Business. Toni is the founder of one of the most successful
Telecom media brand Telecom REVIEW,; this is the world’s largest multi-language media
with electronic, print & App editions, which covers North America, Asia Pacific, Africa, Middle
East and Europe.

Mrs Sophie Clivio - Director Standardization and Technical Policy, ISO

Since September 2015, Ms Sophie Clivio has been the Director, Standardization and Tech-
nical Policy and TMB Secretary of the Technical Management Board (TMB) of the Interna-
tional Organization for Standardization (ISO). Prior to joining ISO (in 1992), Sophie Clivio
started her career with IBM in 1987 as a Software Telecommunication Engineer, progress-
ing as Network Marketing Engineer and eventually Sales Representative until 1992. A
French national, Sophie obtained a master of Mathematics in 1985 from the University of
Paris VII (France) and a diploma in Engineering in Telecommunication (Ecole Nationale Su-
périeure des Télécommunications) in 1987 (France).

Mr Frans Vreeswijk - General Secretary & CEO, IEC

Mr Frans Vreeswijk took over the function of IEC General Secretary and CEO on 1 October
2012. Prior to joining the IEC he worked for almost 30 years for Philips in the Netherlands,
Austria and the USA, notably in research, healthcare and consumer electronics. Vreeswijk
was President of the IEC Dutch National Committee (NEC) and a board member to the
Dutch National Committee (NEN) to ISO (International Organization for Standardization). He
served on the IEC Council Board and SMB (Standardization Management Board) and repre-
sented the Netherlands in CENELEC (the European Committee for Electrotechnical Stand-
ardization).




GSS16 Speakers

Ms Karen McCabe - Senior Director, Technology Policy and International
Affairs, IEEE Standards Association

Ms Karen McCabe is a Senior Director of Technology Policy and International Affairs at IEEE,
where she leads efforts to build and connect communities working in the technology policy
ecosystem and where her focus is on the development and promotion of collaborative strate-
gies that produce impactful outcomes among mulit-stakeholders to help advance technology
for society and humanity benefit. Karen has over 20 years experience working at the nexus of
mission-driven organizations, industry, NGO and government bodies to raise awareness, to
educate and build capacity among stakeholders in the technology sphere. Karen is engaged
in efforts in internet governance, ethics, technology and global standards in trade and policy.

Mr Ashok Ganesh - Director Innovation at CEN CENELEC

Mr Ashok Ganesh is Director Innovation at CEN CENELEC and has worked in standardi-
zation for 20 years. His current responsibilities include developing new standardization
opportunities, deeper integration of standards and research, supporting stakeholders to
benefit from standards and Education about Standardization.

Dr Reinhard Scholl - Deputy Director, Telecommunication Standardization
Bureau (TSB), ITU

Dr Reinhard Scholl is Deputy to the Director of the Telecommunication Standardization Bureau
(TSB) since September 2002. Previously he has been with Siemens in Munich, Germany and
with ETSI (European Telecommunications Standards Institute). He has also served on the
ICANN Board. He received a Ph.D. in physics from the University of lllinois, USA.

Mr Chawki Gaddes - President, National Authority for the Protection of
Personal Information, Tunisia

Mr Chawki Gaddes is the current President of Tunisia’s National Authority for the Protection
of Personal Information. He has an extensive background in public law and information and
communications technology law. He is a graduate of the Tunisian University in Public Law
and International Academy of Constitutional Law. He is also the Secretary General of the
Tunisian Association of Constitutional Law. In 2011 he led the ATDC’s observation mission
set up by the association during the Tunisian elections.
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Setting the standard

Join us at WTSA-16 in Tunisia and help set the standardization agenda
for the future of the Information Society.
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Help build the digital economy

Be part of the discussion on the standards and initiatives which will help enable
the digital economy. The future shape of the Internet of Things (loT), smart cities,
cybersecurity and 5G are all underpinned by the work we will do at WTSA-16.

$6 1.7Mb
trillion | per second
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Building blocks of modemn
communications

For over 150 years, the International Telecommunication Union has been at the
centre of advances in communications and today ITU international standards are at
play in virtually every facet of modern communications.

D =mo= [T &

Optical transport High-speed Multimedia High-quality Numbering & Cybersecurity
beyond 100 Gbit/s broadband VoLTE emergency
access comms

Enabling next-generation
apps and services

ITU standards support a wide array of industry sectors in their use of ICTs as enabling
technologies and assist in meeting the challenges of the 21st century.
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Setting the agenda

Q Z At WTSA-16, ITU members will meet to refine the

strategic direction, leadership and structure of ITU's

‘” standardization arm. WTSA-16 will fortify the inclusivity
Q of ITU's standardization platform, helping to bridge the

digital divide.

2020 vision and beyond

WTSA-16 will provide members with a standardization toolkit optimized to assist
government and industry in achieving their ambitions for the year 2020 and beyond.
The future of standardization will be driven by 5G, loT and Trust as enablers
supporting the UN Sustainable Development Goals.

Real-time Market-driven
standardization standards
Over 300 new ITU standards Over 4000 active standards
2020 Vision released each year in use
‘r

Be a part of it

Join us at WTSA-16 in Hammamet, Tunisia, from 25th October to
3rd November, to play a part in crafting the future of ICT.

http://www.itu.int/en/ITU-T/wtsa16 & #ITUWTSA




Setting the standard...

What is ITU?

ITU is the United Nations specialized agency for information and communication technologies — ICTs.

We allocate global radio spectrum and satellite orbits, develop the technical standards that ensure net-
works and technologies seamlessly interconnect, and strive to improve access to ICTs to underserved
communities worldwide.

Standardization

The Study Groups of ITU’'s Telecommunication Standardization Sector (ITU-T) assemble experts from
around the world to develop international standards known as ITU-T Recommendations which act as
defining elements in the global infrastructure of information and communication technologies (ICTs).
Standards are critical to the interoperability of ICTs and whether we exchange voice, video or data mes-
sages, standards enable global communications by ensuring that countries’ ICT networks and devices are
speaking the same language.

Vision
ITU is committed to connecting all the world's people — wherever they live and whatever their means.
Through our work, we protect and support everyone's fundamental right to communicate.

Tweet about this event using #ITUWTSA




