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Agenda

 Challenges for energy systems due to electrification and 

renewals

 Degree of digitalization of the energy network

 Options for communication technologies in low- and 

medium voltage networks

 Use of existing electrical infrastructure assets for 

telecommunication

 Standardization of Broadband Powerline in ITU-T



Increasing demand of renewal energy sources 

to meet European CO2 targets (Germany)



Fluctuating renewal energy generation
(example February 2023 Germany)



Degree of digitalization energy networks today
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Common telecommunication architecture for 

utilities today
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Vision of a cellular energy system

Source: Zellulares Energiesystem VDE May 2019



Communication requirements in LV networks



Low voltage substation as a digital hub



Mobile networks as backhaul for smart grids

MNO
Backhaul

may fail when 
power grid fails



Requirement an telecommunication for smart 

grids

Future Smart Grids require local Peer to Peer communication

Future Smart Grids require black start capabilities and blackout resilience

Future Smart Grids require islanding capabilities

Future Smart Grids require a high degree of inherent IT security

Future Smart Grids require broadband

Why not using the electrical grid for communiction?



Standardization in ITU – T – study groups

Standardization of 

Powerline 

Communiction



Using the electrical infrastructure as transport 

media for telecommunication ITU-T Technical Paper



Use cases for broadband powerline systems in 

smart grids
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Use case Smart Meter Gateway



Use case narrow Band Meter Concentrator



Use case Medium Voltage Backbone



Coexistence between G.hn smart grid system 

and PLC in- home systems



Using VLANs in Powerline Communication



Self configuration of topology 



Security option – support of E-tree



Security option – support IEEE 802.1x

Only authenticated and authorized devices shall have access to the powerline – network. Therefore a 

centralized AAA shall be used.

The authentication process is done using IEEE 802.1x and follows the process described in Annex D of 

[ITU-T G.9961].

G.hn devices use cryptographic encryption as described in clause 9 of [ITU-T G.9961]. The generation 

of cryptographic keys shall use procedures as described in IEEE 802.11



Typical performance data in live networks

Availability and Functionality

➢ 92/91 MBit/s PHY-rate 

performance, and 100% 

Availability
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Typical performance data in live networks

Availability and Functionality

68/81 MBit/s PHY-rate 

performance, and 99% 

Availability
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Typical performance data in live networks
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