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Research Motivation 
!  Internet connectivity rises " Internet of Thing (IoT)  

–  All kind of devices that use IP communications.  
 

!  IoT is not limit to notebooks and servers anymore 
"  Includes also constraint devices (e.g., mobiles, sensors)  
" Special case: Wireless Sensor Networks (WSNs) 
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Research Motivation 
!  Internet connectivity rises " Internet of Thing (IoT)  

–  All kind of devices that use IP communications.  
 

!  IoT is not limit to notebooks and servers anymore 
" Special case: Wireless Sensor Networks (WSNs) 
" Constraint devices 
 

!  Constraints in memory, power, and computational capacity 
–  Research is challenging  
–  Not limited to architecture issues 
–  Includes security aspects and solution design  

"  Building trust in the network  
"  Support privacy  
 

!  Any data includes sensitive information   
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Wireless Sensor Network 
!  WSN consists of different sensor nodes. 
!  Nodes are from different vendors with different equipment. 

–  Memory, energy, sensors 
!  Usually WSNs using IEEE 802.15.4 and UDP as transmission protocol of 

choice. 
!  WSN destination has parser and gateway functionality. 

!  Goals: 
–  Efficient data transmission  

 " limit redundancy, pre-processing 
–  Secure transmissions 

!  Idea: 
–  Use standards from IP networks. 
–  Optimize data transmission in                                                                         
     order to save resources. 
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Constraint Devices (RFC 7228) 

!  Class 0 devices  
–  Sensor-like nodes 
–  Usually pre-configured 
–  In general are not able to communicate directly and secure with the Internet.  

!  Class 1 devices 
–  Unable to talk easily to other Internet nodes employing a full protocol stack (e.g., 

HTTP, TLS, or security protocols).  
–  Are able to provide support for security functions required on large networks 
–  Can be integrated as fully developed peers into an IP network.  

!  Class 2 devices 
–  Can support mostly same protocol stacks as used on notebooks or servers. 
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Figure 6.1: Overview of deployed testbed at the department

6.1 Evaluation of the TinyIPFIX Protocol

From this point on we assume a wireless sensor network with the operating system
TinyOS 2.1.1. It supports IP communication using the integrated BLIP implemen-
tation over UDP. The network is deployed as shown in Figure 6.1.

6.1.1 Memory Consumption

TinyIPFIX was implemented on IRIS and TelosB nodes (cf. Figure 2.2). In order to
put memory usage in perspective, each major component is considered separately.
Because they interact with each other, memory consumption has been measured in
an incremental fashion, starting with the basic sca�old for obtaining measurements
and expanding upon that by adding BLIP and TinyIPFIX. The results are shown
in Table 6.2. [98]
It shows a maximum RAM consumption of 6,889 bytes when using BLIP and setting
the maximum TinyIPFIX package size to 1,024 bytes. Memory consumption of the
TinyIPFIX component is only 57 bytes plus twice the maximum defined TinyIPFIX
packet size [98]. With those RAM and ROM requests the TinyIPFIX implementation
can be performed on both platforms without major problems. Similar results were
measured by sensor platform IRIS. [98]

TinyIPFIX
RAM ROM packet size

Sca�old 46 2826 -
BLIP 4,738 23,012 -
TinyIPFIX 57 2,972 0

261 3,182 102
2,105 3,012 1,024

Total 4,841-6,889 28,810-29,020

Table 6.2: Memory usage of BLIP and TinyIPFIX on TelosB [bytes]
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SecureWSN Component Overview 
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SecureWSN Component Overview 

Two-way authentication 
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Hardware & Functionalities 
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Two-way Authentication Solutions in 
SecureWSN 

 
!  TinyDTLS  

–  DTLS solution using OPAL clusterhead supporting message aggregation 
–  Requirements 

•  Class 2 devices or higher 
•  External infrastructure – Certificate Authority 
•  X.509 certificates 
 

!  TinyTO  
–  Bellare-Canetti-Krawczyk (BCK) with pre-shared master key 
–  Requirments 

•  Class 1 devices 
•  Pre-shared master key 
 

!  Requirement: Support of efficient data format TinyIPFIX and aggregation. 
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Updated Architecture for TinyDTLS 
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TinyDTLS - Handshake 
!  Solution: 

–  DTLS client supports server authentication   
–  DTLS client supports fully authenticated DTLS 

handshakes.  
 

!  Handshake 
–  Secured by RSA X.509 certificates  
–  Server and client negotiate hash algorithm and cipher in 

handshake 
–  Different authentication possible 
 

!  DTLS server implementation is based on 
OpenSSL 1.0.0d 
–  Padding for RSA signature verification uses 

PKCS#1. 
–  Client has to sign a SHA1 hash instead of 

concatenation of a MD5 and SHA1 hash. 
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TinyDTLS - Functionality 
!  Supported cipher suite: 

–  RSA for key exchange 
–  AES-128-CBC for encryption 
–  SHA1 for hashing 

!  Cluster head with TPM 
–  Provides tamper proof generation  
–  Storage of RSA keys  
–  Hardware support for the RSA algorithm.  

!  Nodes without TPM:  
�  Authentication via the DTLS pre-shared key cipher-suite is supported.  

�  Chose of small number of random Bytes Preload to the publisher before deployment 
�  Derivate the actual key.  

�  New established secret must also be available for the ACS  
�  Disclose the key to devices with sufficient authorization. 
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TinyDTLS - Data Exchange 

4.4. Graphical User Interface 69

because the connection between publisher and access control server is encrypted.
Now it depends on the publisher whether the access is allowed or not. If the pub-
lisher accepts the request, a DTLS handshake is initialized with the subscriber to
establish a secure connection, followed by the data transfer between subscriber and
publisher. [81, 121, 127]

DTLS Handshake

Access Control Server Subscriber Publisher

Access Ticket
Accept 
Ticket

Data Transfer

DTLS Handshake

Connection 
Request

Subscriber

Figure 4.10: Connection establishment for data transfer

4.4 Graphical User Interface
Today the call for graphical user interfaces (GUIs) occurs everywhere. Users want
to work by clicking buttons without typing long commands into terminals. On the
one hand the graphical user interface should be user friendly and intuitive usable.
On the other hand, it should support di�erent vendors and user requirements. In
general, those challenges cannot be solved with one graphical user interface for all
possible applications. Thus, many di�erent and individual solutions exist, which
are developed for one special application (e.g. simulation, visualization [129]). The
design decisions can be influenced by available solutions mapping other requirements.
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Figure 4.11: Overview of GUI architecture

Subscriber asks for connection to 
publisher and receives a connection 
request (copy of access ticket) back. 

= Gateway with forwarding 
functionality and format conversion 

of data between IP network and 
WSN. 
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TinyDTLS - Evaluation 

TPM energy consumption 

Transaction time and energy consumption 

Energy consumption - 1 

CSIRO  Securing The Internet Of Things With DTLS 

Memory consumption 
Assumption: 2048-bit RSA key 
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TinyDTLS - Drawbacks 
!  TinyDTLS 

–  Very resource consuming " needs class 2 device  
–  X.509 certificates 
–  External infrastructure required 

"  More light-weighted solution required 
"  Requests 

" Support two-way authentication 
" Same security level support (e.g., keying material) 
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Architecture for TinyTO 
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TinyTO - Handshake 
!  Two-way Authentication Protocol for Tiny Devices (Optimization) 
!  Modified Bellare, Canetti, Krawczyk (BCK) with Pre-shared Keys (PSK) 

–  Defense against a man-in-the-middle attack 
–  Additional authorization of different communication parties  
  

!  Elliptic Curve Cryptography used 
–  For key generation 
–  For key exchange 
–  For signatures 
–  For encryption  

!  Key sizes 
–  192-bit ECC key  
–  Comparable to the security levels                                                                                

of RSA keys in range of 1024-bit                                                                                           
to 2048-bit 
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TinyTO – Handshake for Aggregation 
!  Aggregation support 
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TinyTO - Evaluation 

Memory Consumption for 
Collector and Aggregator 

Execution Times  
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Security Comparison 

Integrity 
Confidentiality 
 

Resource saving 
 

Key Management 
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Conclusion 
!  Secure communication is general requirement for trust. 

–  Sensitive data linked every where 
–  Support of security fundamentals 
 

!  Additionally, two-way authentication becomes essential 
–  TinyDTLS and TinyTO for constraint devices 
–  Selection depends on application and hardware resources 
–  Standard-based solutions 
–  Optimization possible 

!  Security support also required outside the WSN  
–  Throughout the whole process of data publishing 
–  Especially, mobile access 
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