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*HIMALIS: Heterogeneity Inclusion and Mobility Adaptation

through Locator ID Separation
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IP Network

Motivations – Limitations of current sensor networks
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• Application-specific

Network protocols and applications are in a package - difficult 
to change or add new applications

• Static configuration

Difficult to change configuration after deployment: e.g., 
sensor data tx rate, reliability, security-level, access control
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IP Network

Concept – Dynamic mobile sensor networks
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• General-purpose: Open API; easy to develop and use app, 
better interoperability, remotely reconfigurable

• Better connectivity: Mobility, multihoming support

• Better control: Access control, authentication, data security
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Components – Proposed dynamic mobile sensor 
network platform
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Network layer
(IPv4, IPv6, 6LoWPAN, …)

Network Manager
Signaling

State Manager Session Manager

Identity sublayer

Transport layer

Link and PHY layer

Figure - HIMALIS Protocol stack

HIMALIS overview –

• Introduction of identity 
sublayer

• Application and transport 
layers are independent of 
network layer

• Mobility, multihoming, 
heterogeneity support

• Access and data security

Approach – Extended HIMALIS architecture to sensors

Applications

[3] Kafle et al., “HIMALIS: Heterogeneity inclusion and mobility adaptation through locator ID 
separation in new generation network,” IEICE Trans. Commun., vol.E93-B no.3, pp. 478-489, 
Mar. 2010.
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HIMALIS ID-based secure and reliable communication

Name Resolution 
Registry

Store and provide 
hostname to ID, 

locator, security key 
mapping records

ch#nict.go.jpmh#himalis.net

e.g. IPv4 IPv4 IPv6192.168.0.200
10.32.230.5

ID-based communication
102-304--1 a01-be--100

2001:db8::20
2001:5a:efd::2

 
Peer authentication 
before starting data 
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hostname and ID
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• HIMALIS protocol stack in MS and MSG 
• For enabling ID-based communication in heterogeneous 

protocols (e.g., 6LoWPAN, IPv6, IPv4)
• For remote control, configuration securely
• For mobility support

HIMALIS extension to dynamic sensor networks

IPv4/IPv6
IPv4

Mobile Sensor 
Gateway (MSG)

Mobile Sensor 
(MS)

Sink

6LoWPAN 6LoWPAN 6LoWPAN

msg01#himalis.net

ms01#himalis.net
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ID-based communication in heterogeneous networks
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Remote control/configuration of mobile sensors 
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Sensor admin

SinkMS

• Commands for status monitoring (e.g., sampling rate, tx rate, 
current reading, power-level), reconfiguration 

• Sensor admin can send control commands in two ways:
• 1. via sink server (sink acts as a security hub, common control) 
• 2. directly (by using HIMALIS secure communication)

Sensor Data Servers

1. Monitoring/Control 
given via SinkMSG

 2. Monitoring/Control 
given directly 

MS

Sensor Data



Kafle et al.,  NICT

Saint Petersburg, Russian Federation, 3‐5 June 2014 
ITU Kaleidoscope 2014 ‐ Living in a converged world ‐ impossible without standards?

IPv4IPv6

6LoWPAN

IPv4

6LoWPAN

6LoWPAN

 ① MS mobility 
across sensor 

networks ②②MSG
mobility

Sink

Sensor 
admin

① MS can move between MSGs
② MSG can move alone or with MSs
③ MSG (multihoming) can switch links in heterogeneous networks
④ Sink or admin can move while getting sensor data or sending 
control commands

④  ④Sink or admin 
mobility

Four mobility scenarios supported
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③Session mobility
in heterogeneous 

links

Sensor Data Servers
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Implementation and operation
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MS
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230mm
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HIMALIS Stack
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BackFront

XBee/External WiFi
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Raspberry Pi
Battery

Light, Temp, Pressure,
Humidity sensors

HIMALIS Stack
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Sensor App
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MS, MSG software modules
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Sensor control panel
MSMSGSinkAdmin

Control command
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Sensor data viewer
MSMSGSinkUser

Sensor data
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Conclusion and future work

Presented the design and implementation of the ID-based 
communication supporting dynamic mobile sensor network
Presented the design and implementation of the ID-based 
communication supporting dynamic mobile sensor network

Future work

• Standardization, optimization, application development

Future work

• Standardization, optimization, application development

New features:

• Remotely reconfigurable sensor network  

• Reliable connectivity through mobility and multihoming 

• General-purpose open API in sensor nodes 

New features:

• Remotely reconfigurable sensor network  

• Reliable connectivity through mobility and multihoming 

• General-purpose open API in sensor nodes 
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Related standards and potential new topics

Related standards:

ITU-T Y.3001 (FN objectives and design goals),
ITU-T Y.3031 (ID-based communication framework in FN), 
ITU-T Y.3032 (ID and locator mapping mechanism in FN), 
ITU-T Y.2221 (USN application and services requirements), 
IEEE 1888 (sensor data storage format)

Related standards:

ITU-T Y.3001 (FN objectives and design goals),
ITU-T Y.3031 (ID-based communication framework in FN), 
ITU-T Y.3032 (ID and locator mapping mechanism in FN), 
ITU-T Y.2221 (USN application and services requirements), 
IEEE 1888 (sensor data storage format)

Potential new topics for standardization:

1. Interfaces between sensing, computation and 
communication units

2. Light-weight authentication and access control methods for 
mobile sensors

3. Methods for ID-based communication in heterogeneous 
network protocols, e.g., extension to ITU-T Y.FN-heteronet
(WP3/13)

Potential new topics for standardization:

1. Interfaces between sensing, computation and 
communication units

2. Light-weight authentication and access control methods for 
mobile sensors

3. Methods for ID-based communication in heterogeneous 
network protocols, e.g., extension to ITU-T Y.FN-heteronet
(WP3/13)
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Thank you !

We are open to collaborate with partners for research, 
development and standardization of ID-based 

communication in mobile sensor networks.

Contact: Ved P. Kafle
kafle@nict.go.jp

19



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


