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The Challenge 

 
 
 
 
 

Biometrics, Telecommunications   
    Human-oriented technologies  

Security, Privacy, Safety  
    Human values 

Suggest New Areas For Standardization  
  

 

Assess standardization required so 
that cities can enhance their social, 
economic, and environmental 
sustainability by using Information  
and Communications Technologies  
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New Standardization 

Telebiometric System Heartbeat 
   Monitor, alert, continuously improve telebiometric an 
   information security & safety management program 
 

Cryptographic Message Syntax (CMS)  
   Valid ASN.1 – BER, PER, XER – SC 27 based   
 
Signcryption CMS Type  
   Small, fast, efficient signature + encryption  

 

Presenter
Presentation Notes
Telebiometric System Heartbeat�
Provides metrics for continuous improvement of an information security and safety management program for telebiometric system devices. Supports security and safety alert systems. Allows periodic or continuous monitoring of devices. 

Cryptographic Message Syntax (CMS) �
Complies with the ASN.1 standards, supports all of the ASN.1 encoding rules needed by ITU-T, and is based on international information security standards (SC 27 algorithms and key management techniques)

CMS Signcryption Support �
A new SigncryptedData CMS type to support fast, small, digital signature and encryption in a single efficient operation, that provides whole document or field level confidentiality, data integrity, and origin authenticity message protection




System Heartbeat 
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Presenter
Presentation Notes
Periodic messages … 

Should monitor and document the safety, performance, and availability of telebiometric system devices to achieve policy-based quality of service goals.

Should provide information to alert system administrators of security and safety events and system changes (e.g., FAR/FMR settings, device location, aberrant behavior, etc.).

Should provide a source of derived metrics to inform the continuous improvement of a telebiometric system information security and safety management program.




Cryptographic Message Syntax 

   “a general syntax for data that may have cryptography 
    applied to it, such as digital signatures and digital  
    envelopes”  - RSA Laboratories 
 
 Defined  by RSA Security in the early 1990s 

 
  PKCS #7 (Public Key Cryptography Standard 7) 

 
  Adopted by IETF to support secure email - S/MIME 

 
  Needed in many biometric & security standards 

 
  No normative, valid, international standard exists! 
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Presenter
Presentation Notes
The ASN.1 schema in the normative version of the IETF standard is based on X.208, which has been deprecated and withdrawn. 

CMS is used in the following standards:

X9.84 Biometric Information Management and Security

ISO 19092 Biometrics – Security Framework

DoD & FBI Electronic Biometric Transmission Specification (EBTS)

DHS Biometric Enabled Watch Lists (BEWL)

ICAO Doc 9303 Machine Readable Passports

ANSI / NIST-ITL 1-2011 Biometric Data Format & Interchange Standard

OASIS XML Common Biometric Format (XCBF)

ISO/IEC 24761 Authentication Context for Biometrics (ACBio)




Signcryption CMS Type 

ID360: Global Forum on Identity 
 
Schema similar to SignedData 
 
One processing mode supports  
field-level signcryption within a 
signed object & signed attributes 
 
Attributes: Defined by any group 
with a need in any type or format 
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Presenter
Presentation Notes
A new SigncryptedData CMS message was defined in April 2012, and presented in a paper at the ID360 Global Forum on Identity conference held at the University of Texas, Austin.

Signcryption is a relatively new hybrid cryptographic primitive. 
 
Signcryption schemes “fulfill both the functions of digital signature and public key encryption in a single step, and with a cost, both in terms of  modular exponentiation and message overhead, significantly smaller  than that required by” traditional sign-then-encrypt techniques  -
 Zheng, Yuliang. (1998). 
 
The efficiencies of signcryption make it ideal for protecting information in environments constrained by bandwidth limitations (e.g.,  wireless mobile devices), high volumes of transactions (e.g., Internet  commerce), or size or cost of storage (e.g., smart cards). 

Only one example of a manifest has been defined, an xPathManifest  for use with XML instance documents. 
 
The xPathManifest object carries a value of type XPathSet, a series of  values of type XPath. 

These XPath expressions can be used to locate any  signcrypted element in any XML instance document: 
 
       XPathSet ::= SEQUENCE SIZE(1..MAX) OF XPath 
 
       XPath ::= UTF8String (CONSTRAINED BY { -- XML Path Language 2.0 -- })
 
This processing mode is ideal for use in a message wrapper that provides confidentiality protection of selected fields in an object (e.g., the biometric data element in a CBEFF template, machine readable travel document, or EBTS file), and origin authenticity and data integrity over the entire object.  Using a  message wrapper approach prevents a low skill attacker from simply removing optional signature blocks (CBEFF)  and records (EBTS) from a message.
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Summary 

Telebiometric System Heartbeat 
Need a standardized, extensible, CMS protected 
message to enable vendor neutral solutions 

 

Cryptographic Message Syntax (CMS)  
Need a modern, correct, international CMS based 
on ISO/IEC Standards | ITU-T Recommendations 

     
CMS Signcryption Support  

Need a SigncryptedData type to support the use 
of efficient ISO/IEC 29150 techniques in CMS 
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Questions? 

phil@phillipgriffin.com     +1 919 291 0019     Skype: phil.griffin 
 

Presenter
Presentation Notes
Phillip H. Griffin is an ISSA Fellow and a Certified Information Security Manager (CISM). 

He has a Master of Science in Information Technology and a BS in Computer Science, and five U.S. patents at the intersection of biometrics, information security and privacy, and RFID. 

Phil has over 15 years of experience in the development of commercial, national and international security standards. He has served in a variety of leadership roles including committee chair, head of delegation, rapporteur and editor. 

Phil has contributed to standards in ITU-T, ISO, ISO/IEC, ASC X9, INCITS T4, U.S. DoD, NIST, and OASIS. 
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