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ISO/IEC Definition of loT

..an infrastructure of interconnected
entities, people, systems and
information resources together with
services which process and react to
information from the physical world and
from the virtual world
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loT Systems and Systems of Systems

Network centric
Distributed
Data intensive

‘S ma I't’ O bJ eCtS/SySte ms (Autonomous or semi-autonomous)

M 2 IVI (Communications, transactions)

(Heterogeneous)
Some systems are Cyber and/or Socio-Technical
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Gartner Hype Cycle for the Internet of Things, 2016

‘ Event Stream Processing
Embedded Software Internet of Things Plateau will be reached in:
and Systems Security (O Machine Learning @ less than 2 years

Wide-Area IoT Networks %Enterprise Information Management Programs @ 2to 5 years

T/OT Convergence and Alignment Predictive Analytics
loT Architecture Q Low-Cost Development Boards 8 ke 1t0hyea1rz
Connected Home . more than years
loT for Customer Service € O EONF lniize el
loT Edge Architecture @ Message Queue Telemetry Transport
loT Services
loT Platform )
loT-Enabled ERP )

@ !oT Integration

Data Federation/
Virtualization Tools

E'd_ge Ana!ytics Asset Performance Management
Digital Ethics Cloud MOM Services @ MDM of Product Data
loT Business Solutions

Expectations

Things as Customers )
Operational Technology:

Infonomics
Platform Convergence

Internet of Things

Authentication Digital Twin Managed Machine-

to-Machine
Communication . i
O Licensing and Services Smart lighting
Entitlement
Management

As of July 2016

s Peak of
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The Internet of Things
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Need Industry sector
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Data Center, Cloud ...... ...... %

Hosting 0T snmytios Network Management lications

Core
IP/MPLS, Security,
QoS, Mutticast

"OU| SWa)SAS
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[ Thousands J

Field Area Network

Dozens of
Thousands

Smart Things Network
9 Extreme

Edge/

Millions
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Plus more + ZigBee-NAN (6LoWPAN)

ZrEsE *  Bluetooth LE
EEEEHL *  ZigBee
cepEi| « NFCEMV) . Thrcad (6LoWPAM) * 802.11a/b/n/ac
’ gg E: ¢ RFD ¢ iﬁwﬁw *  802.11af (white space)
%f % « WirclessHART 802.11ah & 802.11p
" § = « ISA100.11a (610WPAN)
gé + EnOcean * Wi-SUN (6LoWPAN)
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* Cellular
* 2G/3G/AG
* LTE-MTC
« 5G in the future

* Low Power Wide Area

Wireless Personal
Area Network

(WPAN)

beu| ‘pepybeg ‘aba|j00 Ausiaaiun Jnosuep-ly ‘Wswnedaq Buussuibug ABojouyss ] Jeindwo)

: (LPWAN)
: * SIGFOX
* LoRa
* Telensa
Contact range * PTC
(0-10meter) :  Short range ‘ShorUMediumrange: ~ Mediumrange | Longrange * Plus more
~ " (10-100meter) (190-1000met°f)_,: (-5-10km) | (upto100km)
.' '
»
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http://file.scirp.org/Html/1-4000110_65802.htm
http://www.scirp.org/journal/PaperInformation.aspx?PaperID=65802&#abstract
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1Mbit/ss ~100Kbit/s <10Kbit/s
Example LoRa, SIGFOX,
: . Licenced or
Spectrum Licenced Licenced .
unlicenced

@O 0090

Juemd|/apinB-sbuiyl-jo-jouisjulna doods-I'mmmy//:sdpy

Smart Connected Smart Smart Low value Smart
Example phone grid watch object tracking  meter
e . ‘ ‘
High value Smart Smart
object tracking parking  street lights
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ISO/IEC JTC 1

JTC 1 ITU IoT St-Petersburg, Russia 2018-06-05
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ISO/IEC JTC 1

e Joint committee of ISO and IEC created
in 1987 with the mandate to elaborate
standards in I'T

e 3159 published standards
* 4500 registered experts
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Technical Areas JTC1 Subcommittees and Working Groups

Application Technologies

SC 36 - Learning Technology

Cultural and Linguistic Adaptability and User
Interfaces

SC 02 - Coded Character Sets
SC 22/WG 20 — Internationalization
SC 35 - User Interfaces

Data Capture land Identification Systems

SC 17 - Cards and Personal Identification
SC 31 - Automatic Identification and Data Capture Techniques

Data Management Services

SC 32 - Data Management and Interchange

Document Description Languages

SC 34 - Document Description and Processing Languages

Information Interchange Media

SC 11 - Flexible Magnetic Media for Digital Data Interchange
SC 23 - Optical Disk Cartridges for Information Interchange

Multimedia and Representation

SC 24 - Computer Graphics and Image Processing
SC 29 - Coding of Audio, Picture, and Multimedia and Hypermedia Information

Networking and Middleware

SC 06 - Telecommunications and Information Exchange Between Systems
SC 25 - Interconnection of Information Technology Equipment
SC 38 - Cloud Computing and Distributed Platforms

Office Equipment

SC 28 - Office Equipment

Green IT

SC 39 — Sustainability for an by IT

Programming Languages and Software Interfaces

SC 22 - Programming Languages, their Environments and Systems Software Interfaces

Security

SC 27 - IT Security Techniques
SC 37 - Biometrics

Software, Processes and Systems

SC 07 - Software and System Engineering
SC40 — IT Governance and IT Management

Internet of Things

SC41 - Internet of Things and related technologies

Artificial Intelligence & Big Data

SC42 - Artificial Intelligence

Smart Cities

WG11 - Smart City

3D Scanning and Printing

WG12 - 3D Printing and Scanning

¢ JTC 1]

INFORMATION TECHNOLOGY STANDARDS
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JTC 1 Systems Integration Matrix

Version 1.2, 2017-10-08

X

SC 02 Coding

SC 06 Network

SC07 Sw&Sys
SC17 Cards ID

SC 22 Prog. Lang
SC 23 Disk

SC 24 Graphic

SC 25 Interc.

SC 27 Security

SC 28 Office Eq.

SC 29 Multimed.

SC 31 Data Cap
SC 32 Data int.
SC 34 Doc.

SC35 User Int.
SC 36 Learn
SC 37 Bio

SC 38 Midd|
SC 39 IT Sust.

SC40 Gov& M

SC41 loT

SC42 Al

WG11 Smart Cities

WG12 3D Sc. & Pr.

17
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Other JTC 1 Standards & Projects Related to IoT

Under the JTC 1 Secretariat (PAS process)
— ISO/IEC 29341 series - UPnP Device Architecture
— ISO/IEC DIS 30118 - OCF
SC27 - IT Security techniques
— NP Guidelines for security and privacy in [oT
SC31- Automatic identification and data capture
— ISO/IEC/IEEE 21450 & 21451 series Smart transducer interface for sensors and
actuators
— ISO/IEC 29161 - Data structure - Unique identification for [oT
SC38 - Cloud Computing and Distributed Platform
— ISO/IEC NP TR 23188 - Cloud computing - Edge computing landscape

£ JTCT
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JTC 1/ SC41

JTC 1 ITU IoT St-Petersburg, Russia 2018-06-05
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History

- .

* Created 2016-11

 Incorporate the projects of JTC 1/WG 7 (Sensor
Networks, created in 2010) and JTC 1/WG10
(IoT, created 1n 2014)

* First Plenary 2016-06 Seoul, Korea

INFORMATION TECHNOLOGY STANDARDS



Terms of references

Title: Internet of Things and related technologies

Scope: Standardization in the area of Internet of Things and
related technologies.

1. Serve as the focus and proponent for JTC 1's standardization
programme on the Internet of Things and related
technologies, including Sensor Networks and Wearables

technologies.
2. Provide guidance to JTC 1, IEC, ISO and other entities
developing Internet of Things related applications.

L JTC

INFORMATION TECHNOLOGY STANDARDS




JTC 1 Norway Plenary Resolution

Resolution 12 - Establishment of JTC 1 Subcommittee SC 41, Internet of Things and related
technologies
JTC 1 establishes a Systems Integration entity (see SD 24, Systems Integration Standardization

Guidelines) in the form of a new Subcommittee 41 on Internet of Things and related technologies
initially comprising the work of JTC 1/WG 7 and JTC 1/WG 10.

& JTCT
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A System Committee

Succinctly:

Works in a collaborative fashion

Maintain a holistic view of the area under its
responsibility

Communicate, socialize this view

Seek and coordinate collaborative work (SWG, joint
projects,...), with internal (ISO and IEC) and external
(SDOs) entities

May also delegate work to other internal entities

W JTCT
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~ SC41 Summary

* Published standards: 15
* Active projects under development (NWiIs

and PWI included): 12
e 25 P-members and 8 O-members

........
INFORMATION TECHNOLOGY STANDARDS



__JVI embershi P 2018-05-31

25 ‘P> Members

Australia, Austria, Belgium, Canada, China, Denmark, Finland,
France, Germany, India, Ireland, Israel, Italy, Japan, Korea,

Luxembourg, Malaysia, Netherlands, Norway, Russia, Singapore,
Sweden, Switzerland, UK, USA

8 ‘O’ Members

Argentina, Belarus, Iceland, Iran, Kenya, Mexico, Pakistan, Saudi
Arabia

284 experts registered
v JTCT
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loT SDOs and Alliances Landscape
(Vertical and Horizontal Domains)

o Manufacturing/ Vehicular/ Farming/
Home/Building |ndustry Automation Transportation Healthcare Energy Cities Wearables Agrifood
[ ™ ﬁP’:.L;,EN\ ( sercos "\ ((co1@pso ceritee /“;H_\ (onsis \ femm.\ ()
RLLE Qi ) aon 'CAR?2 CAR @ s CENELEC . .. $IEEE @
@i [ > Pl § @ esMic ’ OPC

— ¢ o l P i
CENEI‘EC Goo .iunusniiu.o‘ CENELEC 0.|EEEﬁ & @illame @ "“‘ @Mme
‘ \_/. L3 Eomecumon ClJA _,M[;J@ m "'E": OlEEE CENELEC ':H’ IEC
5CARY) &=, i il e 9-5 =
B | Seces gy | B2, | ces e
AHY \ onsort DICOM ¢ IEEE

¢ IEEE Q10-Link 54 AV | Open Automotive sienm h arfs GEEE
me o forerton _}m oD A 'ance — 't* Q' & Imksnum 0 frrert

CONSORTIUM e S CONSORTIUM 0_:\-,,""'“ Cg;;;:m-‘»:‘ CONSORTIUM

vi z owoRT e CENELEC
e P |~ | || e || || T
() " -
& AloTIO- ) & Aot \( AloTD~- /) (@ aloT) UL AlOT) & Aot {& Ao Al0T
A OSGI  PHPERCAT . . ‘
L wiance @ reTy u--w------m-—--qol x@ [‘”..‘ [d .1
ipen (';m;_‘.,, L ’forum . \ ( AIOTI @ I@Tg AIIlance ()/’”1
= o1 rroma
LoRa ot ZFORUM - Bo ““““ NB-loT
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J1 Source: AIOTI WGS3 (loT Standardisation) — Release 2.7
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A Mem be I'S hi E 2018-05-31
IEC Liaisons

SEG7, TC 1, TC 65, TC 91, TC100, TA 16, TC 124, SyC AAL, SyC Smart Cities

ISO Liaisons

TC 184, TC 211, TC 215, TC 269, TC 282/SC 2, TC 307

JTC 1 Liaisons

SCe, 17,22, 24,25,27,28,29, 31, 32, 35, 36, 37, 38, 39, 40

A Liaisons

AIM, GS1, IIC, OCF, OGC, ITU-T, INCOSE

C Liaisons

IEEE P.1931.1 (WG 5), IEEE IMS TC 9 (WG 5), SCOTT (WGS5 - under consideration)

T JTCH
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SC41 Structure (2018-05-18)

Chair
Advisory Secretariat
Group
| | | |
Vocabulary WG 3 WG 4 V:/('EI'S Use Cases
Rapporteur loT loT ol Rapporteur
Architecture Interoperability Applications
SG SG SG* SG* SG*
Reference Societal and Integration of Systems
Wearables Architecture & Human loT and Architecture
Vocabulary Factors in loT Blockchain based on loT
Harmonization Services RA

1ol (A JIEC

INFORMATION TECHNOLC ~Y LT/ NDOAR'S

ITU IoT St-Petersburg, Russia 2018-06-05

*Under Letter Ballot
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SC41 Space

sof (e || I

INFORMATION TECHNOLOGY STANDARDS

Industrial l1oT

loT
Applications
Standards

loT Framework,
& Foundationnal
Standards

Application use cases

Consumer loT

29



Foundational Standards

 ISO/IEC 30141 - Internet of Things (I0T) -
Reference architecture

* ISO/IEC 20924 - Internet of Things (I0T) -
Vocabulary (Translated in Russian)

INFORMATION TECHNOLOGY STANDARDS



~ Study Groups (1)

Edge Computing

Work completed 2017-11. TR in progress

IoT Trustworthiness

Work completed 2018-05. Project in progress. 1 NWIPs.

Industrial IoT (I1oT)

Work completed 2018-05. TR in progress. 2 NWIPs, including one from Russia
Real-Time IoT

Work completed 2018-05. 1 NWIP.

IoT Use Cases

Work completed 2018-05. Recommendations accepted. 1 NWIP,

T JTCH
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~ Study Groups (2)

Reference Architecture and Vocabulary
Work completed 2018-05. Recommendations accepted and being implemented.

Wearables

Initial work completed 2018-05. Work continuing to elaborate NWIP and explore
collaboration with IEC TC124.

Reference Architecture and Vocabulary Harmonization

Created 2018-11. Implementation strategy for recommendation of previous SG.
Societal and Human Factors in IoT Based Services

Letter Ballot to close 2018-06.

Integration of IoT and Blockchains

Letter Ballot to close 2018-06.

W JTCT
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Study Groups (3)

Context Specific Solution / System Architecture based on IoT Reference Architecture
Letter Ballot to close 2018-06.

£ JTCT

INFORMATION TECHNOLOGY STANDARDS




Version 0.5 2018-05-31
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~ Toconclude

» (Capitalizing on the excellent work done by JTC 1/WG 7 and
WGI10, SC41 has already a substantial portfolio of standards and
projects.

* Six Study Groups have successfully concluded, many with New
Work being proposed

* Five Study Groups are either operating or under consideration to
explore possible New Wok

e Since ITU-T has an A liaison with JTC 1/SC41, ITU-T experts can
and are invited to participate and contribute.

« Joint work with ITU-T entities 1s also possible.

i JTC1 ITU-T RFG 2017-11-19 %
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WG 3 Projects Status
(4 projects)

3.1 ISO/IEC 30147 EDI1 NP * NP ballot closed on 2018-04-13: Approved
Internet of Things — Methodology » Comments received at NP ballot will be
for trustworthiness of IoT reviewed and considered in WG 3 Berlin
system/service meeting.

3.2 PWI TR JTC1-SC41-1 ED1 PWI * PDTR text for comments will be submitted to
IoT Edge Computing IEC CO by 2018-05-19.

B TC
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WG 3 Projects Status
(4 projects)

33 ISO/IEC 20924 ED1 DIS
Information technology - Internet of
Things (IoT) - Definitions and vocabulary

3.4 ISO/IEC 30141 ED1 FDIS
Information technology - Internet of
Things (IoT) - Internet of Things
Reference Architecture (IoT RA)

B TC
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DIS (CDV) ballot closed on 2018-03-30.
CRM will be held during the Berlin
meeting week.

FDIS ballot has started: 2018-05-11 to
2018-07-06.



WG 4 Projects Status
(5 projects)

4.1 ISO/IEC 21823-1 EDI1 DIS * Now under DIS (CDV) ballot:
Information technology - Internet of Things DIS ballot closes on 2018-07-20.
(IoT) - Interoperability for Internet of Things
Systems - Part 1: Framework

4.2 ISO/IEC 21823-2 ED1 WD * 18" WD was circulated for
Information technology - Internet of Things comments in November 2017.
(IoT) - Interoperability for Internet of Things * (D text shall be submitted to IEC
Systems - Part 2: Network connectivity CO by 2018-10-15.

B TC
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WG 4 Projects Status
(5 projects)

43 ISO/IEC 21823-3 ED1 WD * 1 WD was circulated for
Information technology - Internet of comments in November 2017.
Things (IoT) - Interoperability for * (D text shall be submitted to IEC
Internet of Things Systems - Part 3: CO by 2018-10-15.

Semantic interoperability

B TC
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WG 4 Projects Status
(5 projects)

4.4 ISO/IEC 30140-3 ED1 FDIS * Now under FDIS ballot: FDIS
Information technology - Underwater ballot close on 2018-06-15.
Acoustic Sensor Network (UWASN) -
Part 3: Entities and interfaces

4.5 ISO/IEC 30140-4 ED1 FDIS * Now under FDIS ballot: FDIS
Information technology - Underwater ballot close on 2018-06-15.
Acoustic Sensor Network (UWASN) -
Part 4: Interoperability

B TC

INFORMATION TECHNOLOGY STANDARDS



WG 5 Projects Status
(3 projects)

5.1 ISO/IEC 30144 ED1 Sensor network NP * NP ballot closed on 2018-04-13: Approved
system architecture for power » Comments received at NP ballot will be
substations reviewed and considered in WG 5 Berlin

meeting

5.2 ISO/IEC 30142 ED1 NP * NP ballot closed on 2018-04-06: Approved
Underwater Acoustic Sensor » Comments received at NP ballot will be
Network (UWASN) -- Network reviewed and considered in WG 5 Berlin
management system overview and meeting.
requirements

B TC
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WG 5 Projects Status
(3 projects)

53 ISO/IEC 30143 ED1 NP * NP ballot closed on 2018-04-06: Approved.
Underwater Acoustic Sensor * Comments received at NP ballot will be
Network (UWASN) -- Application reviewed and considered in WG 5 Berlin
Profiles meeting.

B TC
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Future Plenary Meetings

e 2018 (the second half year): Yokohama, Japan, November
26-30 (Confirmed)

e 2019 (the first half year): China, May 26-31 (Confirmed)

e 2019 (the second half year): Russia (to be confirmed)

e 2020 (the first half year): Kista, Sweden, May
24-29(Confirmed)

e 2020 (the second half year): USA (To be confirmed)

e 2021 (the first half year): Montreal, Canada (To be
confirmed)
202 e second half year): India (To be confirmed)

IS0 JTC1
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