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. The Internet of Things (loT)




A definition of loT

“An loT is a network of interconnected, uniquely identifiable
‘Things’ which are connected to the Internet and use standard
communication protocols.

The ‘Things’ have physical or virtual representation in the digital
world, sensing/actuation capability and/or programmability
capabilities.

‘Things’ generate information, including the ‘Things’ identity,
status, location or any business, social or privately relevant
information.

The ‘Things’ offer anywhere/anytime services that exploit the
generated information through an intelligent interface with or
without human intervention’

Source: IEEE (adapted)
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The Internet of things (loT)

28 billion devices

According to the "Ericsson Mobility Report” in 2022 there will be 28 billion connected devices.

Interconnected and communicating
A Massive number of devices will be connecting and communicating through the Intemet and other (private) networks

Generating Big Data

Huge amounts of data will be collected, transmitted, analyzed and monetized
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loT will influence all areas of activity

Connected homes

Home automation, energy
management, security,
entertainment, assisted

living, wearable
technology...
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Satellite monitoring, plant
sensors, smart seeding,
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Transport, energy,
health, education,
consumer services,
government,...

Smart cities, connected
health, smart retail,
smart supply chain, ...

Industry 4.0

Cyber physical
productions systems

“The new electricity”




1. The Internet of Things (loT)

2. loT, public policy and regulation
3.




Regulation & public policy (1)
Telecoms — the loT’s “infrastructure”

Massive number of interconnected
devices

Covering all areas of activity

Data collected, transmitted, analyzed,
monetized

E-commerce, online/distance contracts

Strategic importance of personal data

Telecoms as the loT’s infrastructure
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Coverage

Low cost devices, low energy
consumption

Reliable connectivity

Higher performance (speed, latency,
jitter,...)

Public policy / coordination /
regulation

Standardization, interoperability

Numbering, addressing

Coverage, accessibility, availability,
universality

Privacy, security, copyright

Consumers’ rights




Regulation & public policy (2)
Digital transformation in telecoms

Digital transformation in telecoms

All IP networks
Public policy / coordination /
regulation

NFV, SDN, Network virtualization Divorce between network and
service (telecoms as input of more

complex product/service) Market analysis becomes more
complex

White box networking, Edge

computing New services, new bundles, OTTs

“Tight oligopolies”
New transnational players

Operators enter adjacent markets,

Sector consolidation + cross-sector
new operators

mergers (media, IT)

New revenue streams, business Enforcing national laws when
models and tariff structures operators are not physically present

‘New’ issues: Net neutrality, ...

The loT will raise old & new issues for
Public policy/regulation
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A definition of IOT

The relevance of the loT
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Measuring the loT




loT indicators for public policy /
requlation (1

Coverage




loT indicators for public policy /
regulation

Coverage




loT indicators for public policy /
requlation (3): Coverage

Mobile coverage
* 2G, 2,5G, 3G, 4G

* 5G

* LPWA (feasible/necessary ?)

Fixed coverage

* 90% of wireless traffic supported by fixed networks (Delloite)
* 60% mobile traffic offloaded on to fixed networks (Cisco)

» Short-range loT, which cover a plurality of devices (Ericsson).

IXPs, datacenters, cloud
* (feasible/necessary ?)
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loT indicators for public policy /
requlation (4

Usage

Devices, connections, subscribers, clients, traffic, revenues




loT indicators for public policy /

requlation  loT applications
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Wide area Ultra-reliability

critical Availability

applications Low latency, high data
throughput

J
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Wide area non-
critical
applications

High-connection volumes
Low traffic

Low energy consumption
Low-cost devices

\_
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Short range Typical range of less than
applications 100 m.




loT indicators for public policy /

requlation (6): networks & datasources

" Wide area 4 ™
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applications Supply side
5 5 (mobile operators)
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loT indicators for public policy /
: Indicators & challenges

requlation

Cellular LPWA
(NB loT)

© Wi-Fi, Bluethooth,
. ZigBee

. Fixed / powerline
communications

4 N

M2M-type indicators

\_ )

4 )
N.° devices, clients,

traffic, revenues
\_ J

7+ N.°of devices Y\
« Type of devices

« Type of
applications

N L., J

» Split by network (...4G;,
5G) \

» Collect data for
specific apps/devices
(e.g. connected cars ?)

Effect of eSIMS,
simultaneous/multi-
homing connectivity

 Separate P2P & M2M
mobile penetration /

\.

. N\
Transnational

corporations offering

services across borders
_J

ﬂ Partial data \

Users may not know
which devices/apps
are used (in the case
of surveys)

J
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Example: LPWA services
side data

» In 2016, ANACOM collected data from LPWA providers in Portugal
Indicators collected included: number of devices, clients, traffic and revenue

» Conclusions were, as expected:

» Significant number of devices

» Low volume of traffic per device

» Low number of (corporate) clients
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Example: connected cars
consumer surve

Figure 5.13: Features in car(s) used by household

Proportion of UKadults (24
DAE digital radio

Ability to makes and receive phone
hands free calls via.a mobile phone

Ability to stream music and other audio
content

In-built infotainment system
Automated driving features
Ability to stream apps

In-built Wi-F hotspot

Femote monitoring of the car viaa
smartphone

Mone of these but my housshold hasa
car

My housshold doss not have acar

Source: Ofcom research, 2017
Base: All adults (n = 1062)

O14: Wihich of the following features does the car (or cars] used by your household hawve? Select all that apply, even if you do not

personally use the featurs [RMULTIOODE]
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Example: Internet as Datasource
Shodan, a search engine for the thin

Source: www.shodan.io, OECD
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http://www.shodan.io/
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Conclusions

Coverage:
« Continue to collect data on fixed and mobile coverage.
» Develop 5G coverage indicators.

Compute mobile penetration for P2x and M2M separately.

Refine M2M and mobile indicators:
« 2G, 3G, 4G ... 5G.
« By application (?)
» Investigate effects of e-Sims and simultaneous/multi-homing connectivity.

Explore alternative data sources: LPWA providers, device vendors, retail outlets,
Internet sources (search engines, ...), ...

Adapt consumer/enterprise surveys to the |0T: devices, applications, new
services,...
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