Realize Innovation of Cyber-Security with Big Data

Qi Xiangdong
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|. Initiate the “black-white list” system
based on big data
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In the era of big data, 360 innovatively combines the black list and white list to construct the
new “cloud-based antivirus” system, transforming the old antivirus technology.

360 takes a leading role to initiate the “black and white list” system and cloud-based
antivirus technology, becoming the model for global Internet security software.

The leading “Cloud-based

antivirus” system of 360

Traditional VS ® ‘“Black and white list” system
antivirus ® Cloud-based antivirus
Regular upgrade of technology and constant upgrade

the virus database ® QVM Al engine
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360 cloud-based antivirus: substantially squeeze the living space
of Trojans and virus.

360 deploys over 10 thousand servers
In the Cloud Security Center

10T newly added sample data and over 50 billion times of cloud user queries from the Internet
each da

360 has the world’s largest database of

“black and white list”

The database of black list contains over 1 billion samples of malicious programs and the
database of white list contains around 50 million samples of normal files, covering the
operating systems and application software of over 99% Internet users.

360 cloud-based antivirus has dismantled the

economic foundation of Trojan industry

360 could realize the “sec-killing” of new Trojans and virus
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I1. Build the “cloud-based active defense”
system with big data
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4D active defense system (files, registry, process, and network):

Monitor suspicious Track suspicious
traffic of the intranet terminal behaviors

Network Terminal
security security
protection protection
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Big data provides “gatekeepers” with the analysis and capability
to identify malicious attacks.

Timely identify the spread of malware

Identify the different “behaviors” and “trace” of malware and normal software.

€ Malware: centralized outbreak and surging increase

€4 Normal software: slow development and curve growth

Provide criteria for judging network

security

Identify intranet attacks through abundant data traffic analysis.
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[11. Deal with APT attacks based on big data
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APT attacks:

Advanced Persistent Threat , APT

It is a advanced, long-term, and persistent attack on specific
groups and enterprises by using all loopholes and attack
methods. It is generally supported by organizations and states.

Advanced Persistent Threat
» Custom Development
with specific goals
* Various Oday
» Multiple ways of

* Highly latent
 Long-term and » Stealing secrets and
persistent attacks sabotage

» Multiple ways of » Undetectable
activation

penetrations
» Social engineering

.
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Establish the APT attack detection system based on big data
analysis.

Form abundant data resources through
sample collection and traffic monitoring

Conduct data mining with cloud storage m m

and cloud computing, and establish the model Black and
of software and network behaviors. white lists

oneypot

Monitor and prevent abnormal attacks Induction

and Visits.

Big data analysis and
computing platform

Detection and early

warning of APT
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V. Deal with fraud, harassment,
and malware with big data
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Increasingly serious network security

Mobile /
business

Mobile
shopping

oI I NN NN EEEEEEEEEEENENY

Virus, Trojans,
malware, malicious
charges, unpermitted

SMS, and secret

: network access
Mobile ennlannununnunsnnnnngan®
stocks X

Leaking/stealing of
accounts, location,
and private files.
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Personalize®
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Financial
payment
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and entertainment

Malicious sites, phishing
sites, and unauthorized
Internet access

J— :‘"t'ommunlcaflon record, contacts,
Communication - spam SMS, Smishing, harassing

calls, wire fraud, one-ring
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Gradual changes of customer needs
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On April 18, 2014, a university student of Hebei

SMS and others
14%
Game platforms
7% \
On-line second- x Search |
hand Market e :
\ unbers  €NGINES
7% _
chatting
software
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Cross-provincial wire fraud in

Guangdong

Fraudsters cheat users by fake sales of mobile phones and
motorcycle through 21 websites, and put their websites in the top
page in search sites by 100 yuan per day.

In the investigation, policemen tracked a “133...” mobile phone
number and searched key words such as “Apple”, “computer”, and

Comtarevele? ta eventitallyy 1inenaver the crithe

lost around 16000 yuan in a wire fraud by the “fake
police” and “fake court”.
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In Jun, 2014, movie
star Tang Wei lost
210000 yuan in a
wire fraud in
Shanghai
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Harassing phone calls

In the first quarter of 2014, the newly added harassing phone call
numbers reached 11.86 million;

The number of active harassing phone call numbers nationwide reached over

#xnm: ;—vssaa;.'! 2.3 million per day;

ETERNRE, ROESANATONREN
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In the first quarter of 2014, around 80 Million users labelled over 100
million tIMEeS of harassing phone calls.

Spam SMS

In the first quarter of 2014, 360 Mobile Phone Guard intercepted 20.88
billion spam SMSs, 232 million per day in average.

Users report 61.30 million spam SMSs, 681 thousand per day in
average.

ThAa raodvart O tntAarcantiam ratan AF 252N NAAKILIA DhAarnAs COriavA 160 n OOOA\



‘\’Vm?% 60 FixMZ P Inquiry, labeling and report

w 360 INTERNET SECURITY CENTER

€ 360223588 6.2 > 8 Xt =5 e IR ws (®| - O X

€| O A K || seomm El- so.com 5 v @. Q" BAO-BE-B-a-DE@3

I Y 13002930764_3602% X 7 ;
sso}wﬁ;*‘ HE ME B W B 55 B S’ ar

@ _

cé" ’13002930764 Q BE—T

e

(A

@ 13002930764 pXFEFELR BXE

AR iR S S O K641 360F HL B+ 2 AR SR I
iERIE!
shouji.360.cn/ 2014-01-24

FEEUX400NFENSHERELET E & HE O FERER

2014F172H - R"RERE"RBHEERROFINS . BRFMARSKE " RDHTRIEN4
00/~F#15: 13002930764 13468823148 15278083650 15926485749 1300505786...
& B2 b2 www.jfdaily.com/a/776983... 2014-01-02 - {158 - © 60%%FF

rremm  EEERN v @ 835%5:F OxsEEs §TE @ @ @ Q150%

MiraiE

LI D

RBER

+ BhMRiC

00196852202

o HERSIAERE 505 360FEN. D BPMC ARIEE !



Growing bundling and harassment
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Website popups-cheated Search engine-fake promotion

downloading

BEHRET: SEIPR 106 120, 108 6 EpOME BiF T
TEHERST AR

Bl @ | aeas: i @ weaisz |
e —

e (OO )

R

W B ERERErsR  WETHBE R

Bozz: BBl 1 EE  HEREHE

FConline A EEENR .

9 el

vl
HETXEEZIR
E—RE. TR

Client popups-auto

off

- KUBZEHNESSIC

SW B AIE

BHiEEW ruaaEs B

METBF trretEER M

Client popups-traps

MMEEM, BHIEEEEFEY! 151
O ;%12 45 com

— '
O _Zlanxin

© haol23
o ¢ 2l
Caw:

6t Rt BElERREET!

_LEHT'J“E:

xsag BEWIFI

WiFi 57 : DubaWiFi- S
WiFi Z2 - sensnsnans

el S B WIF |, SOmE25

-
RAWTER e

| m x

Bk

Rm  E  Es mE #E ES- #EIA

HiFIEY 27,900,000 FHER (AR 0.39 3

JEZIgsi145(24006-888-001 - xlhx.net ®

www_xlhx net/Tel-4006-888-001 ~
At rmlgre A 2, T AL RS A, A2 2404 AR 95 #4454 006-888-001

EFE =14 E 4250 - weixiuzx.com
waw. weixiuzx.comicss_2 asp?IifliiE -

A EIm BB DTIARE E R & SRERSTIREE

EHEF LA AT - bjywx.com
www_bjxjwx.com/Tel:4006-010-456 ~
hEEEEOBEEE . SibFagi B, B, il RN, A%ES

ek

www_jdwainfo/ =

FHEBERHAZR, BTEMENEA, FREESHESETH!
HEHEEEE - B SR - FRABRERRE - THICEERELMphp

Client popups-
compulswe bundling

e @EE SE
Qme - © a' ,H,e# [ 3k -
HALE D) [ C: \Program Files\V5Game\T20Browser\Application

v B=a

TP PERAES
o9 RE— iR
=] f?’l‘}l‘l*;‘éﬁiﬁiﬂ
2 =it

Lo e
2 ShHR ey

o/ N
B£8R (g m=ERPES -~ 8
ArPE: | & - EEOEE 3
= @ |0 o EwEs

rOEf » SEEE - By 501 =R




4 \
g’: /-P,j‘g 60 HEMZ£hC New contents of Internet security
NS/ 360 INTERNET SECURITY CENTER

Boycott: Pre-installation and bundling, and scampish promotion

ion

. s weee| Harassing ads and

bundled software

Seldom-used and

‘ Cleaning
‘ Warning

junk software

Fraud promotion

and malicious attacks Flooding bundled mobile phone
and PC software

Vote with mouse. Protect user’s right to know and right of choice.



s\ -
. (@) Se0EBMES
NS/ 360 INTERNET SECURITY CENTER

V. Application of big data
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Driven by the concept of “free security” of 360, China
becomes the first nation with free security and antivirus service
for users.

40 to 80 Dbillion yuan RMB in security software is
saved for Internet users each year

Intercept 130 billion spam SMSs each year
Intercept 64 Million harassing phone calls each year

Intercept 2 billion times of bundled software each year

58 billion warnings for phishing and malicious attacks
The success rate of phishing websites is 1% only.
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According to the official security report of Microsoft in 2013, the infection rate of
malware of Chinese PCs was 0.6%., 1/10 of the global average. It makes China the

nation of lowest infection.
100

In  recent years, the
infection rate of malware in
8.0 China is decline rapidly. This is

because the penetration of free

o
o

70 Worldwide security software, such as 360,
60 has played a crucial role in the

process. Currently, the
o penetration of PC security
40 software has reached 99%.

Driven by the concept of

“fee security” of 360, China
switzerland Decomes the first nation with
oo free security and antivirus

Japan service for users.
China

30

20

COMPUTERS CLEANED PER 1,000 SCANNED (CCM)

10

0.0
1Q11 2Q11 3Q11 4Q11 1Q12 2Q12

The Threat Landscape in China: A Paradox
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360 Lab against loopholes

——The largest white-hat group of -

the Eastern Hemisphere ‘ ‘(6 3602l

' -3

Discovery of loopholes of Microsoft operating system by

global security software companies. Currently, the number of loopholes
% reported to Microsoft by 360 ranks first
25 / | in the world, far ahead of traditional

/ Oon jiants as Symantec, McAfee, and
20 murope - Caspersky.
/ —FE So far, 360 has received 39 open
- / —=%E |etters of thanks, and has world-leading
0 —E# technologies in loophole discovery and
/ professional protection.

5 — 360 reports 90% of loopholes
. ﬁ ——— discovered by Chinese security

2008 2010 2011 2012 2013 2014 software companies.
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System protection and XP shield

360 initiates system consolidation, isolated protection, and other security technologies. As
the only domestic security products of loophole defense, 360 is capable of defending back-

door attacks of operating systems.
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360 keeps you safe In
Internet surfing -




