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Migration to IPv6 



OSI MODEL 
 
Application 
Presentation 
Session 
Transport 
Network 
Data Link 
Physical 
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PROTOCOLS 
 

 
HTTP, SMTP 

etc. 

TCP or UDP 
IP 

Ethernet 

IDENTIFYING 
ADDRESS 

Port Address 
and IP Address 

(or Domain 
name) 

IP Address or 
Domain name 

MAC  
Address  
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Understanding Naming and Addressing 

Fixed Telephone 

Mobile Telephone 

Internet 

Name 
(Source – Destination  

independent) 

Address 
 (Source independent –  
Destination dependent) 

E.164 Number Q.708 ISPC 

E.164 Number E.212 IMSI 

Domain Name IP Address 
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32 bit address space 
allocated 

Network Class  
Based Architecture 

Classless Inter-Domain 
Routing 

Migration from IPv4 to 
IPv6 

Use of Restrictive Policy 
by RIR for allocation 

Promoting Efficiency in Allocation of IP Addresses 

 256 Networks, 16 Million Hosts each 

 Class A (128 Networks, 16 Million Hosts each) 
 Class B (16384 Networks, 65,535 Hosts each) 
 Class C (4 Million Networks, 255 Hosts each) 

 Variable length network portion in the address 

Taking into account: - 
Scarcity of IPv4 Addresses 
Need to Maximize Aggregation  
Limit Routing Table Growth 

128 Bits, 
 3.4 X 10 ^38 Addresses 
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ITU and IPv6………… 
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ITU and IPv6 

RESOLUTION 101 (REV. BUSAN, 2014)  
Internet Protocol-based networks  

RESOLUTION 180 (REV. BUSAN, 2014)  
Facilitating the transition from IPv4 to IPv6  

RESOLUTION 63 (Rev. Dubai, 2014) 
IP address allocation and facilitating the 
transition to IPv6 in the developing countries 
ASIA-PACIFIC REGIONAL INITIATIVE 3 
Harnessing the benefits of new technologies 

RESOLUTION 64 (REV. DUBAI, 2012) 
IP address allocation and facilitating the 
transition to and deployment of IPv6 

ITU COUNCIL ITU-T and ITU-D STUDY GROUPS 

CAPACITY 
BUILDING AND 

MEMBER 
ASSISTANCES 
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 Collaboration between ITU and 
relevant Organisations  

 Raising awareness and human 
capacity building 

- e.g. ITU , APNIC, MICT Thailand, Others 

 Assist Member States with existing 
IPv6 management and allocation 
policies 

-e.g. ITU APNIC assistance in Asia-Pacific 

 Undertake detailed studies of IP 
address allocation…, both for IPv4 
and IPv6 

 Technical Standards 
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Study Group 2 

Study Group 3 

Study Group 13 

Study Group 16 

ITU-T Study Groups and IPv6 

Operational aspects of service provision 
and telecommunications management 

Tariff and accounting principles including 
related telecommunication economic and 
policy issues 

Future networks including mobile and 
NGN 

Multimedia coding, systems and 
applications 

Source: http://www.itu.int/net/ITU-T/ipv6/itudocs.aspx 

Study Group 17 IPv6 Security 
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IPv6 Related ITU-T Recommendations 

Rec. ITU-T Y.2051 - General overview of IPv6-based NGN  
Rec. ITU-T Y.2052 - Framework of multi-homing in IPv6-based NGN  
Rec. ITU-T Y.2053 - Functional requirements for IPv6 migration in NGN  
Rec. ITU-T Y.2054 - Framework to support signaling for IPv6-based NGN 
Rec. ITU-T  X.1037 - IPv6 technical security guidelines  

Source: http://www.itu.int/net/ITU-T/ipv6/itudocs.aspx 

ITU-T related work on IPv6 Security (ongoing) 

http://www.itu.int/rec/T-REC-Y.2051/en
http://www.itu.int/rec/T-REC-Y.2051/en
http://www.itu.int/rec/T-REC-Y.2051/en
http://www.itu.int/rec/T-REC-Y.2052/en
http://www.itu.int/rec/T-REC-Y.2052/en
http://www.itu.int/rec/T-REC-Y.2052/en
http://www.itu.int/rec/T-REC-Y.2053/en
http://www.itu.int/rec/T-REC-Y.2053/en
http://www.itu.int/rec/T-REC-Y.2053/en
http://www.itu.int/rec/T-REC-Y.2054/en
http://www.itu.int/rec/T-REC-Y.2054/en
http://www.itu.int/rec/T-REC-Y.2054/en
http://www.itu.int/rec/T-REC-X.1037-201310-I
http://www.itu.int/rec/T-REC-X.1037-201310-I
http://www.itu.int/rec/T-REC-X.1037-201310-I
http://www.itu.int/rec/T-REC-X.1037-201310-I
http://www.itu.int/rec/T-REC-X.1037-201310-I
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Migration to IPv6: Building 
Roadmaps, Action Plans 
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 Policy Announcements 
 
 Creation of IPv6 Task Force  
 
 Encouraging IPv6 deployment in government 
  
 Standards, Pilot tests, Interoperability etc.  
 
 Awareness and Capacity Building 
 
 Measuring Deployments and Tracking Progress 

General Approach 
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Key elements of government action 

Key elements of governmental action have included: 
 
• Establishing or supporting national IPv6 transition task forces (often in 
conjunction with multistakeholder groups or RIRs); 
 
• Establishing national “roadmaps” with benchmarks and timetables for IPv6 
deployment; 
 
• Mandating that government agencies adopt IPv6 technology for their 
networks, websites or services; 
 
• Promoting the use of IPv6 in government-funded educational, science and 
research networks; and 
 
• Promoting overall awareness of the transition through setting up websites, 
hosting workshops or forums, and setting up training programmes. 
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Governments promoting IPv6 deployment (examples) 

Taiwan, Republic of China, has announced 
a USD 1 billion budget for its “eTaiwan” 
programme, which entails a concerted joint 
effort between government and industry. 
The goal is to reach 6 million broadband 
users of IPv6 technology. 
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Governments promoting IPv6 deployment (examples) 

The United Arab Emirates has formulated an 
IPv6 roadmap, and in March 2013 it held 
two workshops to prepare the UAE and its 
Internet stakeholders for looming IPv4 
depletion; 
• The Egyptian Ministry of Communications 
and Information Technology formed a 
national IPv6 task force; 
• The Moroccan regulator ANRT has 
commissioned an IPv6 study to define a 
roadmap and is discussing a calendar for 
IPv6 deployment with the country’s main 
telecom operators; 
 

Spain – the GEN6 programme is 
developing pilot projects to integrate 
IPv6 into government operations and 
cross-border services to address 
emergency response or EU citizens’ 
migration issues. 
• Luxembourg – the Luxembourg IPv6 
Council has defined a roadmap; the main 
telecom operator has followed through 
with offering IPv6 over fibre and 
published practical steps on 
implementation for other operators. 
• Germany – the government has 
obtained a sizable IPv6 prefix from the 
RIR to completely enable its online 
citizen services infrastructure with IPv6. 
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Governments promoting IPv6 deployment (examples) 

Australian Government Information 
Management Office (AGIMO) has 
announced a transition strategy for the 
whole Australian government with a target 
completion date of 2015. AGIMO’s role in 
the government’s implementation of IPv6 
includes developing the IPv6 Transition 
Strategy and Work Plan documents, 
monitoring and reporting on agencies’ 
progress, knowledge sharing, and 
monitoring international trends. There are 
110 agencies, as named in Australia’s 
Financial Management and Accountability 
Act (FMA Act), rolling out IPv6 capabilities, 
including most of the major departments 
(Defence, Foreign Affairs and Trade, 
Human Services, Finance and 
Deregulation, etc.). 
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Governments promoting IPv6 deployment (examples) 

Promotion of IPv6 
 
IPv6 deployment and use 
 
Interagency Task Force 
 
Funding 
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Singapore: IPv6 Transition Programme 

Source: http://www.ida.gov.sg/Technology/20110414104645.aspx  

The IPv6 Transition Programme is a national effort 
spearheaded by IDA in its role as the national planner for 
Infocomm development, to address the issue of IPv4 (Internet 
Protocol version 4) exhaustion and to facilitate the smooth 
transition of the Singapore Infocomm ecosystem to IPv6 
(Internet Protocol version 6).  
 
Developed by the Singapore IPv6 Task Force, it involves a two-
pronged approach to drive IPv6 adoption in the nation as well 
as encourage the efficient use of the remaining pool of IPv4 
addresses to minimise the risks of depletion 

Developing reference 
specifications and 
transition guides 

Engaging 
stakeholders 
 

Developing 
IPv6 
capabilities 

Establishing 
an IPv6 
Marketplace 

Setting up 
IPv6 industry 
exemplars 

 
Others 
 

http://www.ida.gov.sg/Technology/20110414104645.aspx
http://www.ida.gov.sg/Technology/20110414104645.aspx
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Singapore: IPv6 Adoption Guide Report - I 

Report prepared by analysys mason and Tech Mahindra for IDA Singapore available at 
http://www.ida.gov.sg/images/content/Technology/Technology_Level1/ipv6/download/IPv6Adoption
GuideforSingapore.pdf 
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Focus areas identified in the report 
 
  Planning 
 
  Network 
  
  Applications  
 
  Skills 
 
  Services / products 

Singapore: IPv6 Adoption Guide Report - II 
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Source: OECD Presentation; Measuring Deployment of IPv6, Karine Perset 
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Preamble  
NTP-2012 recognises futuristic roles of Internet Protocol Version 6 (IPv6) and its 
applications in different sectors of Indian economy.  
 
Objectives  
Achieve substantial transition to new Internet Protocol (IPv6) in the country in a phased 
and time bound manner by 2020 and encourage an ecosystem for provision of a 
significantly large bouquet of services on IP platform.  
 
Telecom Enterprise Data Services, IPv6 Compliant Networks and Future Technologies  
To recognize the importance of the new Internet Protocol IPv6 to start offering new IP 
based services on the new protocol and to encourage new and innovative IPv6 based 
applications in different sectors of the economy by enabling participatory approach of all 
stake holders.  
 
To establish a dedicated centre of innovation to engage in R & D, specialized training, 
development of various applications in the field of IPv6. This will also be responsible for 
support to various policies and standards development processes in close coordination 
with different international bodies.  

India: NTP 2012 and IPv6 
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Infrastructure Security 



ITU Global Cybersecurity Agenda 

In 2007, ITU Secretary-General launched the Global 
Cybersecurity Agenda, an international framework for 
collaboration on Cybersecurity matters that addresses  

five main areas: 
 

  1. Legal Measures  
 2. Technical and Procedural  Measures  
 3. Organizational Structure  
 4. Capacity Building  
 5. International Cooperation  

 

 “Building confidence and  
                    security in the use of ICTs”  

2
4 



a) Access to, and use of networks and services should be restricted to 
authorized users; 
b) Authorized users should be able to access and operate on assets 
they are authorized to access; 
c) Networks should support confidentiality to the level prescribed in 
the network security policies; 
d) All network entities should be held accountable for their own, but 
only their own, actions; 
e) Networks should be protected against unsolicited access or 
operations; 
f) Security-related information should be available via the network, 
but only to authorized users; 
g) Plans should be in place to address how security incidents are to 
be handled; 
h) Procedures should be in place to restore normal operation 
following detection of a security breach; 
and 
i) The network architecture should be able to support different 
security policies and security mechanisms of different strengths. 25 

General security objectives for ICT networks 
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Five Pillars of Global Cybersecurity Agenda 

Source: http://www.ida.gov.sg/Technology/20110414104645.aspx  

http://www.ida.gov.sg/Technology/20110414104645.aspx
http://www.ida.gov.sg/Technology/20110414104645.aspx
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Cybersecurity Strategy Model 

Source: http://www.ida.gov.sg/Technology/20110414104645.aspx  

 Global Cybersecurity 
Agenda 

http://www.ida.gov.sg/Technology/20110414104645.aspx
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Critical Infrastructure 

Source: ITU-D Study Group 1 
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National Cybersecurity Strategy Process 

Source: ITU  National Cybersecurity Strategy Guide 
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Technical Solutions 

Source: ITU  National Cybersecurity Strategy Guide 
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For details, visit 
http://www.itu.int/en/ITU-
D/Cybersecurity/Pages/GCI.aspx 
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Source: http://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx 



33 Source: GLOBAL CYBERSECURITY INDEX & CYBERWELLNESS PROFILES REPORT 2015 

Global Ranking 



34 Source: GLOBAL CYBERSECURITY INDEX & CYBERWELLNESS PROFILES REPORT 2015 

Regional Ranking (Asia-Pacific 2015) 



35 Source: GLOBAL CYBERSECURITY INDEX & CYBERWELLNESS PROFILES REPORT 2015 

Regional Ranking (Asia-Pacific 2015) 
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IPv6 Infrastructure Security (ITU-T X.1037) 

Network Devices 
(Router, Switch, NAT device) 

Clients, servers, and other 
end devices  
(End Nodes, DHCP, DNS) 

Security devices such as 
firewalls and IDS Devices 
(Intrusion Detection System, Firewall) 
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Thank You 
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