
© GSMA 2014

© GSMA 2014

1

William Tse - GSMA

Building new digital services and society in M-Identity, M-

Commerce and Connected Living

© GSM Association 2015

All GSMA meetings are conducted in full compliance with the 

GSMA’s anti-trust compliance policy 



© GSMA 2014

2

About the GSMA

The GSMA represents the interests of mobile operators worldwide. Spanning more than 220 countries, 

the GSMA unites nearly 800 of the world’s mobile operators, as well as more than 230 companies in the 

broader mobile ecosystem. 

GSMA Key Initiatives

The GSMA announced in February 2014 the launch of a Vision2020 cooperative initiative, supported 

by leading mobile operators, to develop an innovative new service that will allow consumers to 

securely access a wide array of digital services using their mobile phone account for authentication. 
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“Digital dependency” is an increasing aspect of consumers’ lives

Smart cities improve quality of life:

• IoT and sensors enable dynamic  services to 

reduce traffic, crime and improves efficiency

Connected homes:

• IoT and sensors improves overall convenience, 

save time and significantly reduce utility bills

E-Health improves care quality:

• IoT and connected sensors permit 

remote monitoring and combat 

chronic disease, assisting the 

elderly and improves access 

Digital Identity improves access 

to government services:

• enhances speed and ease of 

authentication

Mobile wallet:

• enables customised offers 

and seamless payment

Quantified Me:

• personal analytics enables 

consumers to self-improve along 

multiple dimensions - health, 

wellness, use of time, etc

c

Connected 

devices

Smartphones

Wearables

Tablets 

Home 

Health

Connected cars become the 

next mobile platform:

• consumers receive seamless 

access to adaptive services

• autonomous driving improves 

safety

Voice assistants: 

• conversational user 

interface replaces 

mobile search, 

enabling contextual 

recommendations

Ambient services: 

• man-machine interaction proactively 

suggests recommendations to user 

based on context 

E-Education enables learning 

anytime, anywhere: 

• learning environment that links 

classroom with the online world

• dynamic learning provides 

immediate feedback

http://www.gfi.com/blog/wp-content/uploads/2013/05/big-data.jpg
http://www.gfi.com/blog/wp-content/uploads/2013/05/big-data.jpg
http://www.google.co.uk/url?sa=i&source=images&cd=&cad=rja&docid=NNnaXt3b4a3T8M&tbnid=zkRzZSDUJEu4vM:&ved=0CAgQjRwwADj3AQ&url=http://supportworx.iconics.com/License/Help.aspx&ei=mu8JUsnkHaeR7Aa424GQAQ&psig=AFQjCNGuNIIBgTO5oRj2o2OUKUXGZUIJ_A&ust=1376469274582902
http://www.google.co.uk/url?sa=i&source=images&cd=&cad=rja&docid=NNnaXt3b4a3T8M&tbnid=zkRzZSDUJEu4vM:&ved=0CAgQjRwwADj3AQ&url=http://supportworx.iconics.com/License/Help.aspx&ei=mu8JUsnkHaeR7Aa424GQAQ&psig=AFQjCNGuNIIBgTO5oRj2o2OUKUXGZUIJ_A&ust=1376469274582902
http://www.google.co.uk/url?sa=i&source=images&cd=&cad=rja&docid=IwCgJ6z22xL1wM&tbnid=P34UqfyHozd1ZM:&ved=0CAgQjRwwADgj&url=http://www.indiatimes.com/technology/mobile/what-next-after-the-smartphone-a-transparent-phone-61099.html&ei=Qv8JUquGKNSw7Ab2goGoBw&psig=AFQjCNHyYXruthyKkVGusYpHLaHsryhUTg&ust=1376473282731163
http://www.google.co.uk/url?sa=i&source=images&cd=&cad=rja&docid=IwCgJ6z22xL1wM&tbnid=P34UqfyHozd1ZM:&ved=0CAgQjRwwADgj&url=http://www.indiatimes.com/technology/mobile/what-next-after-the-smartphone-a-transparent-phone-61099.html&ei=Qv8JUquGKNSw7Ab2goGoBw&psig=AFQjCNHyYXruthyKkVGusYpHLaHsryhUTg&ust=1376473282731163
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GSMA had consultation process for key industry players what are 

required for industry collaboration …
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… and there is points of relevance requires industry collaboration 

to unlocking opportunities for sustained growth

These points of relevance build upon the industry collaboration requirements identified

Service authentication 

via the SIM & Mobile 

Phone

Personal Data & 

Mobile Identity

Secure Payment Digital Commerce

Device connectivity 

and services

Internet of Things & 

Connected Living

Network 

access
Network 2020

Points of 

Relevance

Prioritised in Vision 

2020

A disruptive digital future

Smart Devices Applications

Data Traffic 

explosion

Social

Networks

Disruptive 

Business 

Models

Connected

Life 24x7

Video Cloud

Mobile 

Computing

Big

Data

Mobile 

Money

Internet of 

Things

Digital Shopping 

&

Advertising

Globalization
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Four areas of collaboration have been prioritized driven from 

GSMA towards the mobile industry

DIGITAL 
COMMERCE
Enable & build the 
digital commerce 

ecosystem

CONNECTED 
LIVING

Connect the digital
and physical worlds

NETWORK 2020
Create the network

for secure, smart and 
seamless services

PERSONAL 
DATA

Become the secure 
guardians of consumer 

data

DIGITAL EMPOWERMENT

ADVOCACY

ACTION PLAN

Develop an interoperable 

web and SIM-based 

Digital Identity solution

Create standardised

B2B wallet interfaces

Develop Machine SIM 

(MIM) to enable the 

Internet of Things

Develop native operator 

IP communications

4G Evolution and 5G 

Studies

Define Internet of Things 

network requirements

Develop Mobile Money 

interoperability
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Become the secure guardians of consumer identity and data

Personal Data
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Passwords is a broken access mechanism…

Stolen passwords and security 

breaches – passwords are not a 

secure authentication 

mechanism…

… and it is hard to remember 

different and secure passwords 

for each online service leaving 

people vulnerable to online 

fraud and identity theft…

… putting the use and benefits 

of online services at risk
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… and consumers are concerned about privacy

 Privacy is knowing and having 

control over information stored and 

shared about me

 Backlash over social logins - “who 

knows what is going to show up on 

my Facebook wall”

 Lack of transparency of what is 

being stored and shared about 

users online is undermining trust in 

online services
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GSMA Introducing of Mobile Connect

 Use of mobile phone to authenticate (i.e. replace passwords)

 Easy to use and SIM based security; lots of use cases – inc second factor authentication 

 Develops into a secure way of sharing attributes which puts control back with user 

 Offered as APIs for service providers to embed into their digital services

Mobile Connect is enabled by a global network of mobile operators, uniquely 

positioned to provide trusted login and identity authentication, (via both SIM & 

non SIM-based services) on behalf of their subscribers
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“The convenient and secure universal login solution with privacy protection” 

Mobile Connect
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Mobile Connect – Basic Use Case
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Mobile Connect: How it works?

The technology behind Mobile Connect is based on the widely adopted open source 

technology of OpenID Connect. Authentication is provided by the operator or the service 

provider, with no personal data shared without the customer’s permission

SMS, USSD, SIM 

Applet, FIDO, etc
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An infinite number of use-cases across  

different levels of security

 Access to online and mobile services like entertainment, social 

networking and games

 Online approvals and permissions: e-commerce, travel, gambling 

(approve transfer of attributes, giving permission, add-to-bill)

 Enterprise security and access to VPN and corporate systems

 Banking access, account transfers and online payment approvals, 

including credit card transactions, mobile wallet

 Access to eGovernment and approvals for public services
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Market Example

Mobile BankID Norway
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Market Example

Mobile BankID Norway User Pickup
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Market Example

Mobile BankID Norway – Today

BankID with 309 merchants today in Banks, Housing and Property, Funds and Financial, 

Insurance and Pensions, Commerce and Payment, Member Organizations, Government 

Public Services, Post and Communications, Tourism, etc

(Source : https://www.bankid.no/Dette-er-BankID/her-kan-du-bruke-bankid/)
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Enable & build the digital commerce ecosystem

Digital Commerce
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Digital Commerce Market Size (Offline credit and debit cards)
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E-commerce Market Size (Online commerce)

Source : KPCB
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Today’s Broader Ecosystem Landscape and GSMA Digital 

Commerce Initiatives

Customer Value PropositionTechnical Solution

Card/Wallet 

schemes

Banks SD card or sticker

MNOs
SIM vendor 

and TSM
Banks

OTT Device with 

embedded S.E.
Banks

Users

Transport

Retail

Tickets

Compatible 

service 

provider

Simplify and homogenise current interfaces and 

processes for credential provisioning and 

management on SIMs

Engage with the digital commerce ecosystem to 

stimulate  on-boarding of service applications onto 

operator wallets

1

2

G
S

M
A

 I
n

it
ia

ti
v
e

s

Compatible 

phone
Compatible 

reader

Wallet 
provider

Secure 
Element

Issuer

3

4

Create standardised B2B wallet backend between 

MNOs and Service Providers

Develop Mobile Money interoperability
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Mobile commerce value chain for mobile industry

Key assets
Consumer value 

proposition
Industry value propositions

Mass market distribution

Secure authentication/ID 

management infrastructure

Billing and micro 

transactions network

Service lifecycle 

management

“Trusted” brand

Retail network and 

registration

Customer care

Retails

Online Commerce

Government

Transport

Consumer : 

Secure and easy 

transactions for the 

services I need

UICC +Credentials secure 

management (NFC)

Identity

Credentials

Privacy

Offline & 

Online 

Payment

Other use cases:

• Coupons

• Ticketing

• Access control
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Application Lifecycle – Payment, Ticketing, Value Added Services – engaging with verticals 

Illustration of mobile payment and wallet system

Applet/credential provisioning and lifecycle management – core enablers 

V

A

S

NFC

SIM

Applets

Service 

provider 

app

Simplified SDK to 

access applets and to 

interface with wallet 

(APIs 5)

Third party service 

existing platforms:

Loyalty

Offers

Ticketing

Payment

Banking

TSM MNO SP TSM

Proprietary 

API 

APIs

1APIs

6

Bi-directional channel: status 

updates, notifications, presentation 

data, transaction information, 

receipts, wallet trigger…

To be defined

Applet provisioning and management

Wallet Server, contents 

and credentials 

manager

APIs

3

Wallet 

App

OTA

Data access

Network/Service APIs

(Complementing the B2B Offer, objective 2)

Operator Service 

Platform

APIs

4

Identity, Messaging, location, charge to bill… Operator 

domain

Service 

Provider 

(SP) domain

APIs2: application authorisation and registration 

Till and acceptance
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Market Example

Hong Kong PCCW – Tap&Go service

Offline NFC and online wallet services
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Market Example

Alipay wallet extends from payment to more services

Investment

Money Transfer

Card Payment

Delivery Order

Movie Ticket

Travel Ticket

Supermarket

Stock Trading

E-commerce

Travel Planning

Utilities Payment

Family Money Transfer

Red Pocket 

Smart City Services

Donation 
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Market Example
Tencent Wechat supports Government offering online services to its 600M users
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Market Example

Go-To-Market approach and path from different players

E-Commerce

(Taobao/Tmall)
Alipay

Alipay Mobile 

Services

Alipay Wallet (for 

both internal and 

external services)

IM services

B2C services-

Service 

accounts 

Payment 

services

Payment for 3rd party 

app/services

Alipay – from e-commerce to internet payment , to mobile payment

Wechat– from communication services to B2C service, to payment services

MNO – going into NFC and B2C, P2P and O2O payment
Billing+ Finance 

service + NFC 

transport 

services+Traffic 

bank

Payment wallet 

services
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Connected Living

Connect the digital and physical worlds
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Cellular M2M forecasts: unlocking growth

Cellular M2M connections forecast to reach 1 billion by 2020

Forecast Global M2M Cellular Connections 

(GSMA Intelligence)

• Low power wide area network 

opportunities are enabled

• Connected consumer goods market 

grows significantly

• Government policies driving M2M

• Global Big Data analytics emerging 

rapidly

• End-to-end security being assured

• Sustainable M2M business models are 

developed

The growth leavers:
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Illustration of M2M building blocks

Data warehouse

Service Applications

Application Platform

Analytics

Device Software

Device Hardware

Cloud

Device

Enhanced Connectivity

3G, 4G, 5G, wifi, LPWA, etc

Enablers Information &

Service Providers

Identity and Security

Enablers to manage 

authentication, 

identity, secure 

device, connectivity, 

and service layers 

Home

Commerce

Health

Automobile

Production

Energy
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Trust and reliability in the mobile network are critical elements of 

success 

Efficiency issues created by scale of new 

M2M services

• Large number of devices are creating 

increasing network load and signalling 

problems (e.g. signalling storms, 

synchronous behaviours)

• Loose certification of devices is creating a 

large number of devices deployed not 

suitable for mobile network usage

• Performance issues are being faced in 

visited networks due to the behaviour of 

some permanent roaming M2M devices,  

without transparency to the home network   

• New service deployments are creating 

new requirements (e.g. global 

deployments, service awareness)

• Requests for SLAs on B2B services 

require ability to do QoS differentiation

• Innovation in business models is creating 

a need to build certain operator 

capabilities (e.g. billing)

• Multi country service launches make it 

necessary that capabilities are supported 

in home network and while roaming

New requirements emerging from 

innovation in M2M services

Enhance mobile networks  to enable 

seamless and efficient deployment of 

Internet of Things services

Exploit operator network and capabilities to 

support new requirements and increase 

value add

Deliverable 1: Define guidelines for optimal 

utilisation of the network by M2M services

Define future network requirements & 

capabilities to support M2M services

A B

1 2
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M2M is bringing new requirements for provisioning and

SIM requirements

Need for Machine SIM Need for differentiated regulatory treatment

Machine SIM commercial solution available 

and operators commit to adopt it 

Differentiated regulatory or policy  

treatment of the Machine SIM 

• Remote provisioning capabilities are 

required for:

• Large scale and global deployments

• New use cases where SIM is 

inaccessible (e.g. anti-theft car 

services, sealed devices)

• New form factors are required to support 

the new services and devices emerging 

(e.g. durability for 20 years, smaller size)

• Security is sometimes even more 

important to support services like health 

and connected cars 

• Certain regulators and governments 

impose rules and restrictions for the 

consumer market that prevent the launch 

of M2M services, for example:

• Taxation (e.g. SIM Tax)

• Permanent roaming restrictions

• Local invoicing requirements

• Branch requirements

• Proprietary remote provisioning 

solutions

Develop mobile friendly ecosystems that allow operators to be a key player in the 

Internet of Things

C

3 4
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GSMA Connected Living Initiative

To improve service delivery, reduce support costs and scale market

GSMA Connected Living – “Mobilising the Internet of Things”

Network Efficiency 

Define guidelines for 

optimal utilisation of 

the network by M2M 

services

- NW Efficiency 

Guideline

- Testing Spec

Future Network 

Define future network 

requirements & 

capabilities to support 

M2M services

- Billing & Charging

- Non-GSM 

Authentication

- E2E Security

Remote 

Provisioning 

Embedded SIM 

commercial solution 

available and becomes 

a standard

Advocacy - IoT 

Business Enablers

Differentiated 

regulatory or policy 

treatment to support 

IoT growth

Priority Ecosystem Engagement
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On the way towards new digital services and society

Key Takeaway
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Key takeaways from the industry driving in new digital services and 

society for sustainable industry growth

Relevance of 

public and 

private sectors

End User

Trust

Interoperability

To build the relevance of public and private segment use cases can 

easier for end-user education and pickup

It requires to build a new value proposition around customer trust 

giving back customers control on their identity and personal data 

It is crucial to maintain the global interoperable  of the businesses as 

we enter the digital society, such as M2M, Mobile Identity, Digital 

Commerce areas.

Reaching 

Scale
The market model is going from competitive to collaborative model 

within the industry and for reaching scale for market pickup

Cross border 

collaboration

The value chain and use cases are going in global scale. It requires for 

cross-countries collaboration for creating competitive
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For more information on GSMA Vision2020 Initiatives, please visit : 

http://www.gsma.com/

Or 

Contact : William Tse – Strategic Engagement Director (wtse@gsma.com)

Thank You

http://www.gsma.com/

