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Building new digital services and society In
Commerce and Connected Living
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About the GSMA

The GSMA represents the interests of mobile operators worldwide. Spanning more than 220 countries,
the GSMA unites nearly 800 of the world’s mobile operators, as well as more than 230 companies in the
broader mobile ecosystem.

GSMA Key Initiatives

oa PIRSONAL CONNECTED
B @

Provide sec!‘e and simple Mobilise the Internet
authentication to a range of of Things
digital services

@ DIGITAL (¢p2) NETWORK

COMMERCE 2020

Enable and build the digital Create-the network for secure, smart
commerce ecosystems and seamless services

4 & s

CONVENING THE INDUSIRY

The GSMA announced in February 2014 the launch of a Vision2020 cooperative initiative, supported
by leading mobile operators, to develop an innovative new service that will allow consumers to
securely access a wide array of digital services using their mobile phone account for authentication.



“Digital dependency” is an increasing aspect of consumers’ lives

E-Health improves care quality:

* |oT and connected sensors permit
Health remote monitoring and combat
chronic disease, assisting the
elderly and improves access

E-Education enables learning

anytime, anywhere:

* learning environment that links
classroom with the online world

» dynamic learning provides
immediate feedback

Quantified Me:

* personal analytics enables
consumers to self-improve along
multiple dimensions - health,

: : wellness, use of time, etc
Voice assistants:

* conversational user
interface replaces
mobile search,
enabling contextual
recommendations

Smértphones

1
- & S

Q@
%
o,
2
2
)
%>

Digital Identity improves access

to government services:

» enhances speed and ease of
authentication

Tablets ﬂv &
(6 © Connected cars become the
%, next mobile platform:
Mobile wallet: 2 Connected * consumers receive sear_nless
« enables customised offers devices access to adaptive services
and seamless payment  autonomous driving improves
safety
Home Smart cities improve quality of life:
Ambient services: * loT and sensors enable dynamic services to
* man-machine interaction proactively reduce traffic, crime and improves efficiency
suggests recommendations to user
based on context Connected homes:

* |oT and sensors improves overall convenience,
save time and significantly reduce utility bills

3
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http://www.gfi.com/blog/wp-content/uploads/2013/05/big-data.jpg
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http://www.google.co.uk/url?sa=i&source=images&cd=&cad=rja&docid=IwCgJ6z22xL1wM&tbnid=P34UqfyHozd1ZM:&ved=0CAgQjRwwADgj&url=http://www.indiatimes.com/technology/mobile/what-next-after-the-smartphone-a-transparent-phone-61099.html&ei=Qv8JUquGKNSw7Ab2goGoBw&psig=AFQjCNHyYXruthyKkVGusYpHLaHsryhUTg&ust=1376473282731163

GSMA had consultation process for key industry players what are

required for industry collaboration ...

With telecoms operators ... ...and across the ecosystem
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... and there is points of relevance requires industry collaboration

to unlocking opportunities for sustained growth

A disruptive digital future

Smart Devices Applications
Data Traffic Social
explosion Networks
%Sg?r?églse Connected
Modole Life 24x7 All-IP
Broadband
Video Cloud 2
Mobile Big
Computing Data
Mobile Internet of
Money Things
Digital Shopping
& Globalization

Advertising

Points of

Relevance

Network
access

Service authentication
via the SIM & Mobile

Device connectivity
and services

Secure Payment

Prioritised in Vision

2020

/ Network 2020

Personal Data &
o Mobile Identity

Internet of Things &
Connected Living

‘/ Digital Commerce

These points of relevance build upon the industry collaboration requirements identified

© GSMA 2013



Four areas of collaboration have been prioritized driven from

GSMA towards the mobile industry

b §

PERSONAL
DATA

Become the secure
guardians of consumer
data

CONNECTED

LIVING

Connect the digital
and physical worlds

DIGITAL EMPOWERMENT

NETWORK 2020

Create the network
for secure, smart and
seamless services

ACTION PLAN

Develop an interoperable
web and SIM-based
Digital Identity solution

Develop Machine SIM
(MIM) to enable the
Internet of Things

Define Internet of Things
network requirements

Create standardised
B2B wallet interfaces

Develop Mobile Money
interoperability

Develop native operator
IP communications

4G Evolution and 5G
Studies

© GSMA 2013




Personal Data

Become the secure guardians of consumer identity and data

© GSMA 2013



Passwords is a broken access mechanism...

Stolen passwords and security =~ ™ o Q s Che New Jork imes
breaches — passwords are not a TECHNOLOGY
secure authentication Russian Hackers Amass Over a Billion Internet Passwords
meChanlsm e By NICOLE PERLROTH and DAVID GELLES AUG. 5, 2014
EMAIL A Russian crime ring has amassed the largest known collection of stolen

I romox Internet credentials, including 1.2 billion user name and password
- combinations and more than 500 million email addresses, security

... and it is hard to remember researchers say.

[ - The records, discovered by Hold Security, a firm in Milwaukee, include
d Iffe rentan d secu re. p aSSWC_) rd S e confidential material gathered from 420,000 websites, including household
for each online service leaving Siép  nemes and small ntemet sites Hold Security has a history o uncovering

significant hacks, including the theft last year of tens of millions of records

people vulnerable to online from Adobe Systems.
fraud and identity theft...
|
I\\ Adobe
... putting the use and benefits
of online services at risk EVERNOTE

ebyn
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... and consumers are concerned about privacy

© GSMA 2013

Privacy is knowing and having
control over information stored and
shared about me

Backlash over social logins - “‘who
knows what is going to show up on
my Facebook wall”

Lack of transparency of what is
being stored and shared about
users online is undermining trust in
online services

GIGACOM EVENTS  RESEARCH S|

Cloud Data Media Mobile Science & Energy Social & Web

More than 20,000 people are
now suing Facebook in Europe
over privacy

David Meyer

¥® 2 Comments L f [in| 6 +1 o4
Aa

An Austrian “class
action” suit against the social
network is proving very successful in
picking up participants — so much so
that the suit's organizers will soon
impose a cap so they can process
applications.




N

GSMA Introducing of Mobile Connect mobile
connect

Mobile Connect is enabled by a global network of mobile operators, uniquely
positioned to provide trusted login and identity authentication, (via both SIM &
non SIM-based services) on behalf of their subscribers

. Use of mobile phone to authenticate (i.e. replace passwords)

. Easy to use and SIM based security; lots of use cases — inc second factor authentication

. Develops into a secure way of sharing attributes which puts control back with user

':I Mobile Connect Log-n

. Offered as APIs for service providers to embed into their digital services
\

MOBILE CONNECT FOR:

ACCESS TO SECURE SIM, ~ DECADES OF EXPERIENCE ~ PRIVACY PROTECTION
PART OF EVERY PHONE  IN'SECURE MANAGEMENT ~ BUILT INTO THE RULES

OF CUSTOMERS"DATA - THAT REGULNTE UPERATORS peThil EDUCATION  HEALTHCARE  FINANCE  UTILITIES MORE...

© GSMA 2013
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| n .
Mobile Connect mobile e
connect

“The convenient and secure universal login solution with privacy protection”

© GSMA 2013
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Mobile Connect — Basic Use Case

MOBILE CONNECT IN AGTION

Step 1 Step 2 Step 3 Step 4
Register or log-in using Enter your Authenticate with You're in!
your existing network mobile number your mobile Securely and
connection conveniently

To stit using Mot Convect, we st
et 10 CPecK Which COeecr YU Bl Wi,

Sarply Sell L your mobi b oF selct

©GSMA 2014



Mobile Connect: How it works?

The technology behind Mobile Connect is based on the widely adopted open source
technology of OpenlID Connect. Authentication is provided by the operator or the service
provider, with no personal data shared without the customer’s permission

AR
MG . TO
DESKTOP LOGIN ONLINE
ormomLe  REQUEST o ™ openid Connect
AUTHENTICATION
REQUEST

SMS, USSD, SIM
*n Applet, FIDO, etc

prone LAy Elre GperaTors



An infinite number of use-cases across
different levels of security

m Access to online and mobile services like entertainment, social
networking and games

Online approvals and permissions: e-commerce, travel, gambling
(approve transfer of attributes, giving permission, add-to-bill)

Enterprise security and access to VPN and corporate systems

Banking access, account transfers and online payment approvals,
including credit card transactions, mobile wallet

Access to eGovernment and approvals for public services




Market Example
Mobile BankID Norway

Electronic ID solution for secure identification and online signature based
on Public Key Infrastructure (PKI) and SimToolKit (STK) I“ telenor

Secure element in the SIM (PKI)

=y =4
The ID is linked to customers Social Security Number and each customer TELE2Z

has been identified with passport or drivers license
' NetCom

Developed by Telenor and DNB (Bank) after Telenor had attempted to
launch/issue IDs alone 1999-2006. Merged DNBs and Telenors e-ID
solutions — the “best of both worlds”.

Offered and issued by Norwegian banks

TDC

Examples of usage:
Internet Banking
Changing your address with the postal service
Purchase of or access to fund and pension services
Applying for a loan
Filing tax papers
Payment verification (Visa & Mastercard 3D secure)




Market Example
Mobile BankID Norway User Pickup

GOOO00
COD000
400000
300000 - ,‘telenor
r 2 new ETouns of
TelEnor banks
munches with
CME and
200000 ,
I——
0
A kEErEEE RS a s '- o i - = =i er
Ej ""'--:"Ej- .:-'rj =...1.E‘




Market Example
Mobile BankID Norway — Today

BankID today
WA 260 457 (> 0.6 Q 309
The number of transactions so far today = The average number of transactions per. second Number of merchants using BankID
iii 3279728 |___| 670325 0‘-‘ Status
Persons with BanklD Persons with BankID for mobile phones Click here to see the operating status

Mobile BanklD is offered by all operators in Norway

About 520.000 subscribers use Mobile BankID
(Telenor 365.000)

— That is more than 10% of the population of Norway (currently
adding 4%-points a year)

About 85% growth in #users last 12 months

— Telenor has spent NOK 0,- on marketing in 2014
— 2 SMS campaigns in 2013

Mobile BankID customers on average make 11
transactions per month

BankID with 309 merchants today in Banks, Housing and Property, Funds and Financial,
Insurance and Pensions, Commerce and Payment, Member Organizations, Government
Public Services, Post and Communications, Tourism, etc

(Source : https://www.bankid.no/Dette-er-BanklD/her-kan-du-bruke-bankid/)

©GSMA 2014



GSMmA.

Digital Commerce

Enable & build the digital commerce ecosystem



Digital Commerce Market Size (Offline credit and debit cards)

Purchase Volume

Global Cards in Circulation by Card Type ($Tril.)
Credit & Debit 2014 == 2013 == 2014
Brand Share UnionPay Debit g
UnionPay 52.00% \{isa Debft e
——Visa 30.14% . Visa Credft —
MasterCard 15.14% UnionPay Credft —
A 1.18% MasterCard Credit s s
fex : oo MasterCard Debit s
J[.:B - 0.83% Amer. Exp. Credit ¢ >
Diners/Disc.  0.60% s ok B RENE
©2015 The Nilson Report Diners/MDisc. Credit S 2015 The Nilson Report

1.0 2.0 3.0 40



E-commerce Market Size (Online commerce)

Gross Merchandise Value (GMV), 2014...
Measured by Top 5 Global Public E-Commerce Companies

I ey
$350 —— —eBay $350

$300 -— —Alibaba / Taobao —---------————------ e $300

= JD.com

§260 - oo e $250

$200 ~—-mmmm oo $200

GMV ($B)

L . —— B, i B e 1y
1 | L $100

§50 - N 11

$0 . $0

1995 1997 1999 2001 2003 2005 2007 2009 2011 2013

Source : KPCB
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Today’s Broader Ecosystem Landscape and GSMA Digital
Commerce Initiatives

Wallet Secure I
: Issuer :
provider Element .
A A A |
4 Y4 N\~ A 1
U v VTR VT A S S T T e — y
| MNOS SIM vendor Banks % card/Wallet i - Compatible '\ Compatible |} Compatible: |
and TSM \ + schemes ' i i Phone i reader i service i Users |
| | Visa Voo 2 \i provider it ‘.
| \ n o g y by Ly '.
I \ @ L 11 SONY |
L OTT Device with Banks \ ., i Vo \
i +embedded S.E.+ + R S nexus ! i '
| p— ; ; P \ ' ; i i
= = X / / fo /| ! i /
A amne TS Em ] & | /A
;::::::::::::::::::::::::::::::::::::::::::::-::::::::::::_'\ /,' ,.' : :' ' CHveERCOM> | ', .e. fT;?tii:&r;n ¥ /
. Banks SD card or sticker | P i ! iy !
i ‘\‘ ! . - ':' i ',' : 1':, ," "’ l,'l" :"
ot MO Samisk ;4 Alipay [ Suse I [/ Tickets /]
: M 1S ;o / R H i i !
| @ BARCLAYS ;o / L TC i il ticketmaster N i
. Simplify and homogenise current interfaces and ' Create standardised B2B wallet backend between
processes for credential provisioning and MNOs and Service Providers
management on SIMs
@ Engage with the digital commerce ecosystem to @ Develop Mobile Money interoperability

stimulate on-boarding of service applications onto
operator wallets

©GSMA 2014



Mobile commerce value chain for mobile industry

Consumer value "
Key assets . Industry value propositions
proposition

Secure authentication/ID
management infrastructure Consumer :

Secure and easy
transactions for the
services | need

Online

Payment Online Commerce

i |dentity Transport
~ Credentials

UICC +Credentials secure
management (NFC)

Billing and micro
transactions network

“Trusted” brand

Mass market distribution

Privac
y Government

Retail network and

registration Other use cases:

+ Coupons
+ Ticketing
« Access control

Customer care
Service lifecycle
management

©GSMA 2014




lllustration of mobile payment and wallet system

Service .
Operator B Network/Service APIs Identity, Messaging, location, charge to bill...
L) (SP) domain (Complementing the B2B Offer, objective 2)
Operator Service APIs
Platform 4
- Data access
[ ] T-
Application Lifecycle — Paymient, Ticketing, Value Added Services — engaging with |verticals

pSriCIil(;::r Wallet Server, contents 4 Third part .

and credentials  EEEE— 3 s 'Irt' bar ?/ ;eI’VIC(?

manager s exis |nLg05aa|1tyorms.

Simplified SDK t Bi-directional channel: status Offers
access applets anq to updates, notifications, presentation Ticketing
interface with wallet data, transaction information,

(APIs 5) Proprietary receipts, wallet trigger... Paym_ent
il Tobedefined~=~""""""""""""7 Banking

API
Applets
APIs2: application authorisation and registration
Applet/credential provisioning and lifecycle management — core enablers
OTA
S TSM MNO AFl"S — SP TSM
6

Applet provisioning and management
I A l
<

—>
Till and acceptance

©GSMA 2013
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Market Example
Hong Kong PCCW — Tap&Go service

Offline NFC and online wallet services

- B

Pay at all pay,, readers

@ Online Purchase

Top-up by
credit card

Money transfer to
family & friends

1/5 %A S—— 2]
' \_J &/ ‘_(ﬁgj\ Cash top-up @ .

HKT 1010 m

Joming s

© GSMA 2013
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Market Example

Alipay wallet extends from payment to more services

Investment ———> (%)

Money Transfer

Card Payment ———>

Delivery Order

Movie Ticket ———> &

Travel Ticket

Supermarket —>  ur

Stock Trading

E-commerce —>

it

Travel Planning

© GSMA 2013 &
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<— Utilities Payment

N

E’

Family Money Transfer

<— Red Pocket

i

Smart City Services

<— Donation



Market Example
Tencent Wechat supports Government offering online services to its 600M users

Shanghai Government
Services Provided via

WeChat
Hospital 5 8 o = Pay Electricity /
Appointment ERES B B KB < Water Bill
Pay Natural
Yy 5 & = f A Passport
Gas Fee , : . o
S i HRETE — ERPREE < Applications
Obtain Taiwan < <
Travel Docs R il — Driving Violations
AEEITE  BREEES  BTLEEE < Look Up
ASm;%t"l;?:lt] t <« o & Weather / Library
PP WakE Eixs HHEH < Search
Property Tax 5 Fapiao (Receipt)
Lookup — ' Management

BErERMNER S22ERER

© GSMA 2013



Market Example
Go-To-Market approach and path from different players

MNO - going into NFC and B2C, P2P and O20 payment

Billing+ Finance

= . service + NFC Payment wallet
| PCCW transport o
= 5% _ _ services
services+Traffic

bank

Alipay — from e-commerce to internet payment , to mobile payment
E-Commerce : Alipay Mobile
Wechat— from communication services to B2C service, to payment services

? _ B2C services- Payment Payment for 3" party
Q IM services Service services app/services
accounts

©GSMA 2014

Alipay Wallet (for

Alipay.com

both internal and
external services)




The Connected Life by 2020

2020

a4 Total Addressable Opportunity For

Mobile Network Operators in 2020
2013

112 =11liTelg

e 2020 _ _
Billion covces™™ T 10.5 Bllllon$ l - l
Connected

Connected Devices
Devices 2013

6.9 Biillion Trillion

Connected Devices
(/ 2020 Addressable opportunity for MNO's in selected vertical

! s%clors

Hoaltty Automotive

$20.6 Billion $164 Billion frare Cithen-

35:§?§!l3ilﬁc>rl
Conaumer slectronics (exec.

Hondzats, FC sl optops & Qth 2mM

rﬁ')l.“) -

$70.8 Billion 5 Bt

PCaiLa N

s 350§

“GSMA def

America ‘ )
t Handsets/Tablets STH3 Riltion,
et o] $ 337 Billion
Nition of Smart Cities - = — — - e

Source: Machina Research August 2014

ip &

Connected Living

Connect the digital and physical worlds
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Cellular M2M forecasts: unlocking growth
Cellular M2M connections forecast to reach 1 billion by 2020

Forecast Global M2M Cellular Connections The growth leavers:
(GSMA Intelligence)

* Low power wide area network

- e oot et opportunities are enabled
2016.20 CAGR 456
E a0 o « Connected consumer goods market
"E 1600 Stimulated growth grOWS Slgnlflcantly
g 0 201820 CAGR 40%
© « Government policies driving M2M
1000 Current trajectory . . .
201520 CAGR2S¥ » Global Big Data analytics emerging
SOO rapidly
600
a0 « End-to-end security being assured
200
.  Sustainable M2M business models are
20000 20m 2012 2003 2004 2005 2006 20017 20018 2019 2020 deVEIOped

Figure 1: Cellular M2M connections forecast scenarios
Source: GSMA Intelligence

© GSMA 2013
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lllustration of M2M building blocks

©GSMA 2014

-

.

Enablers

Identity and Security

Enablers to manage
authentication,
identity, secure
device, connectivity,
and service layers

~

\_

Cloud

Service Applications
Application Platform
Analytics
Data warehouse

/ Information & \

((e) () (9)
é LTE/5G @ LTE-M ‘

LPWA

4 )
Enhanced Connectivity
3G, 4G, 5G, wifi, LPWA, etc
\. J
( _ )
Device

Device Software -

-
\ Device Hardware )

ﬂlf‘m-

Smart Smart Smart
Watch Cloth Glass

Service Providers
Home
el
Commerce
it "
1O W &
Health
NG
Automobile

& H A

Production




Trust and reliability in the mobile network are critical elements of

SUCCEeSS

Efficiency issues created by scale of new
M2M services

« Large number of devices are creating
increasing network load and signalling
problems (e.g. signalling storms,
synchronous behaviours)

» Loose certification of devices is creating a
large number of devices deployed not
suitable for mobile network usage

» Performance issues are being faced in
visited networks due to the behaviour of
some permanent roaming M2M devices,
without transparency to the home network

Enhance mobile networks to enable

seamless and efficient deployment of
Internet of Things services

Deliverable 1: Define guidelines for optimal
utilisation of the network by M2M services

© GSMA 2013

New requirements emerging from
innovation in M2M services

New service deployments are creating
new requirements (e.g. global
deployments, service awareness)
Requests for SLAs on B2B services
require ability to do QoS differentiation
Innovation in business models is creating
a need to build certain operator
capabilities (e.g. billing)

Multi country service launches make it
necessary that capabilities are supported
in home network and while roaming

Exploit operator network and capabilities to

support new requirements and increase
value add

Define future network requirements &
capabilities to support M2M services



M2M is bringing new requirements for provisioning and
SIM requirements

Need for Machine SIM Need for differentiated regulatory treatment
« Remote provisioning capabilities are » Certain regulators and governments
required for: impose rules and restrictions for the
« Large scale and global deployments consumer market that prevent the launch
* New use cases where SIM is of M2M services, for example:
inaccessible (e.g. anti-theft car « Taxation (e.g. SIM Tax)
services, sealed devices) « Permanent roaming restrictions
* New form factors are required to support » Local invoicing requirements
the new services and devices emerging « Branch requirements
(e.g. durability for 20 years, smaller size) * Proprietary remote provisioning
« Security is sometimes even more solutions

important to support services like health
and connected cars

Develop mobile friendly ecosystems that allow operators to be a key player in the

Internet of Things

Machine SIM commercial solution available ° Differentiated regulatory or policy
and operators commit to adopt it treatment of the Machine SIM

©GSMA 2013
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GSMA Connected Living Initiative
To improve service delivery, reduce support costs and scale market

GSMA Connected Living — “Mobilising the Internet of Things”

Network Efficiency

Define guidelines for
optimal utilisation of
the network by M2M

services

- NW Efficiency
Guideline
- Testing Spec

|

Future Network

Define future network
requirements &
capabilities to support
M2M services

- Billing & Charging
- Non-GSM

Authentication

- E2E Security

Remote
Provisioning

Embedded SIM
commercial solution
available and becomes
a standard

|

Advocacy - loT
Business Enablers

Differentiated
regulatory or policy
treatment to support

loT growth

|

Priority Ecosystem Engagement

© GSMA 2013
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GSMmA.

Key Takeaway

On the way towards new digital services and society




Key takeaways from the industry driving in new digital services and
society for sustainable industry growth

End User
Trust

Reaching
Scale

Relevance of
public and
private sectors

Cross border
collaboration

Interoperability

©GSMA 2014

It requires to build a new value proposition around customer trust
giving back customers control on their identity and personal data

The market model is going from competitive to collaborative model
within the industry and for reaching scale for market pickup

To build the relevance of public and private segment use cases can
easier for end-user education and pickup

The value chain and use cases are going in global scale. It requires for
cross-countries collaboration for creating competitive

It is crucial to maintain the global interoperable of the businesses as
we enter the digital society, such as M2M, Mobile Identity, Digital
Commerce areas.
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GSMmA.

For more information on GSMA Vision2020 Initiatives, please visit :
http://www.gsma.com/

Or

Contact : William Tse — Strategic Engagement Director (wtse@gsma.com)

Thank You

©GSMA 2014
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