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Three faces of soc-med

• Socmeds access user-data

• Socmeds as OTT

• Power and Security Paradox in Socmeds
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Mobile-Apps access to User Data
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Privacy Issues in Soc-meds apps
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Data Protection Laws of the World Handbook (2014): 
http://www.dlapiperdataprotection.com
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Socmed-OTT impacts on Network Operators
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Forecast: As OTT services gain a foothold 
operators core voice/text revenues are at risk

Lower SMS use = lower SMS revenue

Lower demand for SMS = Lower plan/tariff 
revenue as customers move to lower value plans

Operators become ‘pipes’ as OTT services 
become primary means of communications

Operators cannot monetise their position as 
trusted, mass market consumer brands

1

2

3 Lose customer relationship

Lower SMS revenue

Lower plan/tariff revenue

Future voice, messaging and 
VAS revenues at risk

OTT messaging starts to 
substitute SMS

Ref: Ovum, 2012, Counteracting the social messaging threat



Power Paradox of Socmed

• Big data is touted as a powerful tool that enables its users to view a 
sharper and clearer picture of the world. For example, many Arab 
Spring protesters and commentators credited social media for 
helping protesters to organize. 

• But big data sensors and big data pools are predominantly in the 
hands of powerful intermediary institutions, not ordinary people. 
Seeming to learn from Arab Spring organizers, the Syrian regime 
feigned the removal of restrictions on its citizens’ Facebook, Twitter, 
and YouTube usage only to secretly profile, track, and round up 
dissidents.
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Neil M. Richards & Jonathan H. King, Three Paradoxes of Big 
Data, 66 STAN. L. REV. ONLINE 41 (2013). 



Socmed war in Indonesia’s election 2014
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Issues to be addressed in Policy 
Frameworks

1. User data and privacy must be protected.
– In the case of lack awareness about privacy, proactive efforts by 

the government and regulators is required

2. Socmed OTT issues:
– Fair revenue-sharing between socmed OTT and network 

operators, to ensure sustainability in network development.

– Encourage the development and use of domestic OTT.

3. Government must have control to maintain all national 
interest and national sovereignty related aspects. 
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