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CYBERWELLNESS PROFILE  
NEW ZEALAND  

 

 

BACKROUND 

Total Population: 44 610 000 
(data source: United Nations Statistics Division, December 2012) 

Internet users, percentage of population: 82.78% 
(data source: ITU Statistics, December 2013) 

  

1. CYBERSECURITY 
 

1.1 LEGAL MEASURES 
 

1.1.1  CRIMINAL LEGISLATION 

Specific legislation on cybercrime has been enacted through the following instrument: 

- 248-259 Crimes Act 1961. 

 

1.1.2  REGULATION AND COMPLIANCE 

Specific legislation and regulation related to cybersecurity has been enacted through the following instruments: 

- Electronic Transaction Act                                   - Electronic Data Safety Bill          

- Unsolicited Electronic Messages Act                                                                               - Electronic Identity Verification Bill  

- Government Communications Security Bureau Act                  

- The Telecommunications (Interception Capability and Security) Act. 

      

1.2 TECHNICAL MEASURES 

 

1.2.1 CIRT 

The New Zealand National Cyber Security Centre (NCSC) is the national CIRT responsible for enhanced services to 

government agencies and critical infrastructure providers to assist them to defend against cyber-borne threats.  

 

1.2.2 STANDARDS 

Standards New Zealand is the nationally recognized agency responsible for implementing internationally recognized 

cybersecurity standards. 

 

1.2.3 CERTIFICATION 

There is no nationally recognized body in New Zealand for certification and accreditation of national agencies and 
public sector professionals.  
 
1.3 ORGANIZATION MEASURES 

 

1.3.1 POLICY 

New Zealand's Cybersecurity Strategy is the officially recognised strategy document in place to ensure a systematic 
government-level response to various cyber threats to national security. 

1.3.2 ROADMAP FOR GOVERNANCE 

There is no officially recognised roadmap for cybersecurity in New Zealand. 

 

1.3.3 RESPONSIBLE AGENCY  

The agency responsible for overseeing the implementation of New Zealand's Cybersecurity Strategy is the 

Government Communications Security Bureau (GCSB).  

http://unstats.un.org/unsd/demographic/products/socind/default.htm
http://www.itu.int/ITU-D/ict/statistics/
http://www.legislation.govt.nz/act/public/1961/0043/latest/DLM327382.html
http://www.legislation.govt.nz/act/public/2002/0035/latest/DLM154185.html
http://www.legislation.govt.nz/bill/member/2012/0087/latest/DLM4881902.html
http://www.legislation.govt.nz/act/public/2007/0007/latest/DLM405134.html
http://legislation.govt.nz/bill/government/2011/0323/latest/DLM1777802.html
http://www.legislation.govt.nz/act/public/2003/0009/latest/DLM187178.html
http://www.legislation.govt.nz/act/public/2013/0091/latest/DLM5177923.html
http://www.ncsc.govt.nz/about-us/
http://www.standards.co.nz/
http://www.dpmc.govt.nz/sites/all/files/publications/nz-cyber-security-strategy-june-2011_0.pdf
http://www.dpmc.govt.nz/sites/all/files/publications/nz-cyber-security-strategy-june-2011_0.pdf
http://www.gcsb.govt.nz/
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1.3.4 NATIONAL BENCHMARKING 

The GCSB Annual Report and Compliance Report are the nationally recognised benchmarks for cybersecurity in New 

Zealand.  

 

1.4 CAPACITY BUILDING 

 
1.4.1 STANDARDISATION DEVELOPMENT 

Unitec is home to New Zealand’s first Cybersecurity Centre which is the officially recognized national or sector-

specific research and development (R&D) program/project for cybersecurity standards, best practices and guidelines 

to be applied in either the private or the public sector. The University of Waikato has a group known as Cyber 

Security Researchers of Waikato (CROW). 

 

1.4.2 MANPOWER DEVELOPMENT 

GCSB provides various educational and professional training programs in order to raise awareness with the general 

public, promoting cybersecurity courses in higher education and promoting certification of professionals in both 

public and private sectors throughout New Zealand. 

 
1.4.3 PROFESSIONAL CERTIFICATION 

There is no record of the number of public officers that are certified in cybersecurity.   

 

1.4.4 AGENCY CERTIFICATION 

New Zealand does not have any certified government and public sector agencies certified under internationally 

recognized standards in cybersecurity. 

 

1.5 COOPERATION 

 

1.5.1 INTRA-STATE COOPERATION 

To facilitate sharing of cybersecurity assets across borders or with other nation states, New Zealand (NCSC) partners 

with the following International organizations: 

- CPNI                    - GovCertUK                    - US CERT             - CCIRC                      - CERT Australia.  

 

1.5.2 INTRA-AGENCY COOPERATION 

New Zealand has officially recognized national or sector-specific programs for sharing cybersecurity assets within the 

public sector through the (NCSC)’s partnership with the following: 

- Department of Internal Affairs                           - New Zealand Police 

- Ministry of Business, Innovation and Employment - Domain New Commission. 

  

1.5.3 PUBLIC SECTOR PARTNERSHIP 

The (NCSC) partners with a range of organisations from the private sector such as: 

- Netsafe           - InternetNZ       - Connect Smart  - New Zealand Internet Task force.  

 

1.5.4 INTERNATIONAL COOPERATION 

New Zealand participates in several cybersecurity activities with APCERT.  

 

 

 

2 CHILD ONLINE PROTECTION 

http://www.nzic.govt.nz/assets/Publications/GCSB-Annual-Report-2012.pdf
http://www.nzic.govt.nz/assets/Publications/Review-of-compliance-at-the-GCSB.pdf
http://www.unitec.ac.nz/career-and-study-options/computing-and-information-technology
https://crow.org.nz/
https://crow.org.nz/
http://www.gcsb.govt.nz/
http://www.ncsc.govt.nz/about-us/
http://www.cpni.gov.uk/
http://www.cesg.gov.uk/policyguidance/GovCertUK/Pages/index.aspx
https://www.us-cert.gov/
http://www.publicsafety.gc.ca/cnt/ntnl-scrt/cbr-scrt/ccirc-ccric-prtnrs-eng.aspx
https://www.cert.gov.au/
http://www.ncsc.govt.nz/about-us/
http://www.dia.govt.nz/
http://www.police.govt.nz/
http://www.mbie.govt.nz/
http://dnc.org.nz/
http://www.ncsc.govt.nz/about-us/
http://www.netsafe.org.nz/
https://internetnz.nz/
http://www.connectsmart.govt.nz/about/more-about-cyber-security/
http://www.nzitf.org.nz/
http://www.apcert.org/
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2.1 NATIONAL LEGISLATION  

Specific legislation on child online protection has been enacted through the following instruments: 

- Sections 124 and 131B of the Crime Act. 

- Sections 3, 127 of the Films, Videos and Publications Classification Act. 

  

2.2 UN CONVENTION AND PROTOCOL 

New Zealand has acceded, with no declarations or reservations to articles 16, 17(e) and 34(c), to the Convention on 

the Rights of the Child. 

New Zealand has acceded, with no declarations or reservations to articles 2 and 3, to the Optional Protocol to The 

Convention on the Rights of the Child on the Sale of Children, Child Prostitution and Child Pornography. 

 

2.3 INSTITUTIONAL SUPPORT 

The following institutions are responsible for child online protection: 

- (NCSC) 

- The Privacy Commissioner 

- The Police of New Zealand  

- The Department of Internal Affairs. 

 

2.4 REPORTING MECHANISM 

NCSC provides the number (04) 498-7654 and a report to be completed in its website. 

----------------------------------------------------------------------------------------------------------------------------------------------------------- 

DISCLAIMER: Please refer to http://www.itu.int/en/Pages/copyright.aspx 

More information is available on ITU website at http://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx 

Last updated on 22st January 2015 

http://www.legislation.govt.nz/act/public/1961/0043/latest/DLM327382.html
http://www.legislation.govt.nz/act/public/1993/0094/latest/DLM312895.html
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ohchr.org/Documents/ProfessionalInterest/crc-sale.pdf
http://www.ncsc.govt.nz/about-us/
http://privacy.org.nz/
https://www.police.govt.nz/
http://www.dia.govt.nz/
http://www.ncsc.govt.nz/about-us/
http://www.itu.int/en/Pages/copyright.aspx
http://www.itu.int/en/ITU-D/Cybersecurity/Pages/default.aspx

