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Final Report
Introduction
ITU organized a workshop on IPv6 at ITU Headquarters in Geneva, September 4-5, 2008, as a result of proposals made by ITU Member States during ITU-T Study Group 3 and lather supported by Study Group 2 meetings in March and May 2008. Almost 150 participants took part, from over 45 countries as well as a number of RIRs, the private sector and other organizations. 
In line with the activities undertaken by ITU-T Study Group 2 and Study Group 3, the main purpose of the workshop was to address the questions raised in Study Group 3 - Contribution 30 and its addendum on the economic aspects of IP address allocation, as well as to raise awareness regarding the importance of and opportunities related to the deployment of IPv6.  Further, to answer key questions related to international public policy issues on the migration from IPv4 to IPv6, including identifying work items for future ITU’s standardization related work, and requirements for ITU’s technical and capacity building assistance to developing countries. 

The workshop brought together specialists from ITU Member States, Sector Members, regulators, and policy-makers, to key players in the management of IP addresses, and Internet Service Providers (ISPs) and private sector representatives. 
The final programme of the workshop, all presentations and other information available to the participants are available at: http://www.itu.int/ITU-T/worksem/ipv6/200809/  
The workshop was co-chaired by Mr. Nabil Kisrawi, Permanent representative to ITU of Syria and Chairman of the Arab Permanent Standardization Group and Mr. Detlef Eckert, Advisor, European Commission (EC).
Opening Session 

Mr. Malcolm Johnson, Director of the Telecommunication Standardization Bureau, officially opened the meeting and welcomed the participants. He also thanked Mr. Kisrawi and Mr. Eckert and expressed his appreciation for their willingness to chair this event.
Mr. Johnson’s substantive remarks stressed the importance of furthering the discussions related to the implementation of IPv6, stating that the workshop was organized in order to foster dialogue and international cooperation.

He continued by mentioning that ITU, through its membership, can provide a concrete contribution to the international community, by bringing the added value of a forum composed of 191 governments and more than 700 private sector entities as a unique mechanism for a consensus-based approach for the deployment, management and policy making strategies of IPv6.

Mr. Kisrawi and Mr. Eckert, co-chairmen of the workshop, also welcomed the participants. They appreciated the initiative to organize this event, and expressed appreciation on the very good attendance, since more than 120 people registered to participate. They stressed the need for further discussion on the strategies for IP allocations and the migration to IPv6. They expressed their desire for a successful workshop, which could not only provide useful information to the public, but also play an important role in facilitating international cooperation.
Session 1 - “Factual introduction: Current situation”
Objectives: To provide the status of the current assignment of IPv4 and IPv6, including an overview of real figures, such as the status of current regulatory and policy regimes, and the situation in developing countries.

The session was chaired by Mr. Detlef Eckert, Advisor, European Commission (EC).
Martin Potts, IPv6 Forum, presented the 6DEPLOY Project for IPv6 Training and Support for Deployments.

The project 6DEPLOY (2008-2010) in the European Commission’s 7th Framework programme (FP7) has a specific goal to support the deployment of IPv6 in order that the take-up of Internet-based services is not hindered by the lack of IPv4 Internet addresses. Training workshops, access to experimental test-beds and practical on-site assistance are the main tools used. Both research organizations and commercial companies can take advantage of IPv6, for the purpose of improving the use of existing ICT infrastructures for all fields of research and business. The presentation described what the project offers and how to contact the members for arranging IPv6 training or support for IPv6 deployment in end systems or the network.
Krasimir Simonski, SAITC (Bulgaria) presented IPv6 in Bulgaria: New Opportunities for Latecomers
This presentation provided the IPv6 vision of the latecomers to Internet, or the countries that joined Internet when IP addresses had already become a limited resource. As a result of their late start, the addresses available may not be enough to meet their needs. They have to use technologies like Network Address Translation (NAT) which, however, hide the vast information held on computers behind the NAT. The presentation discussed the Bulgarian approach for IPv6 deployment in a country which joined Internet late and is already challenged by the shortage of IP addresses. Government will play a critical role for introduction of IPv6 as well as for security and stability of Internet in this country.
Eliot Lear, CISCO presented Growing the Internet through the 21st Century: Views on IP addressing, 

Mr. Lear noted that as the Internet is the heart of Cisco’s business, it takes quite seriously the economic and policy implications of the manner in which IPv4 and IPv6 addresses are managed as well as the transition to IPv6. In March Cisco held a well attended workshop on the topic of the economics of IP addressing and routing. Mr. Lear continued saying that many people from many countries, representing many aspects of society, have worked diligently over the last few years to evolve the way in which the Internet grows.
Liu Dong, BII Group presented IPv6 in China, New Olympics, New Internet Economy and New Opportunities, 

The presentation aimed at sharing the current progress of IPv6 deployment in China and the way forward in the future. In 2008, the IPv6 applications project has been listed in the national strategic plan for the Government, and China plays an important role in IPv6 hoping to become an engine to contribute to the acceleration of deployment of IPv6 around the world. Mr Dong showed also some applications developed for the Beijing Olympics 2008, which is the milestone for China IPv6 development, and will be the accelerator for deployment of networks using IPv6. He claimed that, as the country having the largest number of Internet users in the world, China will become one of the drivers and flagships for deployment of IPv6. 

Akhil Verma, Tiscali International Network presented IPv6, Challenges towards Transition

Tiscali International Network (TINet) presented a view on the take-up of IPv6 as observed from a carrier prospective. Mr. Verma said that being TINet a wholesale service provider, it is in a unique position to observe telecom companies/service providers on one side and end users on the other.  The TINet presentation covered the following topics: 

· Challenges faced by telecommunications companies currently towards the deployment of IPv6
· IPv6 needs versus market demands 
· Can/should transition be enforced 
· What's next? 
Mustapha Guirari, Case Technology, presented IPv6 deployment in the Gulf Region 

The Gulf countries yearly are spending considerable amounts on IT and new technologies, they have implemented sophisticated applications in the public and private sectors; the networking infrastructure in some Gulf countries is up-to-date and ready for the deployment of IPv6; however many factors are hindering this transition and will eventually create a gap that will be difficult to bridge. Mr. Guirari presented the various effort developed over the last 7 years to create IPv6 awareness and explained the current status.
Session 2 - “Technical issues of IPv6 migration”

Objectives: To address current technical debates and key questions to enable IPv4-IPv6 migration, the proposed technical scenarios expected in migrating to IPv6, including the technical impediments, the threats and the opportunities. The session aimed also at analyzing how ITU can use its strength as a unique international SDO and global dialogue platform to facilitate the process of NGN deployment in relation with IPv4-IPv6 migration.

Session Chair: Detlef Eckert, Advisor, European Commission (EC)

Leo Vegoda, ICANN and IANA, presented IPv6, DNS & ICANN’s Role 

DNS records for IPv6 addresses are very similar to the records for IPv4 addresses. But deployment of IPv6 records in the DNS needs support from organizations at a number of different levels in the DNS hierarchy. The presentation provided a very interesting overview on the current status of IPv6 deployment, specifically in the context of DNS. Mr. Vegoda also explained the role played by ICANN.

Gyu Myoung Lee, Electronics and Telecommunications Research Institute (ETRI), Korea, presented Impact of IPv6 to an NGN and migration strategies,  

Mr. Lee introduced recent activities for developing ITU-T recommendations on how to use IPv6 in NGN and considerations on migration from IPv4 to IPv6. He presented the basic concept of NGN using IPv6 addresses, and its possible impact. Key technical solutions to support NGN using IPv6 were also provided as well as roadmap items for adopting IPv6 technologies in NGN and further standardization. Finally, he explained migration strategies for successful IPv6 deployment in NGN. 

Tayeb Ben Meriem, European IPv6 Task Force, presented IPv6 applications: Business and Technical challenges from EUv6 Task Force perspective 

Mr Ben Meriem presented time scales & the role of the European IPv6 Task Force Steering Committee, as well as its mission, which is: consolidate the IPv6 Roadmap for Europe, push IPv6 development, guide the efforts of National IPv6 Task Forces, focus on deployment, benchmark the IPv6 deployment in Europe, establish a clear IPv6 business case and promote the adoption of IPv6 by governments. He also presentedIPv6 applications, highlighting technical and business challenges, showing the objective, the methodology used, and the related results. He concluded by mentioning, among other things, that IPv6 should be deployed along with Broadband (xDSL, FTTX, WiMAX, 3G, HSDPA, 4G/LTE, IMS….) for Internet Access Services, and that IPv6 should be a key driver for applications requiring large IP addresses consumption in the context of IPv4 addresses exhaustion (mass market) as well as for future applications and market through “Internet of things” based on Networked RFID and sensors.
Sheng Jiang, HUAWEI Technologies Co. Ltd presented IPv6 Maturity and Deployment Challenges
The presentation focused on the possible challenges that would be faced on the migration from IPv4 to IPv6, including the transition mechanisms (for instance dual stack, tunneling, protocol translation, and application gateway), the need for a killer application that could speed up the migration, and possible business models to be adopted. He concluded by stressing the fact that the migration to IPv6 is inevitable and all stakeholders should start taking appropriate actions 
Session 3 - “Economic dimension of IPv6 adoption. What is at stake?”

Objectives: To introduce contributions to ITU-T Study Group 2 (C109 and report from SG2 CG on IPv6) and Study Group 3 (C30, C30-add.1, C50, C57) as well as other related documents submitted to this workshop.

Session Chair: Detlef Eckert, Advisor, European Commission (EC)

Milton Mueller, Professor, Syracuse University School of Information Studies; XS4All Professor, Delft University of Technology presented the paper entitled Scarcity in IPv4 Addresses Transfer Market and the Regional Internet Address Registries. 
Note: The presentation was provided remotely.
Prof. Mueller started by introducing his paper, which evaluates address transfer policies that Internet governance agencies are considering as a response to the depletion of the IPv4 address space.  He focused on proposals to allow organizations holding IPv4 addresses to sell address blocks to other organizations willing to buy them. He continued noting that the paper also analyzes the economics of proposed transfer policies, and conducts a systematic comparison of the policies proposed in the three main world Internet regions. Finally, he concluded that: 

· Address transfer markets offer a pragmatic solution to the problem of reclaiming a substantial amount of unused IP address space and of re-allocating addresses to their most efficient uses. 

· The risks of instituting well-designed address transfer policies are small when compared to the potential benefits. The change is less radical than it appears. 

· A failure to legitimize address transfer markets would create substantial risks of the institutionalization of gray or black markets in IPv4 address resources, leading to a deterioration of accurate registration and administration of the legacy address space. This could have severe negative implications for Internet security. 

· If migration to IPv6 is beneficial, a transfer market could only prolong the transition, it could not stop it. Since we do not know how long it will take the global Internet to transition to IPv6, or even whether such a migration will succeed, a longer transition period may turn out to be very helpful. 

· The proposed address transfer policies being considered by RIPE and APNIC are more liberal than those proposed by ARIN. He continued noting that RIPE, ARIN and APNIC should strive to harmonize their transfer policies and (in the longer term) make inter-regional transfers possible. 

Didier Le-Moine, Convener ITU-T SG2 Correspondence Group (CG) on IPv6, presented the contributions submitted to this workshop, specifically the result and the findings of the report on SG2 CG on IPv6.
Mr. Le-Moine introduced some of the general considerations expressed by the correspondence group, for instance some participants believe that the current distribution of IPv4 addresses correctly reflects current use of the Internet and proper functioning of market forces, while others believe that the historical situation still affects address distribution and that the historical early-adopters derive economic benefits from addresses allocated to them. He also mentioned that, within the correspondence group, there was a general consensus that migration from IPv4 to IPv6 has been slower than many had expected. He noted that some SG-2 participants believe that there is nothing wrong with this: market forces are working and are driving the transition at the economically optimum rate.  He also noted that some SG-2 participants disagree, stating that the migration involves network externalities, and that the individual economic actors responsible for the migration (network operators and Internet Service Providers (ISPs)) see only the costs of the migration (capital expenses, training, reconfiguration, user support, etc.) but no benefits.
Nabil Kisrawi, Permanent representative to ITU, S.T.E. (Syria) and Chairman of the Arab Permanent Standardization Group, presented the contributions submitted to this workshop namely Contribution 30 and its addendum to ITU-T Study Group 3; this contribution, discussed within  ITU-T Study Group 3 instigated the organization of this workshop. He therefore emphasized the relevance of this contribution to the discussions related to the economic, tariff and accounting issues related to IP address allocation, and the importance of answering the following questions:
a. What economic or tariff incentives could be put in place in order to make sure that IPv4 addresses allocated by the RIRs are used efficiently, when they are not any longer used; that they are given back to the global community; and are not hoarded? 
b. What are the direct and indirect costs related to fraud, spam, etc. that is facilitated because of NATing and other practices currently used to conserve IPv4 addresses, because those practices make it more difficult to trace the origin of particular packets or E-Mail messages? 
c. What are the costs of migration to IPv6, in particular for developing countries, for example for
· Capacity building 
· New equipment (routers, etc.) 
· Configuration (e.g. maintenance of dual-stacks, tunneling, etc.)
d. What, if any, are the network externalities involved in the migration from IPv4 to IPv6? 
e. What would be the economic or tariff effects if a secondary market is created for IPv4 addresses (that is, allowing current holders of IPv4 addresses to sell them to other organizations)?

f. What would be the impact — in particular for developing countries, taking into account that tariffs should be cost-oriented — of the growing scarcity of IPv4 addresses and of a), b) and c) above on:
· Settlement rates for voice traffic that is carried over IP networks at the wholesale (backbone) level. 
· International Internet connectivity (IIC) (ITU-T Recommendation D.50) 
· Termination rates for IP telephony 
· Next generation networks (NGN) 
g. ITU’s role in this domain, for example enhancing international cooperation

Conclusions from the first day 

The speakers and audience both found the sessions very useful and important.  It was recognized that developing-country needs must be understood and safeguarded, with a specific focus on training and capacity building aspects, supported by the relevant background information on the different aspects of the migration from IPv4 to IPv6.
The role of governments, and the efforts made to foster the deployment and usage of IPv6, was also understood. 

It was also noted that the transition process toward IPv6 will be possibly market driven, and those ISPs keen to ensure business continuity or/and by edge networks will benefit from the migration.
It was also recognized that there is a need for knowledge sharing, because the migration scenarios are not yet completely clear; in this regard architecture comparisons of IPv4 to IPv6 could be helpful, to demonstrate to decision makers the value of a more agile network.

It was felt that there is uncertainty concerning IPv6 migration, specifically regarding the possible consequences of non-deployment of IPv6. Some alternative scenarios were identified, specifically with respect to transfer markets, but consideration was also given to the role of the RIRs.
Mr. Eckert, co-Chairman, thanked the participants for the interest expressed, and Mr. Kisrawi, co-Chairman expressed appreciation for the outstanding work done by Mr. Eckert and encouraged the workshop participants to applaud him. 

Session 4 - “Economic, tariff and accounting issues related to IP address allocation” and Session 5 - Conclusions and meeting wrap-up, including development and enhanced cooperation issues
Session Chair: Nabil Kisrawi, Permanent representative to ITU, S.T.E. (Syria); Chairman of the Arab Permanent Standardization Group

Objectives: To try to answer to the questions raised by Study Group 3 Contribution 30 and its Addendum. To summarize the discussions and answers to the questions discussed in previous sessions, with the aim of identifying achievable and concrete follow-up actions.
Mr. Kisrawi summarized the discussions held the first day, and referred to the last session (Session 3) where Contribution 30 and its Addendum had been presented. Session 4 was dedicated to discuss the questions contained in the contribution, in order to identify possible answers.

In the Session 5, the different views were shared with the workshop participants and further discussed

The following section describes the discussions that ensued about each question, presenting the views of the workshop.

Question a: What economic or tariff incentives could be put in place in order to make sure that IPv4 addresses allocated by the RIRs are used efficiently, when they are not any longer used; that they are given back to the global community; and are not hoarded? 

Workshop views: Views were expressed on different options for re-allocating unused addresses as well as obtaining effective and efficient allocations of current addresses. One of the presentations in the first day referred to possible mechanisms related to allocations and re-allocations, specifically in allowing market forces to drive the achievement of possible solutions. The main players, such as ICANN and the RIRs, are studying mechanisms to track and possibly recover unused IP addresses. (This could cover voluntary actions, market actions, or a combination of both). 
Question b: What are the direct and indirect costs related to fraud, spam, etc. that arise facilitated because of NATing and other practices currently used to conserve IPv4 addresses, because those practices make it more difficult to trace the origin of particular packets or E-Mail messages?

Workshop views: It was noted that security and privacy are interlinked, and policies for tracking users should be clearly identified. Some participants, including RIRs, noted that NATing techniques, specifically in developing countries, are to be addressed from the operational point of view. Some views were expressed that NAT has nothing to do with security and that this could be subject of further ITU-T studies, in particular by SG 17, lead ITU-T Study Group on Cybersecurity. Furthermore, it is always possible, given the current state of the art (from a technical perspective), to implement security measures with regards to NATing techniques (e.g. additional logs). However, some noted that provided the existence of a globally accepted identity management system is in place (see Cybersecurity definition in ITU Recommendation X1205), removing NAT may improve security. Other participants proposed that relevant ITU-T Study Groups, in particular SG 17(lead ITU-T Study Group on Cybersecurity) study this issue.
Question c: What are the costs of migration to IPv6, in particular for developing countries, for example for: 

· Capacity building 
· New equipment (routers, etc.) 
· Configuration (e.g. maintenance of dual-stacks, tunneling, etc.)

Workshop views: Capacity building was considered to be a fundamental issue to be addressed in order to concretely progress IPV6 deployment. It covers also setting-up and configuring IPv6 compliant network equipments, even in terms of cost and investment done on raising awareness and training. Furthermore, it was mentioned that capacity building and training should be developed and delivered according to the specific requirements and should take into consideration the target audience (technical community, policy makers, etc). Cisco Network Academy, created by ITU and CISCO as a partnership agreement, could be seen as a possible business model, to develop similar partnerships with relevant players at international and/or regional level, to obtain the required outreach (EC experience and UAE experience are good examples)

Concerning the costs related to new equipment and its configuration, the workshop agreed that the costs are affordable, taking into consideration that capacity building mentioned before would include such operational activities.

Question d: What, if any, is the network externalities involved in the migration from IPv4 to IPv6?

Workshop views: There was no answer to this point. 
Question e: What would be the economic or tariff effects if a secondary market is created for IPv4 addresses (that is, allowing current holders of IPv4 addresses to sell them to other organizations)? 

Workshop views: The RIRs noted that they provide registration services for IP addresses and charge for those services. IP addresses are not sold as commodities. Furthermore, the criteria for address allocation are based on demonstrated needs, since they are not considered as properties, and transfer policies are not yet taken into consideration, even if policy development initiatives have been undertaken on this issue (see item a). One view was that strategies would be elaborated to decide on what kind of investment is more appropriate, for instance whether to purchase equipment for a resource that is currently given essentially free of charge (IPv6) or, instead, opting to pay for scarce addresses (IPv4). (This proposal needs further study.)

Question f: What would be the impact — in particular for developing countries, taking into account that tariffs should be cost-oriented — of the growing scarcity of IPv4 addresses and of a), b) and c) above on: 

· Settlement rates for voice traffic that is carried over IP networks at the wholesale (backbone) level.

· International Internet connectivity (IIC) (ITU-T Recommendation D.50) 
· Termination rates for IP telephony 
· Next generation networks (NGN)

Workshop views: Some views were expressed that there is no impact — in particular for developing countries, taking into account that tariffs should be cost-oriented — of the growing scarcity of IPv4 addresses and of a), b) and c) above on:
· Settlement rates for voice traffic that is carried over IP networks at the wholesale (backbone) level. 
· International Internet connectivity (IIC) (ITU-T Recommendation D.50) 
· Termination rates for IP telephony
· Next generation networks (NGN) 

Some participants felt that such issues should be studied by the ITU-T SG 3. Other participants had difficulty addressing this question because of the way it was stated.
Question g: ITU role in this domain, enhancing international cooperation 
Workshop views: The meeting recommended creating a project within ITU to assist developing countries based on regional needs as identified by the Telecommunication Development Bureau (BDT). This project should include a training component, and should be carried out jointly by the Telecommunication Standardization Bureau (TSB) and the BDT, taking into consideration the involvement of those partners willing to join and to contribute their expertise. 
This project could be financed by voluntary contributions, including in-kind contributions (see WTSA Resolution 34), as well as making use of existing ITU programmes (in particular BDT Programme 3)
Later the European Commission proposed to support this project, based on their experiences in this domain (see European Commission DG Info and their IPv6 projects, http://ec.europa.eu/information_society/policy/ipv6/index_en.htm).
Closing 

Mr. Kisrawi, Co-Chairman of the workshop, thanked the participants for the very good inputs and feedbacks provided during the two days of discussion, specifically in the elaboration of views to address the questions raised in the ITU-T Study Group 3 Contribution 30 and its Addendum.
It was agreed to circulate this draft report to all meeting participants, in order to collect additional inputs and integrate them into the final version. 19 September 2008 was the agreed deadline for comments.
Special thanks were given to CISCO for offering the reception during the evening of the first day and TISCALI for having sponsored the coffee breaks throughout the event. [image: image1.png]
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