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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The procedures for establishment of focus groups are defined in Recommendation ITU-T A.7. The ITU-T
Focus Group on the M2M service layer (FG M2M) was established further to ITU-T TSAG agreement at its
meeting in Geneva, 10-13 January 2012. ITU-T Study Group 11 is the parent group of FG M2M.

Deliverables of focus groups can take the form of technical reports, specifications, etc. and aim to provide
material for consideration by the parent group in its standardization activities. Deliverables of focus groups
are not ITU-T Recommendations.
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M2M standardization activities and gap analysis: e-health

Scope

The scope of this document is to provide a list of e-health related standardization activities of
relevant organizations and to produce a gap analysis of relevant study items resulting in the
identification of technical areas where standardization work should be considered.

NOTE - Although it is recognised that further work is required concerning the gap analysis, it
is expected that this outcome will be helpful to guide the future development of standards
specifications.

1 Introduction

The ITU-T FG M2M was established in February 2012 in order to provide M2M service layer
deliverables focused on e-health.

The purpose of the review, done in this document, of past and ongoing e-health-related
standardization activities is to identify the activities of the primary existing health-related
organizations. The purpose of the gap analysis, done in this document, is to make a first step
towards the consequent identification of the requirements in standardization of the e-health

sector.

The information collected in clause 2 aims to provide an overview of the standardization
activities in the e-health sector. According to the gap analysis developed in clause 3, this
deliverable provides a base of information for identifying relevant technical areas where
standardization work should be considered.

2 e-health related standardization activities

This deliverable provides an introduction to the primary standards related organizations doing
specific work in e-health. It does not deal with an exhaustive list of all standards related
organizations doing work in the various e-health technical areas, but is meant to provide a
selection of the most high-profile organizations, identifying a list of documents published by
these organizations and their relationship with the FG M2M deliverables.

Table 1 shows the relevance of the activities of these e-health organizations to the FG M2M
deliverables. The FG M2M has produced five deliverables (including the present one) which
cover various e-health technical areas and the identified e-health organizations have also

produced documents in different e-health technical areas.

NOTE — The content of table 1 is based on the public availability of documents related to
e-health technical areas from the identified e-health organizations.

Table 1: Relevance of the activities of identified e-health organizations to the FG M2M

deliverables
e-health M2M enabled M2M use cases: e- M2M service layer: M2M service layer:
organizations ecosystems: e-health | health (FG M2M requirements and APIs and protocols
(FG M2M deliverable D1.1) architectural overview (FG M2M

Versus

deliverable D0.2)

framework (FG

deliverable D3.1)

FG M2M M2M deliverable

deliverable D2.1)

WHO YES YES NO NO
CEN/TC 251 YES NO YES YES
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ISO/TC 215 YES YES YES YES
iﬁ?;:]rlléa Health YES NO YES YES
GS1 Healthcare YES NO NO NO
DICOM YES NO NO YES
HL7 YES NO NO YES
epSOS YES YES YES YES
IHE YES NO NO YES
Allance ES YES e ©
GSMA YES YES YES YES
ETSI TC M2M NO YES YES YES
ITU-T SG11 NO NO NO YES
ITU-T SG13 YES YES YES NO
ITU-T SG16 YES NO NO YES
ITU-T SG17 YES NO NO YES

Legend of table 1:

YES: the activities of the organization are relevant to the FG M2M deliverable
NO: the activities of the organization are not directly relevant to the FG M2M deliverable

The following template shows the structure of the content provided in the various sub-clauses
2.X — one table per each relevant e-health organization. This template shows the detailed
information, including the key related technical area(s), for each specific document of the
relevant organizations under analysis, and maps each document to the related deliverable(s) of
the FG M2M from a technical area point of view. While the results of the analysis and
mapping in sub-clauses 2.X are provisional, the provided information has been considered by
the FG M2M as a helpful guide to progress the development of Recommendations for the
M2M service layer.

Template of the information provided for each document of e-health organizations

Technical | Document | Document title Ver. Date | Related deliverable of the FG
area number M2M

Legend of the template:

“Technical area” options (NOTE - more than one option is possible for a specific document):
1. Overall e-health terminology, codes, taxonomies, classifications

e-health services/applications

Use cases for e-health

Service models and business models for e-health

e-health service requirements

Network/platform functionalities/capabilities for e-health services support

N o gk DN

Security and safety
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8. Requirements and specifications of interfaces, protocols (e.g. message exchange
protocols) and APIs for e-health

9. Requirements and specifications related to Machine to Machine Communications for
e-health services support

10. Others

“Related deliverable of the FG M2M” options (NOTE - more than one option is possible for a
specific document):

D0.2: M2M enabled ecosystems: e-health
D1.1: M2M use cases: e-health
D2.1: M2M service layer: requirements and architectural framework
D3.1: M2M service layer: APIs and protocols overview
N/A: Not Applicable
“Date”:
It indicates the “published date ” of the document.
NOTE — The content provided in the following sub-clauses refers to the status of published
documents by the identified e-health organizations at the date of 14 December 2013.
2.1 WHO

The WHO’s eHealth unit works with partners at the global, regional and country level to
promote and strengthen the use of information and communication technologies in health
development, from applications in the field to global governance. The unit is based in the
department of Knowledge Management and Sharing in the cluster of Health Systems and
Innovation.

http://www.who.int/

http://www.who.int/ehealth/en/

Table 2.1: WHO documents with their mapping to FG M2M deliverables

Technical Document Document title Ver. Date Related
area number deliverable of the
FG M2M

1 International Classification of 10 2007 N/A
Disease (ICD)-10

2,3 National eHealth Strategy 2012 D0.2,D1.1
Toolkit

10 Global Observatory for eHealth N/A
series

10 Connecting for Health: Global N/A
Vision, Local insight

2.2 CEN/TC 251
The “Comité Européen de Normalisation” or “European Committee for Standardization”

(CEN) is a standards development organization made up of 31 national members developing
pan-European standards. CEN has a Health Informatics Technical Committee (TC 251) which
coordinates the development of standards for e-health. According to its business plan and


http://www.who.int/
http://www.who.int/ehealth/en/
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recent activities, the focus of CEN/TC 251 is primarily on technologies at the content level
rather than dealing with communication technologies. CEN/TC 251 is further broken down
into working groups such as Working Group IV, which focuses on the interoperability of data
among devices and information systems.

http://www.cen.eu/cen/Pages/default.aspx

Table 2.2: CEN/TC 251 documents with their mapping to FG M2M deliverables

Care - Management and
Security of Authentication by
Passwords -

Technical Document Document title Ver. Date Related
area number deliverable of the
FG M2M
1 EN 1068 Health informatics - 2005(E) | 2005- N/A
Registration of coding systems - 04-17
1 EN 12264 Health informatics - Categorial | 2005(E) | 2005- N/A
structures for systems of 04-29
concepts -
1 EN 12435 Health informatics - Expression | 2006(E) | 2005- N/A
of results of measurements in 12-14
health sciences -
2 CR 1350 Investigation of syntaxes for 1993 1993- N/A
existing interchange formats to 07-01
be used in health care -
2 EN 13940-1 | Health informatics - System of | 2007(E) | 2007- DO0.2
concepts to support continuity 05-10
of care - Part 1 :Basic concepts
2 EN 14463 Health informatics - A syntax to | 2007 2007- N/A
represent the content of medical 10-07
classification systems - ClaML -
2 EN 14485 Health informatics - Guidance 2003(E) | 2003- N/A
for handling personal health 11-13
data in international
applications in the context of
the EU data protection directive
2 EN 1828 Health informatics - Categorial | 2012(E) 2012- N/A
structure for classifications and 09-14
coding systems of surgical
procedures -
6 CEN/TR Health informatics - Quality of | 2005 2005- D2.1
15253 service requirements for health 11-13
information interchange -
7 CEN/TR Health informatics - Safety 2006 2006- N/A
15299 procedures for identification of 12-05
patients and related objects -
7 CEN/TS Health informatics - 2006- 2005- N/A
15260 Classification of safety risks 10-24
from health informatics
products -
7 EN 12251 Health informatics - Secure 2004(E) | 2004- N/A
User Identification for Health 06-21



http://www.cen.eu/cen/Pages/default.aspx
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8 CEN/TS Health informatics - General 2005 2005- D3.1
14822-4 purpose information 03-26
components - Part 4: Message
headers -

8 EN 1064 Health informatics - Standard 2005+A1 | 2004- D3.1
communication protocol - 12-17
Computer-assisted
electrocardiography -

8 ENV 12612 Medical informatics - Messages | 1997 1997- D3.1
for the exchange of healthcare 03-11
administrative information -

8 ENV 13607 Health informatics - Messages 2000 1999- D3.1
for the exchange of information 07-29
on medicine prescriptions -

8 ENV 13609- | Health informatics - Messages 2000 1999- D3.1

2 for maintenance of supporting 07-29
information in healthcare
systems - Part 2: Updating of
medical laboratory-specific
information -
8 ENV 13730- | Healthcare Informatics - Blood | 2002(E) | 2001- D3.1
2 transfusion related messages - 10-18
Part 2: Production related
messages (BTR-PROD) -

10 EN 12381 Health informatics - Time 2005(E) | 2005- N/A
standards for healthcare specific 01-20
problems -

10 EN 13609-1 | Health informatics - Messages 2005(E) | 2005- N/A
for maintenance of supporting 03-15
information in healthcare
systems - Part 1 :Updating of
coding schemes

10 EN 14822-1 | Health informatics - General 2005(E) | 2005- N/A
purpose information 08-16
components - Part 1 :Overview

10 EN 14822-2 | Health informatics - General 2005 2005- N/A
purpose information 08-16
components - Part 2 :Non-
clinical

10 EN 14822-3 | Health informatics - General 2005(E) | 2005- N/A
purpose information 08-16
components - Part 3 :Clinical

10 EN 15521 Health informatics - Categorial | 2007(E) | 2007- N/A
structure for terminologies of 10-07
human anatomy -

10 EN 1614 Health informatics - 2006(E) | 2006- N/A
Representation of dedicated 08-14
kinds of property in laboratory
medicine -

10 ENV 12443 Medical Informatics - 1999 1999- N/A
Healthcare Information 11-07

Framework (HIF) -
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10 ENV 12537- | Medical informatics - 1997 1997- N/A
1 Registration of information 02-09

objects used for EDI in
healthcare - Part 1 :The Register

10 ENV 12610 Medical informatics - Medicinal | 1997 1997- N/A
product identification - 03-11

10 ENV 12611 Medical informatics - 1997 1997- N/A
Categorial structure of systems 03-11
of concepts - Medical devices -

2.3 ISO/TC 215 — Health informatics

ISO's Technical Committee 215 addresses health informatics. ISO/TC 215 focuses primarily
on electronic health records. Various Working Groups (WGs) within TC 215 address topics
such as data structure, messaging and communication, security, pharmacy and medication,
devices, and business requirements for electronic health records. For example, ISO/TS 25237
addresses pseudonymization principles and requirements for privacy protection of electronic
health records. Many of ISO’s standards are collaborations or endorsements of standards
developed by other standards organizations such as HL7 or IEEE. For example, ISO/HL7

27931, “Data Exchange Standards -- Health Level Seven Version 2.5 establishes an
application protocol for electronic data exchange in healthcare environments.

http://www.iso.org/iso/iso technical committee?commid=54960

Table 2.3: ISO/TC 215 documents with their mapping to FG M2M deliverables

Technical Document Document title Ver. Date Related
area number deliverable of the
FG M2M
1 1SO 18104 Health Informatics - First 2003- N/A
Integration of a reference edition 12-15
terminology model for nursing
(1SO 18104:2003) -
1 ISO/TR Guidelines for terminology First 2009- N/A
12309 development organizations edition 12-15
1 ISO/TR Capacity-based eHealth First 2012- DO0.2
14639-1 architecture roadmap -- Part 1: | edition 05-15
Overview of national eHealth
initiatives
1 1ISO 17115 Vocabulary for terminological | First 2007- DO0.2
systems edition 07-01
1 ISO/ITS Conceptual framework for First 2010- D0.2
22789 patient findings and problems | edition 06-15
in terminologies
2 EN ISO Electronic Health Record- corrected | 2012- D0.2
10781 System Functional Model, version 10-15
Release 1.1 (ISO 10781
8 EN ISO Health informatics - Personal First 2010- D3.1
11073-20601 | health device communication - | edition 0501
Part 20601: Application profile
- Optimized exchange protocol
(ISO/IEEE 11073-20601:2010)
8 EN ISO Health informatics - Electronic | First 2010- D3.1
13606-5 health record communication - | edition 03-01



http://www.iso.org/iso/iso_technical_committee?commid=54960
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Part 5: Interface specification
(ISO 13606-5:2010) -

2 1SO 21090 Health Informatics - First 2011- N/A
Harmonized data types for edition 02-15
information interchange (ISO
21090:2011) -

8 ISO/IEEE Point-of-care medical device First 2004- D3.1

11073-20101 | communication -- Part 20101: edition 12-15
Application profiles -- Base
standard

2 1SO 13119 Health informatics - Clinical First 2012- N/A
knowledge resources - edition 11-01
Metadata -

2 ISO 13606-1 | Electronic health record First 2008- N/A
communication -- Part 1: edition 02-15
Reference model

10 ISO 13606-2 | Electronic health record First 2008- N/A
communication -- Part 2: edition 12-01
Archetype interchange
specification

2 1SO 13606-3 | Electronic health record First 2009- N/A
communication -- Part 3: edition 02-01
Reference archetypes and term
lists

2 ISO/TS Electronic health record First 2009- N/A

13606-4 communication -- Part 4: edition 10-01
Security

8 1ISO 13606-5 | Electronic health record First 2010- D3.1
communication -- Part 5: edition 03-01
Interface specification

2 ISO/TS Classification of purposes for First 2011- N/A

14265 processing personal health edition 11-01
information

2 ISO/TR Personal health records -- First 2012- N/A

14292 Definition, scope and context edition 03-15

7 1ISO 17090-1 | Public key infrastructure -- Part | Second 2013- N/A
1: Overview of digital edition 05-01
certificate services

7 1ISO 17090-2 | Public key infrastructure -- Part | First 2008- N/A
2: Certificate profile edition 02-15

7 1ISO 17090-3 | Public key infrastructure -- Part | First 2008- N/A
3: Policy management of edition 02-15
certification authority

9 1SO 18308 Requirements for an electronic | First 2011- D2.1
health record architecture edition 04-15

1 ISO/TR Electronic health record -- First 2005- D0.2

20514 Definition, scope and context edition 10-15
7 ISO/TS Directory services for security, | First 2005- | DO.2
21091 communications and edition 12-15

identification of professionals
and patients
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4 ISO/HL7 HL7 version 3 -- Reference Corrected | 2012- N/A
21731 information model -- Release 1 | edition 10-15
2 ISO/TR Good principles and practices First 2006- DO0.2
22221 for a clinical data warehouse edition 11-01
2 ISO/ITS Deployment of a clinical data First 2010- DO0.2
29585 warehouse edition 05-17
3 ISO/TR Use of mobile wireless Second 2007- D1.1
21730 communication and computing | edition 02-15
technology in healthcare
facilities -- Recommendations
for electromagnetic
compatibility (management of
unintentional electromagnetic
interference) with medical
devices
10 ISO/IEEE Point-of-care medical device First 2004- N/A
11073-10101 | communication -- Part 10101: edition 12-15
Nomenclature
8 ISO/IEEE Point-of-care medical device First 2004- D3.1
11073-10201 | communication -- Part 10201: edition 12-15
Domain information model
10 ISO/TR Clinical stakeholder First 2008- N/A
11487 participation in the work of edition 12-01
ISOTC 215
8 1ISO 12967-1 | Service architecture —Part 1: First 2009- D0.2
Enterprise viewpoint edition 08-15
8 ISO 12967-2 | Service architecture -- Part 2: First 2009- D0.2
Information viewpoint edition 08-15
8 1ISO 12967-3 | Service architecture -- Part 3: First 2009- D0.2
Computational viewpoint edition 08-15
10 ISO/TR Business requirements for an First 2009- N/A
25257 international coding system for | edition 09-01
medicinal products
8 1SO 10159 Messages and communication - | First 2011- D3.1
- Web access reference edition 12-15
manifest
9 ISO/TS Provider identification First 2010- D2.1
27527 edition 08-01
6 1ISO 11073- Health informatics - Point-of- First 2004- D2.1
30200 care medical device edition 12-15
communication - Part 30200:
Transport profile - Cable
connected (ISO/IEEE 11073-
30200:2004) -
6 ISO/IEEE Point-of-care medical device First 2004- D2.1
11073-30300 | communication -- Part 30300: edition 12-15
Transport profile -- Infrared
wireless
8 1SO 11073- Point-of-care medical device First 2008- D3.1
90101 communication -- Part 90101: edition 01-15

Analytical instruments -- Point-
of-care test
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ISO/TR Dynamic on-demand virtual First 2009- D2.1

11636 private network for health edition 12-01
information infrastructure

ISO/TR Interoperability of telehealth First 2004- D2.1

16056-1 systems and networks -- Part 1: | edition 07-01
Introduction and definitions

ISO/TR Interoperability of telehealth First 2004- D2.1

16056-2 systems and networks -- Part 2: | edition 07-01
Real-time systems

ISO/ITS Interoperability of telelearning | First 2004- D2.1

16058 systems edition 07-01

ISO/ITS Functional and structural roles | First 2008- D2.1

21298 edition 12-01

ISO/TR Functional characteristics of First 2007- D2.1

22790 prescriber support systems edition 12-01

1ISO 27799 Health informatics - First 2008- D0.2
Information security edition 07-01

management in health using
ISO/IEC 27002

ISO/TR Information security First 2009- D0.2
11633-1 management for remote edition 11-15
maintenance of medical
devices and medical
information systems -- Part 1:
Reguirements and risk analysis

ISO/TR Information security First 2009- D0.2
11633-2 management for remote edition 11-15
maintenance of medical
devices and medical
information systems -- Part 2:
Implementation of an
information security
management system (ISMS)

ISO/TS Privilege management and First 2006- DO0.2
22600-1 access control -- Part 1: edition 08-01
Overview and policy
management
ISO/ITS Privilege management and First 2006- D0.2
22600-2 access control -- Part 2: Formal | edition 08-01
models
ISO/ITS Privilege management and First 2009- D0.2
22600-3 access control -- Part 3: edition 12-01
Implementations
1SO 22857 Guidelines on data protection First 2004- DO0.2
to facilitate trans-border flows | edition 04-01
of personal health information
1ISO 27799 Information security First 2008- DO0.2
management in health using edition 07-01
ISO/IEC 27002
ISO/IEEE Personal health device First 2010- D3.1

11073-20601 | communication -- Part 20601: | edition 05-01
Application profile --
Optimized exchange protocol
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8 1SO 11073- Standard communication First 2009- D3.1
91064 protocol -- Part 91064: edition 05-01
Computer-assisted
electrocardiography
8 1SO 18232 Messages and communication - | First 2006- D3.1
- Format of length limited edition 04-01
globally unique string
identifiers
8 ISO/TR Trusted end-to-end information | First 2004- D3.1
21089 flows edition 06-01
9 ISO/IEEE Personal health device First 2010- D2.1
11073-10404 | communication -- Part 10404: edition 05-01
Device specialization -- Pulse
oximeter
9 ISO/IEEE Personal health device First 2010- D2.1
11073-10407 | communication -- Part 10407: edition 05-01
Device specialization -- Blood
pressure monitor
9 ISO/IEEE Personal health device First 2010- D2.1
11073-10408 | communication -- Part 10408: edition 05-01
Device specialization --
Thermometer
9 ISO/IEEE Personal health device First 2010- D2.1
11073-10415 | communication -- Part 10415: edition 05-01
Device specialization --
Weighing scale
9 ISO/IEEE Personal health device First 2010- D2.1
11073-10417 | communication -- Part 10417: edition 05-01
Device specialization --
Glucose meter
9 ISO/IEEE Personal health device First 2010- D2.1
11073-10471 | communication -- Part 10471: edition 05-01
Device specialization -
Independant living activity hub
10 ISO/TS Medical waveform format -- First 2007- N/A
11073-92001 | Part 92001: Encoding rules edition 09-01
10 1SO 12052 Digital imaging and First 2006- N/A
communication in medicine edition 11-01
(DICOM) including workflow
and data management
10 ISO/TR Clinical document registry First 2012- N/A
13128 federation edition 07-01
10 ISO/TR Health informatics profiling First 2005- N/A
17119 framework edition 01-15
10 1ISO 17432 Messages and communication - | First 2004- N/A
- Web access to DICOM edition 12-15
persistent objects
10 1ISO 18812 Clinical analyser interfaces to First 2003- N/A
laboratory information systems | edition 03-15
-- Use profiles
10 1SO 20301 Health cards -- General First 2006- N/A
characteristics edition 11-15
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10 1SO 20302 Health cards -- Numbering First 2006- N/A
system and registration edition 12-01
procedure for issuer identifiers

10 1SO 21090 Harmonized data types for First 2011- N/A
information interchange edition 02-15

10 ISO/ITS Security requirements for First 2010- N/A

21547 archiving of electronic health edition 02-15
records -- Principles
10 ISO/TR Security requirements for First 2010- N/A
21548 archiving of electronic health edition 02-01
records -- Guidelines
2 ISO 21549-1 | Patient healthcard data -- Part First 2004- DO0.2
1: General structure edition 05-15
2 1SO 21549-2 | Patient healthcard data -- Part First 2004- N/A
2: Common objects edition 05-15
2 1ISO 21549-3 | Patient healthcard data -- Part First 2004- N/A
3: Limited clinical data edition 05-15
2 1ISO 21549-4 | Patient healthcard data -- Part First 2006- N/A
4: Extended clinical data edition 11-15
2 ISO 21549-5 | Patient healthcard data -- Part First 2008- N/A
5: ldentification data edition 04-15
2 1ISO 21549-6 | Patient healthcard data -- Part First 2008- N/A
6: Administrative data edition 04-15
2 1SO 21549-7 | Patient healthcard data -- Part First 2007- N/A
7: Medication data edition 06-15
2 1SO 21549-8 | Patient healthcard data -- Part First 2010- N/A
8: Links edition 06-15
10 1ISO 21667 Health indicators conceptual First 2010- N/A
framework edition 12-01
10 ISO/ITS Identification of subjects of Second 2011- N/A
22220 health care edition 12-15

10 ISO/TS Electronic reporting of adverse | First 2009- N/A
22224 drug reactions edition 10-15

10 ISO/ITS Pseudonymization First 2008- N/A
25237 edition 12-01

10 ISO/TS Classification of safety risks First 2007- N/A
25238 from health software edition 06-15

10 ISO 25720 Genomic Sequence Variation First 2009- | N/A
Markup Language (GSVML) edition 08-15

10 ISO/TS Document registry framework | First 2009- N/A

27790 edition 12-01
10 ISO/TR Measures for ensuring patient First 2007- N/A
27809 safety of health software edition 07-15
10 ISO/HL7 Individual case safety reports First 2011- N/A
27953-1 (ICSRs) in pharmacovigilance | edition 12-01
-- Part 1: Framework for
adverse event reporting
10 ISO/HL7 Individual case safety reports First 2011- N/A
27953-2 (ICSRs) in pharmacovigilance | edition 12-01
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-- Part 2: Human
pharmaceutical reporting
requirements for ICSR

2.4 Continua Health Alliance

Continua Health Alliance is a non-profit multi-stakeholder group working on standards to
develop end-to-end, plug-and-play connectivity for personal connected health. Continua is
dedicated to the development of Design Guidelines and test tools to expedite the deployment
of interoperable personal connected health devices and systems aiming to improve health
management, clinical outcomes and quality of life.

http://www.continuaalliance.org/

Table 2.4: Continua Health Alliance documents with their mapping to FG M2M

deliverables
Technical Document Document title Ver. Date Related
area number deliverable of the
FG M2M
1 - Design Guidelines 2013 2012- D0.2, D2.1, D3.1
. 01-23
2 Terminology
8,9 - Design Guidelines 2013 2012- D2.1,D3.1
3 System Overview 01-23
8,9 - Design Guidelines 2013 2012- D2.1,D3.1
4 Common TAN/PAN/LAN 01-23
Interface Design Guidelines
8,9 - Design Guidelines 2013 2012- D2.1,D3.1
5 TAN Interface Design 01-23
Guidelines
8,9 - Design Guidelines 2013 2012- D2.1,D3.1
6 PAN Interface Design 01-23
Guidelines
8,9 - Design Guidelines 2013 2012- D2.1,D3.1
7 Sensor-LAN Interface Design 01-23
Guidelines
8,9 - Design Guidelines 2013 2012- D2.1,D3.1
8 WAN Interface Design 01-23
Guidelines
8,9 - Design Guidelines 2013 2012- D2.1,D3.1
9 HRN Interface Design 01-23
Guidelines

2.5 GS1 Healthcare

GS1 is a global non-profit standards association comprised of member institutions from
several countries. The focus of GS1’s standardization effort is primarily supply and demand
chains. GS1 Healthcare develops global standards to “help healthcare companies improve the
accuracy, speed, and efficiency of the supply chain and care delivery”. GS1 has been involved
in supply chain data standardization in a number of industries but more recently expanded
into the healthcare area.


http://www.continuaalliance.org/
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http://www.qgs1.org/healthcare

Table 2.5: GS1 Healthcare documents with their mapping to FG M2M deliverables
Technical Document Document title Ver. Date Related
area number deliverable of the
FG M2M
10 - Healthcare GTIN Allocation 7.0.0 2011- N/A
Rules 04-28
2 - GS1 GLN in Healthcare 1.2 2012- N/A
Implementation Guide 06-01
2 - Global Traceability Standard for | 1.0.0 2009- N/A
Healthcare 02
2 - AIDC Healthcare 1.1 2010- N/A
Implementation Guide 12
6 - EPCglobal Pedigree Messaging | 1.0 2007- N/A
Standard 01-05
2 - GS1 General Specifications 13.1, 2013- D0.2
Issue 2 06
8 - GDSN Trade Item Extension: 2.8 2012- N/A
Healthcare 02-10

2.6 DICOM Standards Committee

The Digital Imaging and Communications in Medicine (DICOM) standards are standards for
exchanging medical images. More specifically, they are about a file format and standards of
transmission and other aspects for exchanging medical images and associated information
between medical imaging equipment made by different manufacturers. The DICOM standards
are widely adopted in equipment and information systems used in hospitals, imaging centres,
and in providers’ offices to produce, display, store, or exchange medical images.

http://medical.nema.org/

Table 2.6: DICOM documents with their mapping to FG M2M deliverables

Technical Document Document title Ver. Date Related
area number deliverable of the
FG M2M

2 part 1 Introduction and Overview PS3.1 2011- D0.2
08-10

2 part 2 Conformance PS3.1 2011- N/A
08-10

1 part 3 Information Object Definitions PS 3.1 2011- N/A
08-10

2 part 4 Service Class Specifications PS 3.1 2011- D0.2
08-10

2 part 5 Data Structures and Encoding PS 3.1 2011- N/A
08-10

2 part 6 Data Dictionary PS 3.1 2011- N/A
08-10

8 part 7 Message Exchange PS3.1 2011- D3.1
08-10

8 part 8 Network Communication PS 3.1 2011- D3.1

Support for Message Exchange 08-10



http://www.gs1.org/healthcare
http://medical.nema.org/
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6 part 10 Media Storage and File Format | PS 3.1 2011- N/A
for Media Interchange 08-10

2 part 11 Media Storage Application PS 3.1 2011- N/A
Profiles 08-10

6 part 12 Media Formats and Physical PS 3.1 2011- N/A
Media for Media Interchange 08-10

2 part 14 Grayscale Standard Display PS 3.1 2011- N/A
Function 08-10

7 part 15 Security and System PS 3.1 2011- DO0.2
Management Profiles 08-10

2 part 16 Content Mapping Resource PS3.1 2011- N/A
08-10

2 part 17 Explanatory Information PS3.1 2011- N/A
08-10

8 part 18 Web Access to DICOM PS3.1 2011- D3.1
Persistent Objects (WADO) 08-10

8 part 19 Application Hosting PS3.1 2011- D3.1
08-10

2 part 20 Transformation of DICOM to PS3.1 2011- N/A
and from HL7 Standards 08-10

2.7 HL7

Health Level Seven International (HL7) is a standards development organization which issues
international application layer healthcare standards for the electronic exchange and
management of health information such as clinical data and administrative information. HL7
refers to the standards organization itself but is also commonly used to refer to specific
standards the institution develops. HL7 dates back to the mid-1980s, when it was formed to
develop a standard for hospital information systems. Like other standards organizations, HL7
is organized into Work Groups chaired by two or more co-chairs and responsible for defining
some areas of HL7 standards.

HL7 has many Work Groups, including groups addressing electronic health records,
infrastructure and messaging, and imaging integration. The HL7 Clinical Document
Architecture (CDA) serves as an XML-based markup standard defining the structure,
encoding parameters, and semantics of electronic clinical documents.

NOTE - In this version of the present document other HL7 standards than CDA have not been
taken into account in the development of clause 3.

http://www.hl7.org/
Table 2.7: HL7 documents with their mapping to FG M2M deliverables

Technical Document Document title Ver. Date Related
area number deliverable of the
FG M2M
2,8 - CDA (Clinical Document R2 2005- D0.2,D3.1
Architecture) 05
2.8 epSOS

epSOS is European Patients Smart Open Services. This relatively young pilot initiative,
funded partially by the European Commission Competitiveness and Innovation Programme,
involves 23 European countries and seeks to create an interoperable patient summary system


http://www.hl7.org/

18
ITU-T Focus Group on M2M service layer: M2M standardization activities and gap analysis: e-health

across Europe that is accessible to both Health Professionals as well as patients. The objective
Is a cross-border e-health system whereby patient summary records, prescriptions could be
accessed electronically regardless of where the patient was being treated in Europe.
Europeans traveling as tourists, working in another country, or visiting another country as an
exchange student would benefit from this interoperability and electronic health data access.

http://www.epsos.eu/
Table 2.8: epSOS documents with their mapping to FG M2M deliverables

Technical Document Document title Ver. Date Related
area number deliverable of the
FG M2M

3 Di1.4.1 EED SERVICES includinguse | 1.0 2012- Di1.1
cases for all services 02-22

10 D1.4.2 Country status outline and 1.0 2012- N/A
template specification 02-02

2 D1.4.3 EED SERVICES including 1.0 2012- D0.2
specifications for all services 09-11

2 D2.1.1 Legal and Regulatory 1.0 2012- DO0.2
Requirements at EU level 02-24

10 D2.1.2 Standard Contract Terms for 1.0 2010- N/A
MS Document for Engagement 01-31
of Pilot Sites

2 D3.1.2 Final definition of functional 1.2 2010- D0.2

03-26

service requirements —
ePrescription

2 D3.2.2 Final definition of functional 0.6 2012- DO0.2
service requirements - Patient 10-29
Summary

9 D3.3.3 epSOS Interoperability 2.3 2010- D2.1
Framework 01-15

2,8 D3.4.2 epSOS Common Components 1.00 2010- D0.2,3.1
Specification 07-16

1 D3.5.2 Semantic Services Definition 0.0.3 2010- D0.2

02-16

1 D3.6.2 Final Identity Management 12 2010- D0.2
Specification Definition 06-25

1 D3.7.2 Final Security Services 0.4 2010- DO0.2
Specification Definition (Master 06-16
Document)

10 D3.8.2 Final National Pilot Set-Upand | 1.1 2010- N/A
Deployment Guide 09-17

10 D3.9.1 epSOS Pilot System 1.0 2010- N/A
Compontents Specification 10-01

10 D3.9.2 Testing Methodology, Test Plan | 1.0 2010- N/A
and Tools 10-15

10 D3.B.1 epSOS2 Implementation 0.14 2011- N/A
Strategy 05-20

10 D3.C.1 Proof of Concept Testing 15 2012- N/A

Strategy 12-21



http://www.epsos.eu/
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2.9 IHE

IHE is an initiative by healthcare professionals and industry to improve the way computer
systems in healthcare share information. IHE promotes the coordinated use of established
standards such as DICOM and HL7 to address specific clinical need in support of optimal
patient care. Systems developed in accordance with IHE communicate with one another
better, are easier to implement, and enable care providers to use information more effectively.

Optimal patient care requires that care providers and patients be able to create, manage and
access comprehensive electronic health records (EHRsS) efficiently and securely. Integrating
the Healthcare Enterprise (IHE) accelerates the adoption of EHRs by improving the exchange
of information among healthcare systems. Its goal is to improve the quality, efficiency and
safety of clinical care by making relevant health information conveniently accessible to
patients and authorized care providers.

http://www.ihe.net/
Table 2.9: IHE documents with their mapping to FG M2M deliverables

Technical Document Document title Ver. Date Related
area number deliverable of the
FG M2M
2,8 - IT Infrastructure Technical 10.0 2013- D0.2, D3.1
Framework 09-27

2.10 mHealth Alliance

The mHealth Alliance champions the use of mobile technologies to improve health
throughout the world. Working with diverse partners to integrate mHealth into multiple
sectors, the Alliance serves as a convener for the mHealth community to overcome common
challenges by sharing tools, knowledge, experience, and lessons learned.

To accomplish this, the mHealth Alliance advocates for more and better quality research and
evaluation to advance the evidence base; seeks to build capacity among health and industry
decision-makers, managers, and practitioners; promotes sustainable business models; and
supports systems integration by advocating for standardization and interoperability of
mHealth platforms. The mHealth Alliance also hosts Health Unbound (HUB), an online
knowledge resource center and interactive network for the mHealth community.

http://www.mhealthalliance.org/

Table 2.10: mHealth Alliance documents with their mapping to FG M2M deliverables

Technical Document Document title Ver. Date Related
area number deliverable of the
FG M2M
10 - Using Mobile Technology for - 2012- N/A
Healthier Aging 12
3,4 - Leveraging Mobile - 2012- D0.2, D1.1
Technologies to Promote 12
Maternal & Newborn Health
3 - State of Evidence: mHealth & - 2012- D1.1
MNCH (One Page Review) 12
10 - mHealth Education - 2012- N/A
06
10 - The Role of mHealth in the - 2012- N/A
Fight Against Tuberculosis 05



http://www.ihe.net/
http://www.mhealthalliance.org/
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10 - Advancing the dialogue on - 2012- N/A
Mobile Finance and Mobile 03
Health

10 - mHealth: New Horizons for - 2011- N/A
Health through Mobile 06
Technologies

4 - Health Information as Health - 2011- DO0.2
Care 02

10 - Amplifying the Impact: - 2011- N/A
Examining the Intersection of 01
Mobile Health and Mobile
Finance

10 - Economics of eHealth - 2010 N/A

10 - Barriers and Gaps Affecting - 2010- N/A
mHealth in Low and Middle 05
Income Countries

2 - Sizing the Business Potential of | - 2009 DO0.2
mHealth in the Global South: A
Practical Approach

10 - New Technologies in - 2009- N/A
Emergencies and Conflicts 12

10 - mHealth for Development - 2008- N/A

10

2 - Wireless Technology for Social | - 2008- D0.2
Change: Trends in Mobile Use 03
by NGOs

10 - The State of Standards and - 2013- N/A
Interoperabilty for mHealth 03

10 - Baseline Evaluation of the - 2013- N/A
mHealth Ecosystem and the 02
Performance of the mHealth
Alliance

2.11 GSMA

The GSMA mHealth programme is a market development project designed to support the
proliferation of mHealth solutions that increase patient access to quality care whilst reducing
costs. The programme includes the following work streams:

Technology standards and interoperability
Policy and regulation

mDiabetes Campaign, which focuses on supporting member mobile operators,
clinicians and governments to develop and implement mHealth best practices for
diabetes, as a model for other non-communicable diseases

GSMA Pan-African mHealth Initiative, which focuses on launching services with
member mobile operators and partners to support Millennium Development Goals
(MDGs) 4 (To reduce child mortality rates), 5 (To improve maternal health) and 6
(To combat HIV/AIDS, malaria, and other diseases) that across Africa

Market research, stakeholder outreach and events

Technical assistance to mobile operators and partners to launch mHealth services in
priority markets
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http://www.gsma.com/connectedliving/mhealth

Table 2.11: GSMA documents with their mapping to FG M2M deliverables

Technical Document Document title Ver. Date Related
area number deliverable of the
FG M2M

2,4,5,7,8, |- A High Level Reference - 2012- D0.2,D2.1, D3.1

9 Acrchitecture for Mobile Health 03-29
report

7 - The SIM: The Key to Better - 2012- DO0.2
Healthcare? 03-28

2,3,4,57, - GSMA Connected Mobile 1.0 2012- D0.2,D1.1,D2.1

9 Health Devices: A Reference 01
Architecture

10 - GSMA Understanding Medical | - 2012- N/A
Device Regulation: mHealth 03-28
Policy and Position

10 - Evidence for mHealth - 2012 N/A

2 - GSMA mHealth Infographic: - 2012 DO0.2
MDG 6 - How mHealth is
Supporting the Combat of
HIV/AIDS, Malaria and Other
Diseases

10 - Using mHealth to Support - 2012 N/A
Universal Health Access

10 - Health Hotline Services in - 2012- N/A
Emerging Markets 05-30

4 - Integrating Healthcare: The - 2012 DO0.2
Role and Value of Mobile
Operators in eHealth

10 - South Africa Mobile Health - 2011 N/A
Market Opportunity Analysis
Full Report

4 - Key Design Considerations for | - 2011- DO0.2
Service Development 09

9 - Framework for Technology - 2011- D21
Assessment for Mobile Health 09

2 - Mobile Health Services - 2011 D0.2
Marketing

4 - Mobile Health in the - 2011 D0.2
Pharmaceutical Industry

4 - Mobile Health in the Health - 2011 D0.2
Insurance Industry

10 - Policy and Regulation for - 2012- N/A
Innovation in Mobile Health 03-29

2.12 ITU-T

Various ITU-T Study Groups address issues related to e-health, such as mobile
telecommunications networks (Study Group 13), multimedia coding and systems (Study

Group 16), security issues (Study Group 17) and others.



http://www.gsma.com/connectedliving/mhealth
http://www.gsma.com/connectedliving/evidence-for-mhealth
http://www.gsma.com/mobilefordevelopment/met-framework-for-technology-assessment-for-mobile-health
http://www.gsma.com/mobilefordevelopment/met-framework-for-technology-assessment-for-mobile-health
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Table 2.12: ITU-T documents with their mapping to FG M2M deliverables

Technical Document Document title Ver. Date Related
area number deliverable of the
FG M2M
2,3,6,9 ITU-T Service and capability 1.0 2013- D0.2,D1.1, D2.1
Y.2065 requirements for e-health 11
monitoring services (Y.EHM-
reqts)
5 ITU-T Multimedia information access | 1.0 2012- D0.2
H.642.1 triggered by tag-based 06-29
identification — Identification
scheme
5 ITU-T Multimedia information access | 1.0 2012- DO0.2
H.642.2 triggered by tag-based 06-29
identification — Registration
procedures for identifiers
8 ITU-T Information technology — 1.0 2012- D3.1
H.642.3 Automatic identification and 06
data capture technique -
Identifier resolution protocol for
multimedia information access
triggered by tag-based
identification
1,8,9 ITU-T H.810 | Interoperability design 1.0 2013- D0.2,D2.1,D3.1
guidelines for personal health 12-14
systems
8 ITU-T e-Health and world-wide 1.0 2011- D3.1
X.1080.1 telemedicines - Generic 10-14
telecommunication protocol
4 ITU-T The telebiometric multimodal 2.0 2011- DO0.2
X.1081 model - A framework for the 10-14
specification of security and
safety aspects of telebiometrics
2.13 ETSI TC M2M

ETSI TC M2M is developing standards for Machine to Machine Communications. The group
aims to provide an end-to-end view of Machine to Machine standardization, and will co-
operate closely with ETSI's activities on Next Generation Networks, Radio communications,
Fibre optics and Powerline as well as close collaboration with 3GPP standards group on
mobile communication technologies.

http://www.etsi.org/technologies-clusters/technologies/m2m

Table 2.13: ETSI TC M2M documents with their mapping to FG M2M deliverables

service requirements

Technical Document Document title Ver. Date Related
area number deliverable of the
FG M2M

9 ETSI TS 102 | Machine to Machine 1.2.1 2013- D2.1

689 Communications (M2M); M2M 06-21

service requirements

9 ETSI TS 102 | Machine to Machine 21.1 2013- D2.1

689 Communications (M2M); M2M 07-01



http://www.etsi.org/technologies-clusters/technologies/m2m
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6 ETSI TS 102 | Machine to Machine 121 2013- D2.1
690 Communications (M2M); M2M 06-24
functional Architecture
6 ETSI TR 102 | Machine to Machine 11.1 2010- D2.1
691 Communications (M2M); Smart 05-18
Metering Use Cases
3 ETSI TR 102 | Machine to Machine 1.11 2013- D1.1
732 Communications (M2M); e- 09-03
Health Use Cases
8 ETSI TS 102 | Machine to Machine 1.21 2013- D3.1
921 Communications (M2M); mla, 06-20
dla and mld interfaces
8 ETSI TS 102 | Machine to Machine 2.0.11 2013- D3.1
921 Communications (M2M); mla, 11-12
dla and mld interfaces

3 Gap analysis

The objective of this gap analysis is to identify relevant technical areas in which
standardization work should be considered in the future. Although the identification of all
technical areas is of general interest to the e-health sector, the gap analysis work conducted by
the FG M2M has been focused on the technical areas which have relevance for the specific
deliverables of the FG M2M.

The following template explains the content provided in the attached spreadsheet
(DO1att1.xIsx). The spreadsheet illustrates the result of the gap analysis.

NOTE - Although it is recognised that the gap analysis conducted by the FG M2M has only
provided a provisional result requiring further work, it is expected that this outcome will be
helpful to guide the future development of standards specifications.

Template of the information provided in the attached gap analysis spreadsheet

(D01attl.xlsx)
1. 2.FG 3. 4. SDOs to be 5. SDOs’ 6. Objectives of | 7.
Technical M2M Item | involved in document(s) | required Standardization
area deliverable required related to standardization | issue (gap)
related to standardization | the item for the item related to the
the work item
technical
area

Legend of the template:

1. Technical area

NOTE: this column corresponds to the column “Technical area” of the template for
clause 2

Options:

1.

a > W

Overall e-health terminology, codes, taxonomies, classifications

e-health services/applications (areas)

Use cases for e-health

Service models and business models for e-health

e-health service requirements
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6. Network/platform functionalities/capabilities for e-health services support
Security and safety

8. Requirements and specifications of interfaces, protocols (e.g. message exchange
protocols) and APIs for e-health

9. Requirements and specifications related to Machine to Machine Communications
for e-health services support

10. Others
N/A Not Applicable

FG M2M deliverable related to the technical area

NOTE: this column corresponds to the column “Related deliverable of FG M2M” of
the template for clause 2

Options:
D0.2:  M2M enabled ecosystems: e-health

D1.1: M2M use cases: e-health

D2.1:  M2M service layer: requirements and architectural framework
D3.1:  M2M service layer: APIs and Protocols overview

N/A: Not Applicable

Item

This column indicates the items in terms of clause number and title of the FG-M2M
deliverables. The field (in the way how it is filled up) is helpful to link directly contents
of other SDO’s document to the work progressed by the FG M2M.

. SDOs to be involved in required standardization work

NOTE: this column contains at this stage only the SDOs which have been identified in
clause 2, but this doesn’t exclude that other SDOs might be involved in the future.

. SDOs’ document(s) related to the item

NOTE: this column corresponds to the column “Document title” of the template for
clause 2

Obijectives of required standardization for the item

This column identifies the objectives in terms of detailed technical subjects related to
the contents of the SDO document. This is to clarify the specific purpose of the
required standardization work for the item with respect to the FG M2M’s
deliverables.

. Standardization issue (gap) related to the item

This column describes a short summary of findings and issues derived from the
analysis, based on the objectives indicated in column 6, and mainly focusing on the
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gap among FG-M2M deliverables’ contents and SDO documents (including existing
ITU-T specifications). In some cases, this column contains a short summary of the
related SDO documents content based on the objectives indicated in column 6.



3.1 Gap analysis table example
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1. Technical area

2. FG M2M
deliverable
related to
the
technical
area

3. Item

4, SDOs to be
involved in
required
standardization
work

5. SDOs’ document(s) related to the

item

6. Objectives of
required
standardization
for the item

7. Standardization
issue (gap) related
to the item

2 | e-health
services/applications
(areas)

D0.2

7. e-health applications
and services with M2M

WHO and ITU

National eHealth
Strategy Toolkit

Examples of e-
health
applications and
services

This document
provides a
framework and
method for
developing a
national eHealth
vision, action plan
and monitoring
framework. In
particular, the
contents in the
section 9.3 and
Annex A includes
examples of
eHealth
applications and
services. These
examples have
been examined, and
the examples with
M2M (e.g. remote
patient monitoring)
are included the
clause 7 in DO.2.

8 | Requirements and
specifications of
interfaces, protocols
(e.g. message
exchange protocols)

D3.1

6.4 Existing APIs and
protocols for M2M
service layer

CEN/TC 251

CEN/TS
14822-4

Health informatics -
General purpose
information components
- Part 4: Message
headers -

message within
computer
systems

This message
headers are used in
order that computer
systems may share
information
effectively there is




and APIs for e-
health

27

ITU-T Focus Group on M2M service layer: M2M standardization activities and gap analysis: e-health

a requirement that
the communicating
parties and
particularly their
computer systems
have a common
understanding of
how the
information which
they are sharing is
represented.

e-health
services/applications
(areas)

D0.2

7. e-health applications
and services with M2M

ISO/TC 215

ISO/TS
14265

Classification of
purposes for processing
personal health
information

High-level
categories of
purposes for
which personal
health
information

This document
defines a set of
high-level
categories of
purposes for which
personal health
information can be
processed. This
provides a
framework for
classifying the
various specific
purposes.
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3.2 Gap analysis summary

The gap analysis file is attached (DO1att1.xlIsx).

Of the 251 document occurrences analysed (one SDO document can occur more than one
time), 143 of them can be applied to FG M2M deliverables. For easy reference to the
applicable document and its items, please see the table below.

Applicable | Summary of items (based on content related | Number of document
FG M2M to “3.Item” of the template) occurrences
deliverables
D0.2 Definitions
e-health system 3
e-health ecosystem 9
e-health application and services with M2M 23
High level requirements 17
D1.1 Detailed use cases 8
D2.1 Requirements 21
Architecture 14
D3.1 M2M reference model 14
Existing APIs and Protocols 28
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Appendix I:

Procedure used in the development of this gap analysis
The procedure for developing the gap analysis is composed by the following steps:

Step 1: In order to complete columns 1, 2, 3, 4 and 5 of the gap analysis table, collect
information from clause 2.

Step 2: In order to validate the “technical area” in the gap analysis table, confirm the relation
between “technical areas” and “SDO’s document(s) related to the item”, that is
amend/confirm the value of the case(s) (which case(s) is to be confirmed) - as filled up in
Step 1 - in the gap analysis table.

Step 3: In order to complete columns 6 and 7 of the gap analysis table, analyse the gap
(including objectives of standardization and standardization issue).
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