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Geneva, 20 June 2005

	Ref:


Tel:

Fax:
	TSB Circular 37

TSB Workshops/XY

+41 22 730 6206
+41 22 730 5853
	· To Administrations of Member States of the Union;

· To ITU-T Sector Members;

· To ITU-T Associates


	E-mail:
	tsbworkshops@itu.int
	Copy:

· To ITU-T Study Groups Chairmen and Vice-Chairmen;

· To the Director of the Telecommunication Development Bureau;

· To the Director of the Radiocommunication Bureau




	Subject:
	Workshop on “New Horizons for Security Standardization”
Geneva, 3 - 4 October 2005


Dear Sir/Madam,

1
I would like to inform you that an ITU-T Workshop on New Horizons for Security Standardization will take place at ITU Headquarters, in Geneva, from 3 to 4 October 2005 inclusive, prior to the ITU-T Study Group 17 (Security, languages and telecommunication software) meeting scheduled from 5 to 14 October 2005 (see TSB Circular 35 of 25 May 2005).

The workshop will open at 09:30 hours on the first day. Detailed information concerning the meeting rooms will be displayed on screens at the entrances to ITU Headquarters.

2
Discussions will be held in English only.

3
Participation is open to ITU Member States, Sector Members and Associates and to any individual from a country that is a member of ITU who wishes to contribute to the work.  This includes individuals who are also members of international, regional and national organizations.  The workshop is free of charge but no fellowships will be granted. 

4
The overall objectives of the workshop are to help address information and communications security issues and promote increased cooperation between organizations engaged in security standardization work. Consideration will also be given to issues of adoption and implementation of security standards. In particular, the workshop will:

· seek to find out from stakeholders (e.g., network operators, system developers, users etc.) what are the primary security concerns/issues

· determine where ITU-T and other Standard Development Organizations (SDOs) can most effectively play a role in helping address the issues (i.e., which issues are amenable to a standards solution?);

· identify which SDOs are working on these issues or are best equipped to do so; and

· agree on next steps of security standardization.

5
A draft programme of the workshop is set out in Annex 1 hereto.
6
Updated information relating to the workshop including the presentations will be available on the ITU-T website at the following address: http://www.itu.int/ITU-T/worksem/security/200510/index.html
7
Call for papers. You are invited to send papers relating to any of the topics identified in the programme. All selected papers will be publicly available on the above-mentioned workshop web page. Speakers may refer to relevant papers during their presentation. Papers and abstracts should be sent by e-mail to sebek@itu.int by 9 September 2005.

8
Wireless LAN facilities are available in the ITU main conference room areas for participant’s use. Wired network access continues to be available in the ITU Montbrillant building. Detailed information is available on the ITU-T website (www.itu.int/ITU-T/edh/faqs-support.html).

9
For your convenience, a hotel confirmation form is enclosed as Annex 2 (see www.itu.int/travel/accommodations.asp for the list of hotels).

10 
In order to enable TSB to make the necessary arrangements concerning the organization of the workshop, I should be grateful if you would send to TSB the registration form in Annex 3, duly completed (one per participant) by fax (No.: +41 22 730 5853), by e-mail (tsbreg@itu.int) or via the on-line form at: http://www.itu.int/ITU-T/worksem/security/200510/registration.html as soon as possible, but not later than 12 September 2005.

Registration will start on Monday 3 October at 8:30 hours at the ITU Headquarters where a valid ITU-issued badge, which will be required to gain access to the workshop, can be collected.

11
We would remind you that citizens of some countries are required to obtain a visa in order to enter and spend any time in Switzerland. The visa must be requested and obtained from the office (embassy or consulate) representing Switzerland in your country or, if there is no such office in your country, from the one that is closest to the country of departure.


If problems are encountered by ITU Member States, Sector Members or Associates, and at the official request made by them to TSB, ITU can approach the competent Swiss authorities in order to facilitate delivery of the visa. Any such request must specify the name and functions of the individual(s) for whom the visa(s) is/are requested and be accompanied by a copy of the approved registration form for the ITU workshop in question.  Please note that the ITU can assist only representatives of ITU Member States, ITU Sector Members or ITU Associates.
Yours faithfully,

H. Zhao
Director of the Telecommunication
Standardization Bureau

Annexes: 3
ANNEX 1
(to TSB Circular 37)

Advance Program of Workshop on “New Horizons for Security Standardization”

For more details on this workshop and updates to the programme, please check the workshop web page at: http://www.itu.int/ITU-T/worksem/security/200510/index.html
	Day One (3 October 2005)

	09:30 – 09:45
	Opening Session

	09:45 – 11:15
	Session 1: The role of standards in telecommunications and IT security
Objectives: This session will provide a background context to the workshop by briefly reviewing the origins and evolution of the security standardization work from the early architectural and mechanism work through the changing threat environment as computer networking has become pervasive. An overview of the security standards work in key standards organizations will be presented. Differences in approaches to the work will be considered. 

	11:15 – 11:30
	Coffee break

	11:30 – 13:00
	Session 2: Key areas of security standards focus
Objectives: A panel of speakers representing standards organizations will highlight some their current key areas of focus in security standardization. 

	13:00 – 14:00
	Lunch break

	14:00 – 15:30
	Session 3: Emerging Technical Issues
Objectives: Presentations on selected technical issues that will need to be addressed by the standards bodies in the near future, e.g.:

- Wireless security

- RFID and Ubiquitous Sensor Network

- Trusted Computing Platform

	15:30 – 16:00
	Coffee break

	16:00 – 17:30
	Session 4: Stakeholder perspectives
Objectives: The panel will invite stakeholders from the public and private sectors to offer their views of how to ensure that security standards meet their needs. The session will also consider the economic implications of security standards and whether security standards be implemented cost-effectively in a way that provides “good-enough security” while ensuring cost-competitiveness of the product/service.

	 17:30 – 18:00
	Wrap-up of Day 1 
Brief summary plus identification of issues for overnight discussion/review.


	Day Two (4 October 2005)

	09:00 – 9:30
	Session 5: Day 2 Introduction 
Objectives: Report on results of Day 1 after-hours discussions plus feedback from workshop participants.

	09:30 –10:30
	Session 6: Overview of the current threat environment and response capability 

Objectives: This session will assess the status of current and emerging threats to an on-line information society. What are the primary targets and how can society respond to those threats? 

	10:30 – 11:00
	Coffee break

	11:00 – 12:30
	Session 7: Overview of some specific areas of current interest for security standardization
Objectives: This session will examine issues in some current areas of technical focus, e.g.,:

· Information security management for networks
· Vulnerabilities of the networking infrastructure associated with SS7
· Security issues of Voice Over Internet Protocol 

	12:30-14:00
	Lunch break

	14:00 – 14:30
	Session 8: Security standards for the developing countries and countries with economies in transition 
Objectives: This session will consider the growing need to respond to the security standards requirements of developing countries and countries with economies in transition 

	14:30 – 15:30
	Session 9: Panel - Refining the focus and the processes for security standardization
Objectives: This panel discussion and interactive session will identify the crucial issues in ICT security that need to be addressed by standards. It will consider the differences in security standards needs (or differences in emphasis) in the different regions, and try to identify how SDOs can resource their work to respond most quickly and effectively to emerging threats. 

	15:30-16:00
	Coffee break

	16:00 – 17:00
	Session 10: Panel - Improving the effectiveness of the security standards process - next steps and conclusions 
Objectives: This panel discussion and interactive session will build upon workshop discussions to identify those areas of focus in which the standards organizations (and the ITU-T in particular) can be most effective in developing security standards. It will also identify priorities for security standards work and suggest ways to improve collaboration across the standardization bodies.

	17:00 – 17:30
	Session 11: Summary and closing remarks
Objectives: Review and summary of workshop results.


ANNEX 2
(to TSB Circular 37)

	Ce formulaire de confirmation est à adresser directement à l'hôtel de votre choix

This confirmation form should be sent directly to the hotel of your choice

Dirija directamente este formulario de confirmación al hotel que elija
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SECTEUR DE LA NORMALISATION DES TÉLÉCOMMUNICATIONS
TELECOMMUNICATION STANDARDIZATION SECTOR
SECTOR DE NORMALIZACIÓN DE LAS TELECOMUNICACIONES

Atelier

                                                         
  du                             au                          Genève

Workshop

     --------------------------------------   from    ----------------  to ------------------ Geneva

Taller



                                                     desde el                        al                          Ginebra

Confirmation de la réservation faite le                                                       A l'hôtel

Confirmation of the reservation made on ----------------------------           To hotel   -------------------------------

Confirmación de la reserva efectuada el                                                    Al hotel

au prix préférentiel offert à l'UIT / at ITU preferential tariff / al precio preferencial ofrecido a la UIT
                 chambre simple/double        du                                heure d'arrivée                           au 

-------------single/double room            from        ---------------  time of arrival        -------------  to  ------------

                 habitación indiv./doble    desde el                           hora de llegada                           al

Nom / Name / Apellido                ---------------------------------------------- 

Prénom / First name / Nombre    ----------------------------------------------- 

Adresse / Address / Dirección    -------------------------------------------------           Tel: -----------------------------  

-----------------------------------------------------------------------------------------          Fax: -----------------------------  

-----------------------------------------------------------------------------------------      E-mail: -----------------------------

Carte de crédit en garantie de la réservation

Credit card to guarantee this reservation:        AX/VISA/DINERS/EC  ----------------------------------------------- 

Tarjeta de crédito que garantiza la reserva                                                                autre / other / otras   

No ---------------------------------------------- validité / validity / validez   --------------------------------------------------- 

Date/Date/Fecha   --------------------------  Signature / Signature / Firma  ------------------------------------------------ 

ANNEX 3

 (to TSB Circular 37)
	ITU-TSB
	Workshop on 
“New Horizons for Security Standardization”
(Geneva, 3 - 4 October 2005)
	

	

	REGISTRATION FORM

	
To be returned to TSB (Fax: +41 22 730 5853 / tsbreg@itu.int) by 12 September 2005

	


	 FORMCHECKBOX 
 Mr.    FORMCHECKBOX 
 Mrs.    FORMCHECKBOX 
 Ms.    FORMCHECKBOX 
 Miss
	
	 FORMCHECKBOX 

Administration of ITU Member State

	
	
	

	____________________________________________
Family Name
	
	 FORMCHECKBOX 

ITU Sector Member

	
	
	

	
	
	 FORMCHECKBOX 

ITU Associate

	____________________________________________
First Name
	
	

	
	
	 FORMCHECKBOX 

Non-Member

	
	
	

	

	Name and complete address of Administration or Organization:

	______________________________________________
	Tel: _____________________________________________

	______________________________________________
	

	______________________________________________
	Fax :_____________________________________________

	_________________________________________
	E-mail : _________________________________________

	

	

	Hotel :

	________________________________________________
	Tel. : _______________________________________

	
	

	NOTE to ITU-T Study Group 17 delegates:  You are kindly requested to register to this workshop in addition to your registration to attend the Study Group 17 meeting.

	Date: ___________________________
	Signature: ______________________________________


	Place des Nations
Telephone 
+41 22 730 51 11
Telex 421 000 uit ch
E-mail:
itumail@itu.int

CH-1211 Geneva 20
Telefax
Gr3:
+41 22 733 72 56
Telegram ITU GENEVE
www.itu.int

Switzerland

Gr4:
+41 22 730 65 00
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