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Geneva, 4 October 2007
	Ref:
	TSB Collective letter 8/17

	

	Tel:
Fax:

E-mail:

	+41 22 730 6206
+41 22 730 5853
tsbsg17@itu.int 
	To Administrations of Member States of the Union, to ITU-T Sector Members and to ITU-T Associates participating in the work of Study Group 17


	Subject:
	Meeting of Working Party 2/17
Geneva, 10-14 December 2007


Dear Sir/Madam,

1
With my agreement to the request of Study Group 17 Chairman and as endorsed at the meeting of Study Group 17 (Geneva, 19 - 28 September 2007), I should like to inform you that Working Party 2/17 (Telecommunication Security) is to meet at ITU headquarters, Geneva, on 
10 - 14 December 2007 in order to take action (consent or determination) on draft Recommendations.
The meeting will open at 0930 hours on the first day. Participant registration will begin at 0830 hours. Please note that all participants must register via the Montbrillant entrance. Detailed information concerning the meeting rooms will be displayed on screens at the entrances to ITU headquarters.

2
The discussions will be held in accordance with decisions taken pursuant to the relevant provisions in force.

3
The draft agenda and timetable, as prepared by the Chairman of Study Group 17 and the Chairman of Working Party 2/17 in consultation with the TSB, is set out in Annex 1 hereto. 
4
The draft work programme for Working Party 2/17 and Questions 5, 6, 7, 8, 9, and 17/17 is set out in Annex 2 hereto.
5
The main objectives of the Working Party 2/17 meeting are to consider initiating the approval process for the following draft ITU-T Recommendations:

X.akm, Framework for EAP-based authentication and key management, X.1051 (revised), Information security management guidelines for telecommunications based on ISO/IEC 27002, X.tsm-1, Telebiometrics system mechanism – Part 1: General biometric authentication protocol and system model profiles for telecommunication systems, X.tpp-1, Telebiometrics protection procedure - A guideline of technical and managerial countermeasures for biometric data security, X.tai, Telebiometrics authentication infrastructure, X.csreq, Technical requirements on countering spam, X.fcs, Technical framework for countering email spam, X.gcs, Guideline on countering email spam, X.1205, Overview of cybersecurity.

6
Pursuant to the provisions of Recommendation A.1 (2006), contributions to the work of the study group are to be submitted to the Telecommunication Standardization Bureau (TSB). Contributions received by TSB at least ten calendar days before the date set for the opening of the meeting will be published on the Study Group 17 website. Such contributions must therefore be received by TSB not later than 29 November 2007. Contributions received at least two months before the start of the meeting may be translated, if required, according to the provisions in force.

Participants are encouraged to submit contributions using the web-based submission form available on the Study Group 17 homepage, or by electronic mail to the following address: 
tsbsg17@itu.int. Detailed instructions can be found on the ITU-T website.

We would strongly encourage you to use the set of templates that has been created to harmonize the appearance of ITU-T documents while making their production easier and hence more efficient.  The templates are accessible from each ITU-T study group web page, under “Guides, Tools and Templates” (http://www.itu.int/ITU-T/studygroups/templates/index.html).

With a view to settling any questions that might arise concerning contributions, the name, fax and telephone number and e-mail address of the person to be contacted should be indicated on contributions.  Accordingly, please include those details on the cover page of all documents.

7
To enable TSB to make the necessary arrangements concerning the documentation for, and organization of, the meeting, I should be grateful if you would send me, by letter, fax (+41 22 730 5853) or e-mail (tsbreg@itu.int), as soon as possible but not later than 10 November 2007, the list of people who will be representing your Administration, Sector Member, Associate, regional and/or international organization or other entity. Administrations are requested also to indicate the name of their head of delegation (and deputy head, if applicable). The registration form in Annex 4, duly completed (one per participant), should be attached to the above-mentioned list.

8
Participants actually present at the meeting and having requested paper copies in advance by means of the registration form will receive only those documents posted on the ITU-T website as from 3 days prior to the meeting (7 December 2007) and up to the end of the meeting.
9
Wireless LAN facilities are available for use by delegates in the ITU main conference room areas and in the CICG (Geneva International Conference Centre) building. Wired network access continues to be available in the ITU Montbrillant building. Detailed information is available on the ITU-T website (http://www.itu.int/ITU-T/edh/faqs-support.html).

10
For your convenience, a hotel confirmation form is enclosed as Annex 3 (see http://www.itu.int/travel/  for the list of hotels).

11
We would remind you that citizens of some countries are required to obtain a visa in order to enter and spend time in Switzerland. Where this is the case, the visa must be requested and obtained from the office (embassy or consulate) representing Switzerland in your country or, if there is no such office in your country, from the one that is closest to the country of departure. If problems are encountered, the Union can, at the official request of the administration or company you represent, approach the competent Swiss authorities in order to facilitate delivery of the visa. 
Visa requests should in such cases be made by official letter from the administration or company you represent. This letter must specify your name, function and date of birth, as well as the number and dates of issue and expiry of your passport. It must be accompanied by a photocopy of the personal details pages of your passport and by the completed registration form, and must be sent to TSB by fax (+41 22 730 5853) or e-mail message (tsbreg@itu.int) bearing the words “visa request”. Please note that the Union needs at least one week to process the various documents required for the delivery of a visa.

Yours faithfully,

Malcolm Johnson
Director of the Telecommunication
Standardization Bureau

Annexes:  4
ANNEX 1

(to TSB Collective letter 8/17)

Draft agenda for the WP 2/17 Plenary
1.
Opening of the meeting and welcome

2.
Results from the last meeting of Study Group 17

3.
Results from the December 2007 TSAG meeting 

a) Planning for next study period 

b) IdM work in ITU-T
4.
Coordination, collaboration and cooperation


a)
Relations with other Lead Study Groups

b) Collaboration on IdM

c) Relation with the NGN Global Standards Initiative (NGN-GSI)

d) Relation with the IPTV Global Standards Initiative (IPTV-GSI)

e) Collaboration with ISO/IEC JTC 1


f)
Collaboration with the IETF


g)
Interaction with other industry consortia and fora

5.
General matters


a)
SG 17 Lead Study Group activities on Telecommunication Security

b)
Review results from the 2nd IGF and the 1st Meeting of the High-Level Experts Group 


for the Global Cybersecurity Agenda (5 October 2007) that are pertinent to SG 17
6.
Program for this Working Party meeting and meetings on Questions


a)
Meeting reports


b)
Action plans

c)
Titles and Summaries for Recommendations under development


d)
Recommendations planned for consent or determination 

e)
Liaison statements


f)
Planned Rapporteur meetings and possible joint activities on IdM

g)
Mailing lists, including e-mail addresses

7.
Working arrangements for this meeting


a)
List of meeting documents and proposed allocation

b) Joint meetings with Questions from other study groups

c) Information sharing session

d) Meeting schedule and rooms

8.
Any other business

9.
Closing.
ANNEX 1 - continued

(to TSB Collective letter 8/17)
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P: WP 2/17 plenary
1): This table will be updated on the SG 17 web page as necessary

2): Meeting to discuss views of security Questions in the next Study Period
ANNEX 2
(to TSB Collective letter 8/17)

Draft work programme for Working Party 2/17 and its Questions

Working Party 2  -  Telecommunication security

· Review results from the September 2007 SG 17 meeting
· Review results of the Rapporteur Group meetings since September 2007 SG 17 meeting
· Review results from December 2007 TSAG meeting on planning for next study period

· Review results from December 2007 TSAG meeting on Identity Management

· Review results from the 2nd IGF and the 1st Meeting of the High-Level Experts Group for the Global Cybersecurity Agenda (5 October 2007) that are pertinent to SG 17
· Propose revised or new Questions for next study period

· Question 5/17  -  Security Architecture and Framework

· Responsible for Recommendations X.800, X.802, X.803, X.805, X.810, X.811, X.812, X.813, X.814, X.815, X.816, X.830, X.831, X.832, X.833, X.834, X.835, X.841, X.842, X.843, X.1035 and consented Recommendations X.1031, X.1036
· Review results of activities since the September 2007 SG 17 meeting
· Review status of the coordination with other ITU-T Study Groups, and particularly SG 13 on security issues related to NGN

· Finalize work and achieve consent on draft new Recommendation X.akm on Framework for EAP-based authentication and key management
· Progress work on draft new Recommendation X.gisn on Guidelines for implementing network & system security
· Consider how to progress work on draft new Recommendation X.805nsa on Network security assessment/guidelines based on ITU-T Recommendation X.805
· Consider efficient cooperative work with ISO/IEC JTC 1/SC 27 on IT network security project

· Consider efficient collaboration with other standardization entities

· Update summaries of draft revised and new Recommendations
· Further progress the proposals for revised or new Questions for next study period

· Question 6/17  -  Cyber Security

· Responsible for Recommendations E.409 (in conjunction with SG 2), X.1303 and determined Recommendations X.1206, X.1207
· Review results of activities since the September 2007 SG 17 meeting
· Perform the lead role for Identity management
· Progress work, resolve comments and achieve determination of revised text on draft new Recommendation X.1205, Overview of cybersecurity 
· Progress work on draft new Recommendations:

· X.idmgap, Identity management use cases and gap analysis
· X.idmreq, Requirements for global interoperable identity management

· X.rfpg, Privacy guidelines for RFID 
· X.nsmf, Network security management framework

· X.gopw, Guideline on preventing worm spreading in a data communication network

· X.idif, User control enhanced digital identity management framework
· X.idmint, Identity management framework for global interoperability
· X.idmlex, Identity management lexicon

· X.soas, Service oriented architecture security

· X.soaf, Service oriented architecture framework

· X.sisfreq, Requirement of security information sharing framework
· Joint activity on IdM with experts from other Questions/SGs

· Contribute to the study on countering spam (see Question 17/17)

· Consider efficient collaboration with other standardization entities

· Update summaries of draft revised and new Recommendations
· Further progress the proposals for revised or new Questions for next study period

· Question 7/17  -  Security Management

· Responsible for Recommendation X.1051

· Review results of activities since the September 2007 SG 17 meeting
· Finalize work and achieve consent on draft revised Recommendation X.1051, Information security management guidelines for telecommunications based on ISO/IEC 27002

· Progress work on draft new Recommendation X.rmg on risk management guidelines for telecommunications

· Progress work on draft new Recommendation X.sim on security incident management guidelines for telecommunications

· Consider what further efforts can be done in support of TDR/EW

· Consider efficient collaboration with other standardization entities

· Update summaries of draft revised and new Recommendations
· Further progress the proposals for revised or new Questions for next study period

· Question 8/17  -  Telebiometrics

· Responsible for Recommendation X.1081 and consented Recommendations X.1082, X.1083
· Review results of activities since the September 2007 SG 17 meeting
· Progress on populating the telebiometrics database, including necessary review/control and discussion on process

· Finalize work and achieve consent on draft new Recommendation X.tpp-1, A guideline of technical and managerial countermeasures for biometric data security

· Finalize work and achieve consent on draft new Recommendation X.tsm-1, Telebiometrics system mechanism - General biometric authentication protocol and profile on telecommunication system

· Finalize work and achieve consent on draft new Recommendation X.tai, Telebiometics authentication infrastructure

· Progress work on draft new Recommendation X.tpp-2, A guideline for secure and efficient transmission of multibiometric data

· Progress work on draft new Recommendation X.tsm-2, Telebiometrics system mechanism - Protection profile for client terminals

· Progress work on draft new Recommendation X.tdk, Telebiometrics digital key – A framework for biometric digital key generation and protection
· Review the collaboration status with ISO/IEC JTC 1/SC 27 for security evaluation and testing of biometric technology

· Review the collaboration status with ISO/IEC JTC 1/SC 37 for biometrics standards

· Review the collaboration status with ISO TC 12 for physiological quantities and their units

· Review the collaboration status with IEC TC 25 for physiological quantities and their units

· Update summaries of draft revised and new Recommendations
· Further progress the proposals for revised or new Questions for next study period

· Question 9/17  -  Secure Communication Services

· Responsible for Recommendations X.1111, X.1121, X.1122, X.1141, X.1142 and consented Recommendations X.1112, X.1113, X.1123, X.1124, X.1125, X.1143, X.1151
· Review results of activities since the September 2007 SG 17 meeting
· Progress work on draft new Recommendations on secure application protocols

-
X.homesec-4, Authorization framework for home network 

-
X.sap-2, Secure end-to-end data communication techniques using TTP services

-
X.p2p-1, Requirements for secure peer-to-peer communication services

-
X.p2p-2, Security architecture and protocols for Peer-to-peer network 

-
X.nidsec-1, Privacy protection framework for networked ID services

-
X.mcsec-1, Security requirements and framework in multicast communication 

-
X.usnsec-1, Requirement and framework for USN
· Consider any additions to existing Recommendations

· Consider efficient collaboration with other standardization entities

· Update summaries of draft revised and new Recommendations
· Further progress the proposals for revised or new Questions for next study period

· Question 17/17  -  Countering spam by technical means

· Review results of activities since the September 2007 SG 17 meeting
· Review any service-related requirements on countering spam developed by Study Group 2

· Finalize work and achieve determination on draft new Recommendation X.csreq, Requirements on countering spam

· Finalize work and achieve determination on draft new Recommendation X.fcs, Technical framework for countering email spam

· Finalize work and achieve determination on draft new Recommendation X.gcs, Guideline for countering email spam

· Progress work on draft new Recommendation X.fcsip, Framework of countering IP multimedia spam

· Progress work on draft new Recommendation X.ocsip, Overview of countering spam for IP multimedia applications

· Progress work on draft new Recommendation X.tcs, Technical means for countering spam

· Progress work on draft new Recommendation X.tcs-1, Interactive countering spam gateway system

· Progress work on draft new Recommendation X.ssf, SMS filtering system based on user’s rules
· Update summaries of draft revised and new Recommendations
· Consider efficient collaboration with other standardization entities

· Further progress the proposals for revised or new Questions for next study period.
ANNEX 3
(to TSB Collective letter 8/17)

	This confirmation form should be sent direct to the hotel of your choice
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TELECOMMUNICATION STANDARDIZATION SECTOR


SG/WP meeting -------------------------------------   from    -------------------------  to ----------------------- in Geneva
Confirmation of the reservation made on (date) -------------------------   with (hotel)   --------------------------------
at the ITU preferential tariff 
------------ single/double room(s)

arriving on (date) ---------------------------  at (time)  -------------  departing on (date) -------------------------------
GENEVA TRANSPORT CARD : Hotels and residences in the canton of Geneva now provide a free "Geneva Transport Card" valid for the duration of the stay. This card will give you free access to Geneva public transport, including buses, trams, boats and trains as far as Versoix and the airport. 

Family name    -------------------------------------------------------------------------------------------------------------------
First name        ------------------------------------------------------------------------------------------------------------------

Address            ------------------------------------------------------------------------        Tel: -------------------------------

-----------------------------------------------------------------------------------------         Fax: -------------------------------

-----------------------------------------------------------------------------------------      E-mail: ------------------------------

Credit card to guarantee this reservation:        AX/VISA/DINERS/EC  (or other) -----------------------------------
No. --------------------------------------------------------         valid until      -------------------------------------------------
Date ------------------------------------------------------      Signature        ---------------------------------------------------

ANNEX 4
(to TSB Collective letter 8/17)
	ITU-TSB
	Working Party 2/17 meeting
Geneva, 10-14 December 2007
	

	

	REGISTRATION  FORM

	To be returned to TSB by fax (+41 22 730 5853) or e-mail (tsbreg@itu.int) by 10 November 2007

	


	 FORMCHECKBOX 
 Mr     FORMCHECKBOX 
 Mrs     FORMCHECKBOX 
 Ms     FORMCHECKBOX 
 Miss 
	
	
_______________________________________________
Country

	____________________________________________
Family name
	
	______________________________________________
Name of Administration of Member State*

	____________________________________________
First name
	
	______________________________________________
Name of Sector Member / Associate / other

	

	Full address of administration or organization:

	______________________________________________
	Tel: _____________________________________________

	______________________________________________
	Fax: _____________________________________________

	______________________________________________
	E-mail: __________________________________________

	

	

	*For delegates of Member States: Function at the meeting
	
	Hotel or other address in Geneva

	
	
	Hotel: __________________________________________

	(C)        FORMCHECKBOX 
      Head of delegation
	
	Address: ________________________________________

	(CA)     FORMCHECKBOX 
      Deputy head of delegation
	
	___________________________________________

	(D)        FORMCHECKBOX 
      Delegate
	
	Tel: ____________________________________________

	
	
	

	

	Important Note:
Paper copy of meeting documents will be provided only upon request.

I need paper copies of meeting documents posted on or after 7 December 2007 for :
WP2

 FORMCHECKBOX 

If explicitly requested, a full set of meeting documents may be obtained from the documents counter.

	Date: ___________________________
	Signature: ______________________________________


	For TSB use only

	
	Pigeonhole

	
	


	Place des Nations
Telephone 
+41 22 730 51 11
Telex 421 000 uit ch
E-mail:
itumail@itu.int

CH-1211 Geneva 20
Telefax
Gr3:
+41 22 733 72 56
Telegram ITU GENEVE
www.itu.int

Switzerland

Gr4:
+41 22 730 65 00
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