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Working Group 3 met in Qawra, St. Paul’s Bay, Malta from 11 to 18 December 2007. Mr. Glenn ADAMS (representing Samsung Electronics, Republic of Korea) and Mr. Dong WANG (ZTE) chaired the meeting.
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Goals of the meeting

The group met to progress the work on the following subjects.

· Prepare and approve agenda for working group’s seventh meeting

· Review input documents (both contributions and liaison statements) and Living List
· Prepare and finalize output working document
· Prepare meeting report 
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Summary of the results

· Input documents were presented, discussed, and materials excerpted for incorporation into output documents, with significant results being:
· The definitions related security terms, especially Service and Content Protection (SCP), were updated.
· The security architecture and security mechanism were updated.
· The working document was elaborated and finalized.
3
Detailed results

3.1 Review of Input Documents 

Incoming Liaisons

The following incoming liaison statements were reviewed and no outgoing liaison statements prepared:
FG IPTV-IL-0119: ISO/IEC provides approved standards and related specifications intend to give useful reference to FG IPTV.  WG3 reviewed the security related material (e.g. IPMP and REL), and found them too detailed to be addressed within this stage of WG3, but maybe as useful references when the detailed solutions and protocols are developed in next stage of IPTV-GSI. No specific action required for WG3 and no Outgoing Liaisons issued.
Contributions
The following contributions were reviewed, characterized, and, in some cases, portions extracted and combined for use in the Working Group’s Working Documents:
Security Requirements Related
FG IPTV-C-1010: The contribution provides some comments and proposals on editorial changes (i.e. requirements place movement) to WG1 service requirements Working Document (FG IPTV-DOC-0147), related security requirements to WG 1&3. WG3 agreed to the conclusion of WG1.

Security Definitions Related
FG IPTV-C-1027: The contribution provides some comments and changes for definitions related to WG1 service requirements Working Document (FG IPTV-DOC-0147), and it also includes some WG3 related security definitions, i.e. Content Protection, Service Protection, Conditional Access and Service and Content Protection (SCP). WG3 accepted some of them and revised others.
FG IPTV-C-1039: The contribution provides some clarifications and definitions for WG3 on Service, Service Protection and especially on Service and Content Protection (SCP). The proposed definition was accepted with modifications and the result was reported to WG1.
Security Architecture Related

FG IPTV-C-1057: The contribution provides modifications for Service Protection Architecture and related functional description. The contribution was accepted with some modifications.
FG IPTV-C-1058, 1073&1102: These three contributions provide the revised figures for general security architecture. The contributions were merged and harmonized by WG3 and the functional descriptions were refined and categorized.
FG IPTV-C-1072: The contribution provides a revised figure for content protection architecture and related functional descriptions. WG3 revised them with combination of watermark(s) functions changes and kept it align with WG1 IPTV architecture.
Security Mechanisms Related

FG IPTV-C-1031: The contribution proposes to change the application downloadable mechanisms functional descriptions. WG3 considered these proposals and formed new sub-clause of Programmatic Content with combination with C-1077.
FG IPTV-C-1083: The contribution provides Audience Rating System related to subscriber privacy information need to be taken into account in WG3 Working Document. WG3 accepted it partially with some modifications.  
Documentations Related

FG IPTV-C-1017, 1077&1103: These three contributions provide some comments and editorial changes for WG3 Working Documents. WG3 took them into account and did some changes according to these proposals.
Others Related

FG IPTV-C-1041: The contribution provides some changes for Content Tracing in IPTV Architecture. WG3 reviewed it and provided some suggestions to WG1!

FG IPTV-C-1082: The contribution, submitted to both WG5 and WG3, provides an updating for Audience Rating System figure and proposes to elaborate the Editor’s notes for WG3. WG5 accepted it and modify a note. WG3 noted this and agreed with WG5’s conclusion.
FG IPTV-C-1129: This contribution, submitted to both WG5 and WG3, provides the Home Network security related threats, requirements based on ITU-T X.1111 Recommendations. WG3 noted it and agreed with WG5’s conclusion.

3.2 Review of Living List

The Living List document was reviewed and characterized, and, in some cases, portions extracted for use in the Working Group’s Working Documents:
Security Architecture Related

The remained issues on security architectural figure was redrawn and described on request, and the result of effort was accepted as appendix.
The other materials were reviewed and accepted for input to the output document of WG3 or discarded; as a consequence, the living list for WG3 is now discarded.

3.3 Finalized Working Document

Security Requirements Related

WG3 incorporated requirements from IPTV services requirements Working Document [FG IPTV–DOC-0147]and added the following:
“The following requirements are duplicates of those identified in IPTV services requirements [FG IPTV–DOC-0147] and should not be modified in any way without consultation with the group (i.e. study group question) which owns [FG IPTV –DOC-0147]. In the case of a discrepancy between the text in this document and that of [FG IPTV –DOC-0147], then the latter text should take precedence.”

Editorial Related

The Working Document was refined and polished with some editorial changes and text modifications.
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Joint meeting with other Working Groups

None. 
5
Outgoing liaisons 

None. 
6
Output documents

The following output document was prepared:

	Document number 
	Title

	FG IPTV-DOC-0188
	Working Document: IPTV Security Aspects


7
Future activities
The Focus Group activities will continue in ITU-T IPTV-GSI. Information regarding IPTV-GSI can be found in ITU-T website. 

The first IPTV-GSI event is from January 15-22, 2008, to be held in Seoul, Rep. of Korea. Contributions are requested to address the remaining issues related to Security Interface and related protocols. 
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