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Introduction
This contribution discusses the ITF Network Attachment which occurs right after the DNG Network attachment is completed (see the joint Cisco-Motorola contribution labelled “DNG Network Attachment”).

There are two cases for ITF device attachment to the network. The first is a case where the ITF device is behind the DNG’s NAT and the second is a case where the ITF resides on a mobile device and is attaching to the network without passing through the DNG.  The second case is out of the scope of this document.
Discussion
ITF Device

Setup and Initial Configuration
The activities associated with ‘ITF Setup and Configuration’ are those related to acquiring and configuring a physical ITF device. Functions performed during this step are prerequisites for other stages in the process. 

For an ITF to properly function in different environments, its setup and configuration should provide means for specifying the following:
· The identity and authentication credentials to be established for the ITF. Identity credentials are data elements maintained on the ITF that are used to identity the device and/or its associated subscriber(s) to a service provider.
· Service provider(s) identities and any additional information for establishing a service account with one or more service providers.
· Other device and service options.
Note that while the mechanisms  for implementing the ‘ITF Setup and Configuration’ procedure are outside the scope of IIF, the specific types and formats used to contain the required information are in scope.

Network Attachment

The term ‘Network Attachment’ refers to the activities associated with the ITF establishing Layer-3 connectivity to an IP-network and potentially obtaining additional network configuration data.

During the network attachment phase the following information may be obtained or otherwise established by the ITF:

· IPv4 address, network mask, default route

· DNS, local network domain name, SIP proxies, others…

Once network attachment activities have been completed, the ITF will be capable of transmitting and receiving IP packets and establishing a management session with a remote configuration server. Among existing mechanisms for implementing the Network Attachment function and relevant to the IIF are:

· the Dynamic Host Configuration Protocol (DHCP)

· NGN NACF

The profiles and the details for each of the mechanisms as applicable for various IPTV use cases are described in the following sections.

DHCP
There are two cases to consider. The first case is when the DNG supports DHCP server capability and thus acts as the network DHCP server for the ITFs on the home network. The second case is when the DNG passes DHCP messages through as a DHCP relay agent.

Note that while the second case can still be found in today’s deployments, home networks are moving towards self-contained IP domains, with the network DHCP server located in the DNG.

Local DHCP Server on the DNG

In this case it is assumed that the DNG has already attached to the network and acquired its L3 networking information. The following sequence takes place when an ITF device is powered up or initialized:

1) The ITF device establishes L1 and L2 connectivity with the DNG across the home network, which could be over a copper network, a coaxial network, fiber/plastic network, or wireless network. 

2) The ITF device issues a DHCP DISCOVER message toward the DNG that must include all the mandatory DHCP options, per RFC 2131. The ITF device must include option 60 to allow it to identify itself to the DNG.  If the ITF device supports the option(s) associated with the Container option, it must request those option(s) in option 55 (parameter request list).
3) The DNG, as a DHCP server, replies to the ITF device with a DHCP OFFER message that must include all the DHCP mandatory options, per RFC 2131. The DNG must provide the following information to the ITF device:

a) ITF device local IP address

b) ITF device local network mask

c) DNS IP address

d) The remote configuration server IP address (same as the one assigned to the DNG). 

e) Default gateway IP address
f) If configured, the option(s) associated with the container option to convey specific information to the ITF such as a remote configuration server (different than the one assigned to the DNG) to be used by the ITF.
4) The ITF device continues the DHCP message exchange with the standard DHCP REQUEST message

5) The DNG completes the DHCP message exchange with the standard DHCP ACK message

The flow is shown below:
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Figure 1: ITF Device Network Attachment with a Local DHCP Server in the DNG

After acquiring the IP address of the remote configuration server, the ITF device interacts with the remote configuration server to acquire needed configuration parameters.  

Remote DHCP Server across the network

In this case the DNG passes all DHCP messages transparently to the network. The Figure 2: ITF Device Network Attachment with a Remote DHCP Server shows the sequence of events that take place when the ITF device is powered up or initialized.
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Figure 2: ITF Device Network Attachment with a Remote DHCP Server

Specifically, the following takes place:

1) The ITF device establishes L1 and L2 connectivity with the DNG across the home network, which could be a copper network, a coaxial network, fiber/plastic network, or wireless network (not shown in the figure above).

2) The ITF device issues a DHCP DISCOVER message toward the DNG that must include all the mandatory DHCP options, per RFC 2131. The ITF device must also include option 60 to allow it to identify itself to the network. The DNG passes this DISCOVER message to the WAN network transparently. 

3) The network provider DHCP server replies to the ITF device with a DHCP OFFER message that must include all the DHCP mandatory options, per RFC 2131. The DHCP server must provide the following information to the ITF device:
a) ITF device IP address 

b) ITF device network mask

c) DNS IP address

d) If available, the remote configuration server IP address 

e) Default gateway IP address

The DNG must pass the DHCP OFFER message to the ITF transparently.

There are three possibilities at this point reflected in the content of the DHCP OFFER message:

a) If the DHCP server is provisioned with the remote configuration server IP address, then it must include it in the siaddr field of the OFFER message. This is shown as step 3-a in the figure above. 

b) If the DHCP server is provisioned with the remote configuration server domain name but not its IP address, then it must set siaddr = 0.0.0.0 and provide the remote configuration server domain name to the ITF. The ITF device must interact with the DNS to resolve the remote configuration server IP address. This is shown as step 3-b in the figure above.

c) If the DHCP server is not provisioned with the remote server addressing information (IP address or domain name) and therefore does not provide the remote configuration server IP address or its domain name, then the ITF device needs to be configured manually by the end user. This is shown as step 3-c in the figure above.
4) The DHCP protocol sequence completes with the standard DHCP REQUEST and DHCP ACK messages.
After acquiring the IP address of the remote configuration server, the ITF device interacts with the remote configuration server to acquire needed configuration parameters. 
Proposal 
It is proposed that this contribution be added under sub-section 2 of  a new proposed section labeled ‘IPTV Consumer Domain Attachment and Initialization Specification’ of the Architecture document.
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