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Introduction
In some DHCP service deployments, it is desirable to pass configuration options from a DHCP server in one administrative domain to another DHCP server in a different administrative domain.  In one example of such a deployment, an IPTV Service Provider (SP) may need to provide certain SP domain-specific information to IPTV device(s) located in the consumer domain.  This information is sent from the IPTV SP DHCP server to the Delivery Network Gateway (DNG) DHCP server (through the DNG DHCP client) which can then be passed along to ITF device(s) in the consumer network.  This contribution describes how the delivery of this information can be achieved.
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The following companion Cisco contributions refer to and make use of this Container Option contribution:

“DNG Network Attachment”

“ITF Network Attachment” 

“IPTV Device Attachment and Initialization process for Core IPTV and NGN Architectures
Discussion
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Proposal

It is proposed that the Container Option concept be adopted by WG1 and 6 in the context of the DNG and ITF initialization in an IPTV environment.   The Container Option concept is referred to in the other Cisco companion contributions (DNG Network Attachment, ITF Network Attachment and IPTV Device Attachment and Initialization process for Core IPTV and NGN IPTV Architectures).
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Problem Statement
• In some DHCP service deployments, it


is desirable to pass configuration
options from an SP DHCP server to a
CPE
Example: IPTV set-top box (STB) may need


SP domain-specific information
• Problem: how to get that information


through the subscriber’s gateway?
• Customers: CableLabs DOCSIS, ATIS,


ITU
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Customer Network Model
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Requirements
• The SP server must be able to transmit


different configuration information to the
consumer devices than the DHCP
options provided to the RG


• The SP server MUST be able to control
which DHCP options are transmitted to
the consumer device


• There must be a way for the SP server
to pass DHCP options to be defined in
the future to consumer devices
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Design Alternatives
• SP server passes container option to RG client, which forwards


contents to RG server
• RG server does direct DHCP info request to SP server:


requires that the RG server include a DHCP client
requires that the SP server be able to differentiate between RG client


and server requests
does not scale well, as it at least doubles the load on the SP server


• RG server passes device requests to SP DHCP server:
requires that the RG also function as a DHCP relay
requires that the RG relay function be configured with the IP


addresses of the SP DHCP server(s)
requires that the RG relay function differentiate between DHCP


messages that are processed by the RG server and DHCP
messages that are processed by the SP server
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Use of Container Option
• SP DHCP server includes DHCP Container


option with DHCPACK to RG client
• RG client passes contents of the option to the


RG server (method of passing option
contents between the RG client and the RG
server is out of the scope)


• DHCP options in the container option are
carried in DHCP message format (option-
code/length/value); options can be passed
through a DHCP client to a co-located DHCP
server without specific knowledge on the part
of the client or the server of the semantics of
the options
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Control of Options Forwarded
to CPEs


• RG server forwards only those options
in CPE ORO


• RG server discards any address
assignment, DHCP message type, etc.
options


• Q&A…
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Status of this Memo


   By submitting this Internet-Draft, each author represents that any


   applicable patent or other IPR claims of which he or she is aware


   have been or will be disclosed, and any of which he or she becomes


   aware will be disclosed, in accordance with Section 6 of BCP 79.


   Internet-Drafts are working documents of the Internet Engineering


   Task Force (IETF), its areas, and its working groups.  Note that


   other groups may also distribute working documents as Internet-


   Drafts.


   Internet-Drafts are draft documents valid for a maximum of six months


   and may be updated, replaced, or obsoleted by other documents at any


   time.  It is inappropriate to use Internet-Drafts as reference


   material or to cite them other than as "work in progress."


   The list of current Internet-Drafts can be accessed at


   http://www.ietf.org/ietf/1id-abstracts.txt.


   The list of Internet-Draft Shadow Directories can be accessed at


   http://www.ietf.org/shadow.html.


   This Internet-Draft will expire on August 20, 2007.


Copyright Notice


   Copyright (C) The IETF Trust (2007).


Abstract


   In some DHCP service deployments, it is desirable for a DHCP server


   in one administrative domain to pass configuration options to a DHCP


   server in a different administrative domain.  This DHCP option


   carries a set of DHCP options that can be used by another DHCP


   server.
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1.  Introduction


   In some DHCP service deployments, it is desirable to pass


   configuration options from a DHCP server in one administrative domain


   to another DHCP server in a different administrative domain.  In one


   example of such a deployment, an IPTV service provider (SP) may need


   to provide certain SP domain-specific information to IPTV device(s)


   located in the consumer domain.  This information is sent from the


   IPTV SP DHCP server to the consumer DHCP server located in the


   Residential Gateway (RG), which can then be passed along to IPTV


   device(s) in the subscriber network


   Existing RGs may pass some configuration information received by the


   RG DHCP client to the RG server for configuration of devices attached


   to the consumer network.  There are several motivations for this


   option:


   o  The devices attached to the consumer network may require different


      configuration information than the DHCP options provided to the RG


   o  Existing RG DHCP clients are typically not be coded to process new


      DHCP options and, therefore, will be unable to pass those new


      options to the RG DHCP server


   o  Existing RG DHCP clients are typically coded to pass only a fixed


      list of DHCP options to the RG DHCP server and, therefore, will be


      unable to pass newly defined options to the RG DHCP server.


   The DHCP Container option defined in this document provides a


   mechanism through which the RG DHCP client can pass DHCP options to


   the RG DHCP server without explicit knowledge of the semantics of


   those options.  With this option, the SP DHCP server can pass both


   current and future DHCP options to the RG DHCP server.


   The DHCP Container option does not carry IP addresses IPv6 prefixes


   or other information about leases.  It carries other configuration


   information.


2.  Terminology


   The key words MUST, MUST NOT, REQUIRED, SHALL, SHALL NOT, SHOULD,


   SHOULD NOT, RECOMMENDED, MAY, and OPTIONAL in this document are to be


   interpreted as described in RFC2119 [1].


   The following terms and acronyms are used in this document:
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   DHCPv4              "Dynamic Host Configuration Protocol" [2]


   DHCPv6              "Dynamic Host Configuration Protocol for IPv6"


                       [4]


   DHCP                DHCPv4 and/or DHCPv6


   RG                  "home gateway"; the device through which the


                       consumer network connects to the broadband WAN;


                       typically a layer 3 forwarding device


   RG DHCP client      (or "RG client") the DHCP client in the RG


   RG DHCP server      (or "RG server") the DHCP server in the RG


3.  Problem statement and requirements for RG DHCP server configuration


   The following diagram shows the components in a network deployment


   using the DHCP Container option:


   Client STB/CPE -+  +---------+           +------+


                   |  |   RG    |           |  SP  |


   Client STB/CPE -+  |   Client+--- ... ---+ DHCP |


                   +--+Server   |           |server|


   Client STB/CPE -+  +---------+           +------+


   In this diagram, the RG client engages in DHCP message exchanges with


   the SP server to obtain its IP address and other configuration


   information.


   The problem under consideration in this document is to transmit


   configuration information from the SP DHCP server to devices attached


   to the consumer network.  The problem solution has the following


   requirements:


   o  The SP server MUST be able to transmit different configuration


      information to the consumer devices than the DHCP options provided


      to the RG


   o  The SP server MUST be able to control which DHCP options are


      transmitted to the consumer device
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   o  There MUST be a way for the SP server to pass DHCP options to be


      defined in the future to consumer devices


4.  Design alternatives


   The following three designs meet the solution requirements:


   o  SP server passes container option to RG client, which forwards


      contents to RG server; this alternative is the preferred solution


   o  RG server does direct DHCP info request to SP server; this


      alternative is not preferred:


      *  requires that the RG server include a DHCP client


      *  requires that the SP server be able to differentiate between RG


         client and server requests


      *  does not scale well, as it at least doubles the load on the SP


         server


   o  RG server passes device requests to SP DHCP server; this


      alternative is not preferred:


      *  requires that the RG also function as a DHCP relay


      *  requires that the RG relay function be configured with the IP


         addresses of the SP DHCP server(s)


      *  requires that the RG relay function differentiate between DHCP


         messages that are processed by the RG server and DHCP messages


         that are processes by the SP server


   A variant on the preferred design would allow the inclusion of


   multiple sets of DHCP options intended for different classes of


   devices in the consumer network; e.g., the design would allow for one


   set of options for video set-top boxes and a second set of options


   for VoIP MTAs.  The variant would require the specification of rules


   to be provided by the SP server through which the RG server would


   differentiate its clients and send the appropriate set of options to


   each device.  At present, there is no requirement for differential


   configuration of consumer devices and this alternative is not defined


   in this document.
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5.  Semantics and syntax of the Container option


   Along with configuration information intended for the RG, the SP


   server can include the DHCP Container option.  When the RG client


   receives the DHCP Container option, it passes the contents of the


   option to the RG server.  The means through which the information is


   passed between the RG client and the RG server is out of the scope of


   this document and left unspecified.


   The DHCP options in this container are carried in DHCP message format


   (option-code/length/value).  In this format, the contained options


   can be passed through a DHCP client to a co-located DHCP server


   without specific knowledge on the part of the client or the server of


   the semantics of the options.


5.1.  DHCPv4 Container option


   The DHCPv4 Container option has the following format:


        0                   1                   2                   3


        0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1


       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+


       |     Code      |      len      |   DHCP Options for RG server  |


       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               .


       .                                                               .


       .                                                               .


       .                                                               .


       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+


   Code                OPTION_CONTAINER_V4 (TBD)


   len                 Length of options for RG server, in octets


5.2.  DHCPv6 Container option


   The DHCPv6 Container option has the following format:


        0                   1                   2                   3


        0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1


       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+


       |      OPTION_CONTAINER_V6      |        option-len             |


       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+


       |                  DHCP Options for RG server                   |


       .                                                               .


       .                                                               .


       .                                                               .


       +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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   option-code         OPTION_CONTAINER_V6 (TBD).


   option-len          Length of options for RG server, in octets


5.3.  SP server behavior


   The SP server MAY include one Container option and MUST NOT include


   more than one Container option in any DHCP message sent to an RG


   client.


   The policy through which the SP server is instructed to include a


   Container option for an RG client, and the policy determining the


   contents of the Container object are out of scope of this document


   and left unspecified.


5.4.  RG client behavior


   The RG client MUST pass the contents of the received Container option


   to the RG server without alteration.  The details of the


   implementation through which the RG client parses the content of the


   Container option and passes the options to the RG server are out of


   scope for this document and left unspecified.


5.5.  RG server behavior


   The RG server MUST discard any options related to IP address


   assignment, IPv6 prefix delegation or operation of the DHCP protocol


   itself.  Appendices TBD give a list of DHCPv4 and DHCPv6 options that


   the RG server MUST discard.


   The RG server MUST return to any DHCP client only those options


   requested by the DHCP client in a Parameter Request List option


   (DHCPv4 option code 55) or an Option Request option (DHCPv6 option


   code 6).


6.  Security Considerations


   A rogue server can use this option to pass invalid information to the


   RG client, which would then be passed to the Client STB/CPEs.  This


   invalid information could be used to mount a denial of service attack


   or a man-in-the-middle attack against some applications.


   Authentication of DHCP messages(RFC 3118 [5] for DHCPv4 or section 20


   of RFC 3315 [4]) can be used to ensure that the contents of this


   option are not altered in transit between the DHCP server and client.
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7.  IANA Considerations


   When this document is published, IANA is asked to assign an option


   tag from the "BOOTP Vendor Extensions and DHCP Options" registry for


   OPTION_CONTAINER_V4.


   When this document is published, IANA is asked to assign an option


   code from the "DHCPv6 Option Codes" registry for OPTION_CONTAINER_V6.
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