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I. Introduction
For telecoms it is very important to have effective monitoring and advanced management system for E2E IPTV solution. It is necessary to ensure management and monitoring of the bandwidth, security, devices, network, terminals, logs and alerts. This system should be internal part of IPTV solution. Modules responsible for monitoring and management should be based on graphic user interfaces, wizards and any other conveniences, because people in telecoms responsible for working on it usually are not technical experts.

II. Functional architecture for management and monitoring system from operator site
 We would like to propose some requirements and ideas for functionality of monitoring and management of IPTV solution. In our opinion monitoring and management of IPTV system should consist some smaller modules for dedicated tasks: configuration module, bandwidth manager, security manager, resource manager, logs manager, alerts manager, terminal manager, QoS manager.          
______________
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Diagram of monitoring and management IPTV system
1. Configuration module 
This  module is used to configure new channels, new templates of end users layout and new content properties that could be acceptable for IPTV platform. It have to be based on graphic user interface and some kind of wizards.     
2. Bandwidth manager. 
This module is responsible for allocation of the bandwidth, especially core network for unicast services. It is not acceptable to offer service when there is not enough bandwidth for this service. 

3. Security manager.

This module is responsible for monitoring anomalies of working IPTV platform that could be caused by malicious users. It must include intrusion detection system with security policy rules prepared specially for IPTV. When security manager detects that user is trying to crack the platform or cheat billing system, it generates alert or disconnects this user form the service.

4. Resource manager. 
This module is responsible for monitoring  and management of servers and network devices. Resource manager should  be integrated with load balancers. In case of any server failure load balancer switches to backup server and resource manager generates alert. Main functionality of this module: 
· Alert generation in case of failure of devices
· Remote control and configuration of devices.
· Generation of device configuration reports

· Generation of device logs  
5. Logs manager. 

IPTV system included many different servers and network devices. Some of IPTV servers are located in many different places. Logs manager stored logs from the many servers of the IPTV platform. This tool makes possible to generate logs report with using graphical user interface and wizards.

6. Alerts manager.
Alerts manager module is part of IPTV monitoring that facilitates management of the alerts. It stores all alerts generated by the IPTV solution. Some alerts are more important than the others . Some critical alerts must be delivered to experts as soon as possible with clear information and description about event

7. Terminal Manager. This module is responsible for management and monitoring of user terminals. For instance it allows to upgrade new firmware on terminal and change settings like time offset, date, etc.  
8. QoS manager This module collects information about errors from user terminal and  generate all QoS report. It allows to monitor for example: MPEG-2 TS error, network error, zapping time between tv channels.      
III. Monitoring and management requirements for IPTV terminals   

IPTV terminal device have to provide for IPTV operator possibility of remote management. Our proposal is to use SNMP protocol  for this purpose.  Until now three version of this protocol are defined. SNMPv1/v2 can neither authenticate the source of a management message nor provide encryption. Without authentication, it is possible for nonauthorized users to exercise SNMP network management functions. It is also possible for nonauthorized users to eavesdrop on management information as it passes from managed systems to the management system
Because of these deficiencies and provided higher security function the third version of SNMP protocol is recommended. There are defined mechanisms of message encryption, authentication of transmission between manager and agent,  access control policy.
The MIB locally implemented on IPTV terminal device  should includes following function: 

· Set upgrade of firmware

· Set DHCP init ( release/renew DHCP parameters process)

· Get DHCP parameters (IP address, gateway, static route, etc..)  

· STB should collect information about errors. For instance following error should be monitored:  MPEG-2 TS error related to ETR290 (PCR discontinuity, PCR jitter, PTS/DTS interval, etc.) network error (communication problem with DHCP/NTP/WWW servers) packet  system error (lack of memory, chipset overheating, etc), time of zapping between tv channel. This information can be used by system responsible for IPTV QoS management function. The MIB located on the terminal should also allow to reset all error counters.
· Set start/stop PVR

· Set start/stop video stream decoding

· Get information about software/hardware/boot loader

· Set factory reset

· Get information about CA system (e.g.: Unique Address of Conditional Access card, morality level, access right)

· Get/set information about time, date, time offset

· Set init process for communication with IPTV application server
IV. Proposal
We propose to include following requirements in Working Document WG1 on “Requirements for IPTV”.

· Monitoring and management of IPTV system should consist some smaller modules for dedicated tasks: configuration module, bandwidth manager, security manager, resource manager, logs manager, alerts manager, terminal manager, QoS manager.          

and requirements in Working Document WG5

· Because of the higher security function the third version of SNMP protocol is recommended for terminal device management
· Basic management function mentioned in point III which should be supported by terminal device.  
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Modules of monitoring and management IPTV system
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